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1 REPORT HISTORY

1.1 Report Revision History

Test Report No Change Description Validity

HC2407190100GC03 2024-12-10 Final Valid

1.2 Report Template Revision History

2024/05/22  Revl Creation Boeing Huang Lukes Lin

2 Terms and Conditions
The test results presented in this report relate only to the object tested.

This report is for the exclusive use of Lyns-tci Technology Guangdong Co., Ltd. (abbreviation: Lyns-tci) Client
and is provided pursuant to the agreement between Lyns-tci and its Client. This report shall not be reproduced,
except in full, without the written approval of Lyns-tci. Test reports without seal and signature are not valid.

Lyns-tci responsibility and liability are limited to the terms and conditions of the agreement. Lyns-tci assumes
no liability to any party, other than to the Client in accordance with the agreement, for any loss, expense or
damage occasioned using this report.

Information on derived or extended models of the range as provided by the applicant (if any) is included in this
report for information purposes only. Lyns-tci shall not be liable for any incorrect results due to unclear,
incorrect, incomplete, misleading or false information provided by client.
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3 INTRODUCTION

3.1 Scope & Methodology

This test report documents the cybersecurity assessment performed by Lyns-tci Technology Guangdong Co.,
Ltd.

The assessment is based on the Lyns-tci Technology Guangdong Co., Ltd Consumer Products Services
Cybersecurity Assessment Methodology for ETSI EN 303 645 (CYBER-ETSI-EN-303 645).

The cybersecurity assessment of 10T devices is intended to verify and confirm that the Device under Test is in
conformance with the baseline provisions as specified by ETSI in EN 303 645.

The assessment fully applies the procedures and methodology defined by ETSI in TS 103 701.

Due to the generic character of these ETSI documents some amendments are necessary for the performance
of a conformance assessment. Lyns-tci Technology Guangdong Co., Ltd follows and applies the specific
amendments as published by the German Federal Office for Information Security (BSI - Bundesamt flr
Sicherheit in der Informationstechnik) in BSI TR-03173.

The versions of referenced documents applied for this assessment are specified in the following table.

3.2 References

Cyber Security for Consumer Internet of Things:

ETSI EN 303 645 2020-06 v2.1.1 ) .
Baseline Requirements
Cyber Security for Consumer Internet of Things:
ETSI TS 103 701 2021-08 V1.1.1 . _
Conformance Assessment of Baseline Requirements
BS| TR-03173 2022-04-27 V10 Amendments for Conformance Assessments based on

ETSI EN 303 645/TS 103 701
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4 TARGET OF EVALUATION

The target of evaluation for this assessment is the 10T device including it’s interfaces and interactions with
associated services.

As input to the assessment the manufacturer has provided information in the form of an Implementation
Conformance Statement (ICS) and eXtra Information for Testing (IXIT). The proforma is defined by ETSI.

Additionally samples of the Device under Test (DUT) have been provided by the manufacturer to the Bureau
Veritas.

4.1 Manufacturer Contact Information

Information Manufacturer

Company Name EAST Group Co., Ltd.

Address No.6 Northern Industry Road, Songshan Lake Sci. & Tech. Industrial Park, Dongguan
City, Guangdong Province, China

Contact Person zhangjunfeng

E-Mail address psirt@eastups.com

Phone Number 8613138038110

4.2 Vendor Questionnair (ICS&IXIT)

Filename of the ICS/IXIT provided by the manufacturer

ETSI_ICS_IXIT v2024-11-13_EAST 2024-11-13

4.3 Device Under Test (DUT)

Information Manufacturer

Product Name Converter (Hybrid Inverter)

Type or Model EAHI-6000-SL-S

Serial Number(s) HI06CS2404220001

Software Version(s) MCU:1035,DSP:1037/Version 1.3.709

Intended Use smart home system is a 6kW solar storage charging system
Date of receipt 2024-11-12

Foto(s) of the DUT

See appendix Annex 1 - Photo of the unit on page 193

Foto(s) of the Marking Plate
/
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Foto(s) of Architecture

/

4.4 Auxilliary Equipment

The following additional equipment and devices were used during the assessment but they are not included in
the device under test. (e.g. used to bring the DUT into operation). Auxilliary Equipment is typically provided by
the manufacturer.

Auxiliiary Equipment

Component Function Manufacturer Model/Version Serial Number
Commissioning steps with . . -
Smartphone DUT sample (Google) Pixel 5 Android Original /
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5 TEST SETUP

The test setup consists of the DUT, auxiliary equipment, test equipment and test software tools. It is operated by
the test lab and provides the environment in which the DUT is assessed.

The test equipment and test software tools are provided, maintained and are used by the test lab to execute the
test procedures.

Foto(s) of the Test Setup

/

5.1 Test Equipment

Test Equipment used during the assessment

Device Name Function ‘ Manufacturer ‘ Serial Number Version
Desktop Windows11 lenovo / Vostro
computer

5.2 Test Software Tools

Test Software Tools used during the assessment

Tool/ScriptName ~ Functon ~~ Developer Version
Nessus Vulnerability scanning / /
Wireshark Network Protocol Analysis / /
Burp Suliztgiglc?nmmunity Application Testing ! /
Postman interface authentication forensics / /
Nmap - Zenmap Port scanning and operating system detection / /
mqttfx Testing and Simulating MQTT Messaging / /
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6 ASSESSMENT RESULTS

The assessment results relate only to the items tested.

First day of testing Last day of testing

2024-11-18 2024-12-02

6.1 Overview

The column “Reference” provides the Provision as defined in ETSI EN 303 645

The column “Status” provides information, if the provision is mandatory (M) or recommended (R) and if it
depends on a condition (C) as defined in ETSI TS 103 701 Annex A

The column “Support” contains the declaration provided by the manufacturer in the ICS, if the provision is
supported (Y) or not supported (N) by the DUT. Or N/A when the provision is not applicable (allowed only if a
provision is conditional as indicated in the status column and if it has been determined that the condition does
not apply for the DUT)

The column “Detail” contains the information provided by the manufacturer in the ICS with explanations about
the implementation or with reasons why “Support” is set to N or N/A.

The column “Conceptual” contains the assessment of the test lab for the test cases marked as “conceptual” in
ETSI TS 103 701

The column “Functional” contains the assessment of the test lab for the test cases marked as “functional” in
ETSI TS 103 701

“PASS” verdict is assigned when the required elements for the test case performance are present; and

the criteria for pass defined for each test step in the "Assignment of Verdict" are fulfilled.

“FAIL” verdict is assigned when the required elements for the test case performance are present; and

the criteria for fail defined for one of the test steps in the "Assignment of Verdict" are fulfilled.

“INCON” = “Inconclusive” verdict is assigned when the required elements (e.g. evaluation tools and IXIT
information) for the test case performance are not present or are not sufficient to allow a proper execution of the
test case and therefore no meaningful pass or fail verdict can be assigned.

“N/E” is assigned when the tester lab has not evaluated the requirement. This can be the case if the
manufacturer answered in the ICS the Support = Not supported (N) or Not applicable (N/A).

“ oa

means no test case for this category is specified by the standard.
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Reference Detail

Provision 4-1 A justification shall be

recorded for each recommendation in the
present document that is considered to be M
not applicable for or not fulfilled by the

consumer loT device.

<

PASS

Provision 5.1-1 Where passwords are
used and in any state other than the M C
factory default, all consumer loT device Y PASS

passwords shall be unique per device or 1)

defined by the user.

Provision 5.1-2 Where pre-installed

unique per device passwords are used,

these shall be generated with a MC

mechanism that reduces the risk of (2) N/A PASS
automated attacks against a class or type

of device.

Provision 5.1-3 Authentication

mechanisms used to authenticate users M C

against a device shall use best practice ) Y PASS

cryptography, appropriate to the properties
of the technology, risk and usage.

Provision 5.1-4 Where a user can
authenticate against a device, the device MC
shall provide to the user or an Y PASS

administrator a simple mechanism to 8)

change the authentication value used.

Provision 5.1-5 When the device is not a

constrained device, it shall have a

mechanism available which makes brute MC v PASS
force attacks on authentication (5)

mechanisms via via network interfaces
impracticable.

Provision 5.2-1 The manufacturer shall
make a vulnerability disclosure policy M Y PASS
publicly available.

Provision 5.2-2 Disclosed vulnerabilities

should be acted on in a timely manner R Y PASS
Provision 5.2-3 Manufacturers should

continually monitor for, identify and rectify

security vulnerabilities within products and R v PASS

services they sell, produce, have
produced and services they operate
during the defined support period.

Provision 5.3-1 All software components
in consumer loT devices should be R Y PASS
securely updateable.

Provision 5.3-2 When the device is not a
constrained device, it shall have an update | M C
mechanism for the secure installation of (5)
updates.

Y PASS

Page 11 of 195



LYNS‘TC? Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

Reference Detail

Provision 5.3-3 An update shall be simple | MC

for the user to apply. (12) Y PASS
Provision 5.3-4 Automatic mechanisms RC N/A FAIL
should be used for software updates. (12)

Provision 5.3-5 The device should check RC
after initialization, and then periodically, (12) N/A FAIL
whether security updates are available.

Provision 5.3-6 If the device supports
automatic updates and/or update
notifications, these should be enabled in
the initialized state and configurable so
that the user can enable, disable, or
postpone installation of security updates
and/or update notifications.

RC

©, 12) N/A FAIL

Provision 5.3-7 The device shall use best MC
practice cryptography to facilitate secure (12) Y PASS
update mechanisms.

Provision 5.3-8 Security updates shallbe | M C

timely. (12) Y PASS

Provision 5.3-9 The device should verify RC
the authenticity and integrity of software (12) Y PASS
updates.

Provision 5.3-10 Where updates are
delivered over a network interface, the
device shall verify the authenticity and
integrity of each update via a trust
relationship.

M (11,

12) Y PASS

Provision 5.3-11 The manufacturer

should inform the user in a recognizable

and apparent manner that a security RC
update is required together with (12)
information on the risks mitigated by that

update.

Provision 5.3-12 The device should notify

the user when the application of a RC
software update will disrupt the basic (12)
functioning of the device.

Y N/A

Y N/A

Provision 5.3-13 The manufacturer shall
publish, in an accessible way that is clear
and transparent to the user, the defined
support period.

M Y PASS

Provision 5.3-14 For constrained devices

that cannot have their software updated,

the rationale for the absence of software

updates, the period and method of RC
hardware replacement support and a 3, 4) N/A
defined support period should be '

published by the manufacturer in an

accessible way that is clear and

transparent to the user.
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Reference Detail

Provision 5.3-15 For constrained devices

that cannot have their software updated, RC

the product should be isolable and the (3, 4) N/A PASS
hardware replaceable.

Provision 5.3-16 The model designation

of the consumer 10T device shall be M y PASS

clearly recognizable, either by labelling on
the device or via a physical interface.

5.4 Securely store sensitive security
parameters

Provision 5.4-1 Sensitive security M C
parameters in persistent storage shall be Y PASS

stored securely by the device. (14)

Provision 5.4-2 Where a hard-coded

unique per device identity is used in a

device for security purposes, it shall be MC

implemented in such a way that it resists (20) N/A PASS

tampering by means such as physical,
electrical or software.

Provision 5.4-3 Hard-coded critical
security parameters in device software M Y PASS
source code shall not be used.

Provision 5.4-4 Any critical security

parameters used for integrity and

authenticity checks of software updates

and for protection of communication with MC

associated services in device software (15) Y PASS
shall be unique per device and shall be

produced with a mechanism that reduces

the risk of automated attacks against

classes of devices.

5.5 Communicate securely -

Provision 5.5-1 The consumer loT device
shall use best practice cryptography to M Y PASS
communicate securely.

Provision 5.5-2 The consumer loT device

should use reviewed or evaluated

implementations to deliver network and R Y PASS
security functionalities, particularly in the

field of cryptography.

Provision 5.5-3 Cryptographic algorithms

and primitives should be updateable R Y FAIL

Provision 5.5-4 Access to device
functionality via a network interface in the RC

initialized state should only be possible (16) Y PASS
after authentication on that interface.

Provision 5.5-5 Device functionality that

allows security-relevant changes in MC v PASS

configuration via a network interface shall (7)
only be accessible after authentication.
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Reference

The exception is for network service
protocols that are relied upon by the
device and where the manufacturer
cannot guarantee what configuration will
be required for the device to operate

Provision 5.5-6 Critical security
parameters should be encrypted in transit,

with such encryption appropriate to the g; Y PASS
properties of the technology, risk and
usage.

Provision 5.5-7 The consumer loT device

shall protect the confidentiality of critical MC

security parameters that are (19) Y PASS
communicated via remotely accessible

network interfaces.

Provision 5.5-8 The manufacturer shall

follow secure management processes for MC
critical security parameters that relate to (20)
the device.

Y PASS

5.6 Minimize exposed attack surfaces

Provision 5.6-1 All unused network and

logical interfaces shall be disabled. M Y PASS

Provision 5.6-2 In the initialized state, the
network interfaces of the device shall
minimize the unauthenticated disclosure of
security-relevant information.

M Y PASS

Provision 5.6-3 Device hardware should
not unnecessarily expose physical R N/A PASS
interfaces to attack.

Provision 5.6-4 Where a debug interface M C
is physically accessible, it shall be (13) N/A PASS
disabled in software.

Provision 5.6-5 The manufacturer should
only enable software services that are
used or required for the intended use or
operation of the device.

Provision 5.6-6 Code should be
minimized to the functionality necessary R Y PASS
for the service/device to operate.

R Y PASS

Provision 5.6-7 Software should run with
least necessary privileges, taking account R Y PASS
of both security and functionality.

Provision 5.6-8 The device should
include a hardware-level access control R Y PASS
mechanism for memory.

Provision 5.6-9 The manufacturer should
follow secure development processes for R Y FAIL
software deployed on the device.

5.7 Ensure software integrity -
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Reference

Detail

Provision 5.7-1 The consumer loT device
should verify its software using secure
boot mechanisms.

Provision 5.7-2 If an unauthorized
change is detected to the software, the
device should alert the user and/or
administrator to the issue and should not
connect to wider networks than those
necessary to perform the alerting function.

5.8 Ensure that personal data is secure

Provision 5.8-1 The confidentiality of
personal data transiting between a device
and a service, especially associated
services, should be protected, with best
practice cryptography.

Provision 5.8-2 The confidentiality of
sensitive personal data communicated
between the device and associated
services shall be protected, with
cryptography appropriate to the properties
of the technology and usage

Provision 5.8-3 All external sensing
capabilities of the device shall be
documented in an accessible way that is
clear and transparent for the user.

5.9 Make systems resilient to outages

Provision 5.9-1 Resilience should be built
in to consumer |oT devices and services,
taking into account the possibility

of outages of data networks and power.

Provision 5.9-2 Consumer IoT devices
should remain operating and locally
functional in the case of a loss of network
access and should recover cleanly in the
case of restoration of a loss of power.

Provision 5.9-3 The consumer loT device
should connect to networks in an
expected, operational and stable state and
in an orderly fashion, taking the capability
of the infrastructure into consideration.

5.10 Examine system telemetry data

Provision 5.10-1 If telemetry data is
collected from consumer loT devices and
services, such as usage and
measurement

data, it should be examined for security
anomalies.

5.11 Make it easy for users to delete
user data

Py

RC
(21)

MC
(22)

MC
(23)

RC
(6)

N/A

N/A

N/A

N/A

PASS

PASS

PASS

PASS

PASS

PASS

FAIL
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Reference Detail

Provision 5.11-1 The user shall be

provided with functionality such that_user MC
data can be erased from the device in a (24)
simple manner.

<

FAIL

Provision 5.11-2 The consumer should
be provided with functionality on the
device such that personal data can be
removed from associated services in a
simple manner.

RC

(25) Y FAIL

Provision 5.11-3 Users should be given
clear instructions on how to delete their
personal data.

RC
(26)

Provision 5.11-4 Users should be
provided with clear confirmation that RC
personal data has been deleted from (26)
services, devices and applications.

5.12 Make installation and maintenance
of devices easy

Provision 5.12-1 Installation and

maintenance of consumer loT should

involve minimal decisions by the user and R Y PASS
should follow security best practice on

usability.

Provision 5.12-2 The manufacturer
should provide users with guidance on R Y FAIL
how to securely set up their device.

Provision 5.12-3 The manufacturer
should provide users with guidance on
how to check whether their device is
securely set up.

5.13 Validate input data -

R Y FAIL

Provision 5.13-1 The consumer loT

device software shall validate data input

via user interfaces or transferred via MC
Application Programming Interfaces (APIs) | (27)
or between networks in services and

devices.

Y PASS

6 Data protection provisions for
consumer loT

Provision 6-1 The manufacturer shall

provide consumers with clear and

transparent information about what

personal data is processed, how itis being | M C
used, by whom, and for what purposes, for | (28)
each device and service. This also applies

to third parties that can be involved,

including advertisers.

Y FAIL

Provision 6-2 Where personal data is MC

processed on the basis of consumers' @) Y PASS
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Reference

Detail

consent, this consent shall be obtained in

a valid way.

Provision 6-3 Consumers who gave
consent for the processing of their
personal data shall have the capability to
withdraw it at any time.

FAIL

Provision 6-4 If telemetry data is
collected from consumer loT devices and
services, the processing of personal data
should be kept to the minimum necessary
for the intended functionality.

N/A

FAIL

Provision 6-5 If telemetry data is
collected from consumer loT devices and
services, consumers shall be provided
with

information on what telemetry data is
collected, how it is being used, by whom,
and for what purposes.

(6)

N/A

PASS
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6.2 Overview 1

Provision

Description

Reporting implementation

4-1-1

ICS reporting implementation

No universal default passwords

51-1
51-2
5.1-3
51-4
5.1-5

Unique per device passwords
Pre-installed password randomness
Authentication mechanism cryptography
Ability to change authentication value

Network interface brute force protection

Implement a means to manage reports of vulnerabilities

52-1
5.2-2
5.2-3

Means to report vulnerabilities

Acting on disclosed vulnerabilities

Company monitoring, vulnerability identifying and rectifying

Keep software update

53-1
5.3-2
5.3-3
53-4
5.3-5
5.3-6
5.3-7
5.3-8
5.3-9
5.3-10
5.3-11
5.3-12
5.3-13
5.3-14
5.3-15
5.3-16

Securely updateable

Secure installation of updates

Ease of updating

Automatic update

Timeliness of security updates

Software update mechanism modification
Cryptography in update mechanism
Security updates shall be timely
Authenticity and integrity of updates
Network cryptography in update mechanism
Security update information

Disruption of basic functionality

Product support

Period and method of hardware replacement support
Hardware isolation and replacement

Informing of model number

Securely store sensitive security parameters

54-1
5.4-2
5.4-3
5.4-4

Sensitive security parameters storage
Hard coded unique id tamper protection
Hard coded critical security parameters

Unique resistant critical security parameters

Communicate securely

5.5-1
5.5-2

Cryptography in communication

Usage of reviewed or evaluated implementations

Verdict

PASS (M)

PASS (M)
N/E (M)
PASS (M)
PASS (M)
PASS (M)

PASS (M)
N/E
N/E

N/E
PASS (M)
PASS (M)

N/E

N/E

N/E
PASS (M)
PASS (M)

N/E
PASS (M)

N/E

N/E
PASS (M)

N/E

N/E
PASS (M)

PASS (M)
N/E
PASS (M)
PASS (M)

PASS (M)
N/E
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5.5-3 Cryptoagility N/E

5.5-4 Network access in initialized state before authentication N/E

5.5-5 Security relevant changes through network access before PASS (M)
authentication

5.5-6 Encryption of critical security parameters in transit N/E

5.5-7 Confidentiality of critical security parameters in transit PASS (M)

5.5-8 Critical security parameters management PASS (M)

Minimize exposed attack surface

5.6-1 Justification concerning interfaces exposure PASS (M)
5.6-2 Unauthenticated exposure in the initialized state through PASS (M)
network
5.6-3 Exposure of physical interfaces N/E
5.6-4 Software setting for debug interfaces N/E
5.6-5 Unnecessary software services N/E
5.6-6 Code attack surface N/E
5.6-7 Least necessary privilege N/E
5.6-8 Memory access control N/E
5.6-9 Secure development training N/E

Ensure software integrity
5.7-1 Secure boot implementation N/E
5.7-2 Unauthorized access alert N/E

Ensure that personal data is secure

5.8-1 Cryptography used for personal data communication N/E
5.8-2 Cryptography used for sensitive personal communication N/E
5.8-3 Data protection and privacy N/E
Make system resilient to outages

5.9-1 Resilience against power/network outages N/E
5.9-2 Basic function during outage and clean recover N/E
5.9-3 Stable (re)connection N/E

Examine system telemetry data
5.10-1 Telemetry data examination N/E

Make it easy for users to delete user data

5.11-1 Ease of personal data deletion from device PASS (M)
5.11-2 Ease of personal data deletion from services N/E
5.11-3 Instructions on deletion of personal data N/E
5.11-4 Confirmation of deletion N/E

Make installation and maintenance of devices easy

5.12-1 Ease and security of installation and maintenance N/E
5.12-2 Guidance on securing the device N/E
5.12-3 Guidance on checking security N/E
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Validate input data

5.13-1

Input data validation

Data protection for consumer loT

6-1
6-2
6-3
6-4
6-5

Personal data usage

Obtaining consumer consent
Consumer consent withdrawal
Confidentiality of personal data

Confidentiality of sensitive personal data

PASS (M)

PASS (M)

PASS (M)

PASS (M)
N/E
N/E
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6.3 Test Case Assessments
The test case assessment has been executed according the test procedures described in ETSI TS 103 701.

6.3.1 Reporting implementation

Test Case 4.1-1

PROVISION 4.1 A justification shall be recorded for each recommendation in the present
document that is considered to be not applicable for or not fulfilled by the
consumer |oT device.

Applicability Mandatory

Type of Assessment Conceptual

The verdict PASS is assigned if:

- ajustification is given for every recommendation that is considered to

] ] be not applicable for the DUT; AND
Assignment of verdict o . . )
- ajustification is given for every recommendation that is considered to

be not fulfilled by the DUT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Note:

Conformity statement are decided in accordance with ILAC-G8:09/2019 Binary Statement for Simple
Acceptance Rule, unless otherwise normatively specified or contractually agreed.
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6.4 No universal default passwords

6.4.1.1 Unique per device

Test Case 5.1-1-1

PROVISION 5.1-1 Where passwords are used and in any state other than the factory default, all
consumer loT device passwords shall be unique per device or defined by the user.

Applicability M C(1) = Mandatory Conditional
C(1) = Where passwords are used.

Type of Assessment Conceptual

Assignment of verdict | The verdict PASS is assigned if:

- Each password of a password-based authentication mechanism being
used in any state other than the factory default, that is not defined by the
user, is unique per device.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

I1XIT 1- AuthMech: Authentication Mechanisms
1D: ipti icati

Factor. |Password Generstion i Security ic Details: Brute Force Prevention:
A device can exchangs data with the DUT over
modbus on port 502 Modbus is.an
industrial communication pro
require 3 username and p: /A /A NA

The mechanism is used for machine-1o-machine
authentication.
|Authiech-1 | The mechanism is a serial port address.

Cloud platform firawall will restrict access.
A device can exchangs data with the DUT aver

MQTT on port 8883, The authentication via TLS1.2 plays a crucial role by ensuring MQTT
MQTT is confirmed before any payload data messages confidentiality. integrity. authentication.
aver MQTT is exchanged. No payload is readablel \ith the Use of MOTTthe DuT |21 NON-Tepudiation. It safeguards sensitive data
without providing corract accass credentials. Tha . [ The public key is generatad randomly and has a langth of s from unauthorized access, tampering, and

public key . ensures confidentialiy, authenticity
MQTT server authenticatss a given signature. 2048 bits. ot intepnity during th trancrer | TESMCEPioN
against the public keys stared on the file system. / The DUT provides per default the following cipher
The machanism is used for machins-to-machina suites for the TLS handshake:
authentication ECDHE-ECDSA-AES128-GCM-SHA2S6.
The mechanism is directly addressable from a

[ Authiach-2 natwork interface.

[Automatically discard massage.
A device can exchange data with the DUT over
MQTT on port 2282, The authentication via | The username and password are ganerated by device Sn and
MQTT is confirmed befors any payload data devics secrat key Identity verification is performed through a MQTT

With the use of MQTT the DUT

ensures confidentiality. authenticity|™
Integrity and confidentiali

to the DUT is realized ovar Hi,

over MQTT s exchanged. No payload is readable
without providing correct access credentials.

IThe devics Sn and key are unique per device.
I The Sn has a length of 8 and consists of upper case chars and

essage in combined with MySQL database.

username and password
P of the password transfer
256.

and integrity during the transfer.

Tha machanism is used for machine-to-machina numbers, Tha sacret key has a length of 32 and consists of
authentication. upper case chars and numbers.
Tha machanism is directly addressabla from a
| Authiech-3 network interface.
[After 5 invalid login attempts the login
A user can login over Mobile application to gain interface is inaccessible for 5 minutes.
aceass 1o the frontand | The appkay is genaratad by nickname.

The authentication on the lagin page is to be | The timestamp is generated based an system time, Identity verification is performed through a form
completed bafora any payload data over HTTPS Tha enaratad randomly and has alangth of 24 and

is exchanged. No payload is readable without cons
Ingging in first. The web server authenticates the| appkey. timastamp. cade The

based HTML interface using internal JAVA combined
with MySQL database.
Intagrity and confidentiality of the sign transfer to

The appkey. timestamp, code and
sign ara transmitted over an HTTPS
channal, o the DUT ensures

enerated and encrypted by appkey. timestamp.

given credentials against the login information and sign code and password the DUT is realized over TLS 1.2 The DUT provides per
confidentiality and integrity during
stored in its MySQL databasa and grants access The nickname and password ara registersc and set by the | -7 TS dafautttha following ciphar suitas for tha TLS
to the requested resources. user. o handshake:
Tha machani d for user-to-machina [ The minimum length of a password is 8 and consists of uppar ECDHE-ECDSA-AES128-GCh-SHAZSE.
authentication case chars, Iower case chars and nuMbars.
The mechanism is directly addressable from a
[Authiviech 4 network interface.

According to the information provided by IXIT 1-AuthMe, the device has two types of connectivity.
in AuthMech-2 the connection is made via MQTTS, using account password authentication, where
the username and password are generated from the device serial number and the device number,
and the user password is 32 in length and consists of alphanumeric characters; and in AuthMech-
4 the connection is made to the device via an app, where the username and password are
generated by the user registration, the minimum length of user password is 8 and consists of
letters and numbers.

Therefore, this test case is considered passed.

Test Case 5.1-1-2

PROVISION 5.1-1 Where passwords are used and in any state other than the factory default, all
consumer loT device passwords shall be unique per device or defined by the user.
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Applicability

Type of Assessment

Assignment of verdict

Test Result

Testlab Comments

M C(1) =Mandatory Conditional
C(1) = Where passwords are used.
Conceptual

The verdict PASS is assigned if:

e Every discovered password-based authentication mechanism is

documented in the IXIT; AND

e The user is required to define all passwords before being used, that are
stated as defined by the user in the IXIT AND

e There is no indication that the generation of a not user-defined password of
the DUT used in any state other than the factory default differs from the
generation mechanism described in the IXIT.

The verdict FAIL is assigned otherwise.

PASS
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IXIT 1-AuthMech: Authentication Mechanisms

MQTT Broker Profile Settings

Broker Address

Broker Port

Client ID

8883

MYIZESCW

data aws.idbkmonitor.com

General BUEEFEEGENERN SSL/TLS  Proxy  LWT

User Name

Password

Profile Name

Profile Type

'TT Broker Profile Settings

Broker Address

Broker Port

Client ID

M7IZESCW_U2FefVpmyk

EAST

8883

M7IZESCW

MOQTT Broker -

data.aws.idbkmeoniter.com

General User Credentials PRRIFANES Proxy LWT

Enable S5L/TLS +

Ca signed server certificate
® CA certificate file

CA Certificate File

Ca certificate keystore
Self signed certificates

Self signed certificates in keystores

Protocol

C\WUsershBoein\Desktop'ca.crt

Generate

'MQTE

Generate

TLSw1Z2 v

D: Factor.__|Password [Security Details: Brute Forcs Prevention:
A devico can exchange data with the DUT over
modbus on port 502 Modbus prorocol is an
industrial communication protocal, doss not
require a username and passuword WA NAA A
The mechanism is used for machine-to-machine
authentication
Authisecn-1 The mechanism i  serial port address
Cloud platform firewal will restrict acoess
4 device can exchange data vith the DUT over
MQTT on port 2283, The authentication via 11512 plays a crucial role by ensuring MQTT
MQTT is confirmed before any payload data messages confidentiality, integrity. authentication.
over MQTT is exchanged. No payload is readable [i0ntho e o gTT e T [P NN IepLCIBIIN. I safeguarcs sensie daia
without providing correct accass credentials. The. The public key is generated randomly and has a length of from unauthorized access, tampering, and
public key ensures confidentiality, authenticity|
MQTT server authenticates a given signature 2048 bits o sy suring s et | 200N
agains: the public keysstored on the file system. The DUT provides per dsfauit the following cipher
The mechanism is used for machine-to-machine suites for the TLS handshake:
authentication ECDHE-ECDSA-AESL128-GCM-SHA2S6,
The mechanism i directly addressable from a
Authiech-2 network interface
[Automatically discard message
A devics can exchange data vith the DUT over
MQTT on port 8882 The authentication via Ths username and passuword are generated by devics Sn and
MQT i confirmed befora any payioad dara devics sacrat ke \thentho wem o T hapuT [T erfiction s performs hrough a MQTY
over MQTT is exchanged. No payload is readable The devics Sn and key are uniqus per device. message in combined with MySQL detabase.
. : username and password ensures confidentiality, authenticity| ’
without providing correc sccess credentisis. T 5n has  ongh of 8 and consistsof upper casochars and 7541 SV 8T & 11 € incagrty and confidonialfy of the pasaword rancfr
The mechanism i used for machine-to-machine numbers. The secret key has  length of 32 and consists of Lo he DUT s realized over HMAC-SHAZSS.
authentication, Upper case chars and numbsrs.
The mechanism s dirsctly addressable from a
Authiecn-3 network interface.
[Ater 5 Invald login sttempts the login
& user can login over Mobile application to gain interface is inaccsssible for 5 minutes.
acosss to the frontend The appkey is generated by nickname,
The authentication on the login pags is to be The timestamp is generated based on system time, Identity verification is performed through a form
completed before any payload data over HTTPS The cods is generated randomily and has a length of 24 and based HTML interface Using interal JAVA combined
i& exchanged. No payload is readable without consists of upper case chars, lower case chars and numbers, | |- PP/ Imestamp. cadeand | oo daranase
sign are transmittsd over an HTTPS
ogging in first. The web server suthanticates ths | sppkey. timsstamp, cods | Th sign is genersted and sncrypted by sppkey. timsstamp, [*5 - 1! 89 9437 Integrity and confidentiality of the sign transfer to
given credentials against the login information and sign code and password ety ancl ety during |16 DUT s rslzed over TLS 12 Tha DUT provices per
stored in its MySQL database and grants access The nickname and password are registered and set by the [T oo default the following cipher suites for the TLS
0 the requested resources. user handshake:
The mechanism is used for user-to-machine The minimum length of 3 password s B and consists of uppsr ECDHE-ECDSA- AES128-GCM-SHA2S6,
suthentication case chars, lower cass chars and numbers
The mechanism i directly addressable from a
Authisch 4 network interface.
Profile Mame | EAST
.
Profile Type  MQTT Broker i i% m

Based on AuthMech-2 and AuthMech-3 in IXIT 1-AuthMech, the tester logs in to the client on
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port 8883 and needs to log in using an account password, which is made up of the device serial
number and the device number and is encrypted by sha256. The integrity and authenticity
verification of the communication is done through key pairs.

@ MQTTfc-1.7.1 - O X

Extras  Help

Disconnect ﬂo
Subscribe  Scripts  Broker Status  Log

my/topic ) Qos1  Qos2 Retained

Test000lssxxc

¢+ |ECloud switch

Welcome Login

Username

Test001

Password

Test@001

&

The tester needs to register the account password first, and then use the registered account password to
log into the app. complexity checks were done on the username and user password, and both met the
complexity requirements.

This test, passes.

Test Case 5.1-2-1

PROVISION 5.1-2 Where pre-installed unique per device passwords are used, these shall be
generated with a mechanism that reduces the risk of automated attacks against a
class or type of device.

Applicability M C(2) =Mandatory Conditional
C(2) = Where pre-installed passwords are used.

Type of Assessment Conceptual
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Assignment of verdict | The verdict PASS is assigned if:

No obvious regularities in pre-installed passwords is found; AND

No common strings or other common patterns in pre-installed passwords is
found; AND

The generation mechanisms for pre-installed passwords do not induce
passwords, That are related in an obvious

way to public information; AND

The generation mechanisms for pre-installed passwords are considered
appropriate in terms of complexity

The verdict FAIL is assigned otherwise

Test Result

PASS

Testlab Comments

IXIT 1- AuthMech: Authentication Mechanisms

1D:

AuthMech-2

MQTT server authenticates a given signature
against the public keys stored on the file system
The mechanism is used for machine-to-machine
authantication

The mechanism is directly addressable from a
network interface.

2048 bits.

and integrity during the transfer.

interception
The DUT provides per default the following cipher
suites for the TLS handshake:
ECDHE-ECDSA-AES128-GCM-SHA256

Factor__|Password Generafi [Security Details: Brute Force Prevention:
A device can exchange data with the DUT over
modbus on port 502. Modbus pratacol is an
industrial communication protacal. does not
require a username and passward /A A A
The mechanism is used for machine-to-machine
AuthMech-1 The mechanism is a serial port add
Cloud platform firewall will restrict access
A devics can exchangs data with the DUT over
MQTT on port 8883 The authentication via TLS1.2 plays a crucial role by ensuring MQTT
MQTT is confirmed before any payload data messages confidentiality. integrity. authentication
over MQTT is exchanged. No payload is readable - L ey PR Eam e i
without providing correct access credentials. Tha . The public key is generated randomly and has a length of from unauthorized access, tampering, and
public key ensures confidentiality, authenticity

A device can exchange data with the DUT over
MQTT on port 8333 The authentication via
MQTT is confirmed before any payload data
over MQTT is exchanged. No payload is readabls
without providing correct access credentials.

The mechanism is used for machine-to-machine
authentication

The mechanism is directly addressable from a

usermame and password

The username and password are generated by device 5n and
devies secret key.

The devics Sn and key ars unique per dvice.

The Sn has.a length of 8 and consists of upper case chars and
numbers. The secrst ksy has a length of 32 and consists of
upper case chars and numbers.

[ With the use of MQTT the DUT

and integrity during the transfer.

ensures confidentiality. authenticity

Identity verification is performed through a MQTT
message in combined with MySQL database
Integrity and confidentiality of the passward transfar
tothe DUT is realized over HMAC-SHA2S6

|Autematically discard message.

Authiech 3 network interface.
[After S Invalid login sttempts the login
A user can login over Mobile spplication to gain interfaca is inaccsssible for S minutes.
acoses to the frontend The appkey is genersted by nickname,
The authentication on the login pags is to be The timestamp is generated based on system time, Identity verlfication is performed through s form
completed before any payload dats over HTTPS. The cods i genrated randorly and has s fength of 24and | oang|P255 HTML interface using internal JAVA combined
is exchanged. No paylosd s readable without consist of uppar case chrs, lowsr cass chars and numpers, |1 0 (Zn;::z:'zs;:niirw with MySGL databsse
10gging in fist. The web server authnticstes | appkey. imesiamp, code (The sign i ganerated and enerypted by sppkey. imestamp, (21 = * MrETi oo ~ |integrity and confidentiality of the sign transferto
given credentials against the login information and sign code and password " a;’!“ [50‘ . ¢ . 9[”5“':55 the DUT is realized over TLS 1.2, The DUT provides per
stored in its MySQL database and grants access The nickname and password ars registered and set by the ::;'(‘m:;‘:r‘ o and Integrity duning | oo it the following cipher suites for the TLS
o e requested resources. user. - handshake:
The mechanism is used for user-to-mathine The minimum length of a passwerd is & and censists of Uppsr ECDHE-ECDSA-AESL28-GCM-SHAZS6.
authentication, case chars, lower cass chars and nUMDS.
The mechanism s dirsctly addressable from a
Authiecn-4 network interface.
device_sn device_secret product_type_id 15_In_service update_time service_start_time
5H4DREHE nrwgjc e v dzpwt 1 1 2024-11-06 15:22:( 2024-11-08 17:07:08
A1512CQ2 ajivbvz | y = T aale 1 1 2024-11-06 08:52:( 2024-11-08 17:07:08
MT7I2ESCW 978C14 '8ENN.4D2 1 1 2024-10-30 17:17:( 2024-11-08 17:07:08
N23L5E94 ceszi2n i ! lu 1 1 2024-11-12 14:51:" 2024-11-12 14:51:18
NSMLGDQ1 0pret4 s 1 1 2024-11-07 15:56:" 2024-11-08 17:07:08
N5SMLGDQ4  ft2qkw st 1 1 2024-11-07 15:56:" 2024-11-08 17:07:08
NSMLGDQA  jqvt514 6 46 1 1 2024-11-07 15:56:" 2024-11-08 17:07:08
» NSMLGDQD  Pdywsj losdstvicd 1 1 2024-11-07 15:56:"° 2024-11-08 17:07:08
NSMLGDQG  h85oviiiavt ywzdwliqdb 1 1 2024-11-07 15:56:° 2024-11-08 17:07:08

According to the information provided in AuthMech-2 in IXIT 1-AuthMech, referenced in 5.1-1-2, the device
login password is compliant with the strength, and by searching the database, there is no apparent pattern
in the password, which is consistent with randomness.

The user password in AuthMech-4 is user-set and conforms to the complexity requirements in IXIT.

Therefore, this test case is considered passed.

Test Case 5.1-2-2
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PROVISION 5.2-1 Where pre-installed unique per device passwords are used, these shall be
generated with a mechanism that reduces the risk of automated attacks against a
class or type of device.

Applicability M C(2) =Mandatory Conditional

C(2) = Where pre-installed passwords are used.
Type of Assessment Conceptual
Assignment of verdict | The verdict PASS is assigned if:

- for each pre-installed password there is no indication, that its generation
differs from the generation mechanism described in the IXIT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
Refer to Test Case 5.1-2-1 above.
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6.4.1.2 Provision 5.1-3

M (8): Authentication mechanisms used to authenticate users against a device shall use best practice
cryptography, appropriate to the properties of the technology, risk and usage.

This provision relates to the cryptography usage of the device in authentication mechanisms, both in terms of
protocols and algorithms. They have to be appropriate as define by the risk analysis done during preliminary
tasks.

TC _UNIVERSAL PASSWORDS#5 / Test case 5.1.3-1

Security requirement PROVISION 5.1-3
Type of work IXIT analysis
Applicability Conditional (the device allowing user authentication)

Documentation analysis Verify that the device does not implement insecure or obsolete authentication
objectives mechanisms

Evaluation inputs - Collected authentication management from IXIT 1-AuthMech
Documentation analysis a) For each authentication mechanism in IXIT 1-AuthMech used to
procedure authenticate users against the DUT, tester assess whether the

Security Guarantees are appropriate for the use case of user
authentication, at least integrity and authenticity are required to be
fulfilled.

b) For each authentication mechanism in IXIT 1-AuthMech used to
authenticate users against the DUT, assess whether the
mechanism according to Description is appropriate to achieve the
Security Guarantees.

c) For each authentication mechanism in IXIT 1-AuthMech used to
authenticate users against the DUT, tester assess whether the
Cryptographic Details are considered as best practice
cryptography for the use case of user authentication based on a
reference catalogue. General reference catalogues of best practice
cryptography are available, for example: SOGIS Agreed
Cryptographic Mechanisms (https://www.sogis.eu). For other cases
please refer to ETSI 701 details

d) For each authentication mechanism in IXIT 1-AuthMech used to
authenticate users against the DUT, tester assess whether the
Cryptographic Details are not known to be vulnerable to a feasible
attack for the desired security property on the base of the Security
Guarantees by reference to competent cryptanalytic reports.

Verdict The verdict PASS is assigned if for all user authentication mechanisms:

- The security guarantees are appropriate for the use case of user
authentication; AND

- The mechanism is appropriate to achieve the security guarantees with
respect to the use case; AND

- All used cryptographic details are considered as best practice for the
use case; AND

- All used cryptographic details are not known to be vulnerable to a
feasible attack for the desired security property.

The verdict FAIL is assigned otherwise.

Test Result

PASS
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IXIT 1-AuthMech: Authentication Mechanisms
1D: i

Factor: rd | Security ic Details: Brute Force Prevention:
| A device can exchange data with the DUT over
modbus on port 502. Modbus protocol is an
industrial communication protocol, does not
require a username and password N/A N7A NA
| The mechanism is used for machine-to-maching|
authentication.
Authiech-1 | The mechanism is a serial port address
Cloud platfarm firewall will restrict accass
| A device can exchange data with the DUT over
MQTT on port 8282 The authentication via ITLS1.2 plays a crucial role by ensuring MQTT
MQTT is confirmed before any payload data messages confidentiality, integrity, authentication,
lover MQTT is sxchanged. No payload is readabls| With the use of MQTT the DUT |and non-rapudiation. It safsguards sensitive data
without providing correct access credantials. The. The public key is generated randomly and has a length of [from unauthorized access, tampering, and
public key . ensures confidentiality, authenticity
IMQTT server authenticates a given signature 2048 bits. e ncearity aering e gransrer, RN
[against the public keys stored on the file systam. IThe DUT provides per default the following cipher
| The mechanism is used for machine-to-maching| |suites for the TLS handshake:
authentication. ECDHE-ECDSA -AES128-GCM-SHA256.
| The mechanism is directly addressable from a
AuthMech -2 network intarface.
Automatically discard message.
| A device can exchange data with the DUT over
MQTT on port 8382 The authentication via [The username and password are generated by device Sn and
MQTT is confirmed befors any payload data device secret key. With the use of MQTT the DUT Identity verification is perfermed through a MQTT
lover MQTT is sxchanged. No payload is readabls| [The devics Sn and key are unique per devics. messags in combined with hySQL databass.
. username and password ensures confidentiality, authenticity .
[ without providing correct access credantials. The Sn has s length of 8 and consists of upper case charsand |/ integrity during the transfer, Integrity and confidentiality of the password transfer
| The mechanism is used for machine-1o-maching| numbers, The secret key has a length of 32 and consists of |to the DUT is realized over HMAC-SHAZS6.
authentication. upper case chars and numbers.
| The mechanism is directly addressable from a
| Authidech-2 network interface.
After 5 invalid login attempts the login
A user can lagin over Mobile application to gain interfaca is inaccassible for 5 minutes.
accass to the frontend. [The appkey is generated by nickname,
[ The authentication on tha login page is to ba The timestamp is generated based on system time, Identity verification is performed through a form
complsted before any payload data over HTTPS | The code is generated randomiy and has a length of 24 and based HTML interface using internal JAVA combined
[ The appkey. timestamp. code and
is exchanged. No payload is readable without consists of Upper case chars, lower case chars and numbers, Iwith MySQL database.
. sign are transmitted over an HTTPS, .
logging in first. The web server authenticstas tha| appkey, timestamp, coda [The sign s generated and encrypted by appkey, timestamp, [\~ " "0 " o 0 - Integrity and confidentiality of the sign transfer to
given credentials against the legin information and sign code and password, confidentility snd integrity aring |18 DUT F reslized over TLE 12, The DUT provides per
stored in its MySQL database and grants aceess [The nickname and password are registered and setby the | L default the following cipher suites for the TLS
to tha requested resources. user. handshake:
| The mechanism is used for user-to-machine | The minimum length of a password is 8 and consists of upper ECDHE-ECDSA -AES128-GCM-SHA256.
i case chars, lower case chars and numbers.
| The mechanism is directly addressable from a
AuthMech -4 network interface.
Profile Mame | EAST
a ] -
Profile Type  MQTT Broker - i‘{\ m
MQTT Broker Profile Settings
Broker Address | data.aws.idbkmonitor.com
Broker Port | 8383
Client ID | M7IZESCW Generate
General User Credentials BEEIFAFES Proxy LWT
Enable SSL/TLS Protocol TLSv1.2 -

CA signed server certificate
® CA certificate file

CA Certificate File | C:\Users\Boein\Desktop'ca.crt

CA certificate keystore
Self signed certificates
Self signed certificates in keystores

Based on the description of IXIT 1-AuthMech, the MQTT connection method in AuthMech-2/3, the tester
performed login verification and confirmed that the TLS1.2 protocol, certificate, and user password login
authentication were used, in accordance with the documentation information.

RE ] @ == =S aaqiH

ZF L=

Destination

Protoco Length

751 19.473339 3.75.93.227 192.168.9.196 TCP Bd 443 33632 [ACK] Segq=1 Ack=518 Win=62336 Len=@

752 19.474344 3.75.93.227 192.168.9.196 TLSv1.2 1586 Server Hello

753 19.474542 3.75.93.227 192.168.9.196 TLSv1.2 1586 Certificate

754 19.474542 3.75.93.227 192.168.9.196 TLSv1.2 327! Server Key Exchange, Server Hello Done

772 19.667835 3.75.93.227 192.168.9.196 TLSv1.2 328 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
78@ 19.898183 3.75.93.227 192.168.9.196 TCP 68 443 » 33632 [ACK] Seq=3452 Ack=1836 Win=61952 Len=@

783 19.969438 3.75.93.227 192.168.9.196 TLSv1.2 686 Application Data

The application connection method in AuthMech-4, with tester login verification, confirms that the service uses
the https+tls1.2 protocol and conforms to the documented information.
The test passed.
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TC UNIVERSAL PASSWORDS#6 / Test case 5.1.3-2

Security requirement PROVISION 5.1-3

Type of work Test CAB

Applicability Conditional (the device allowing user authentication)
Test objectives Functional evaluation of the authentication mechanisms
Evaluation inputs - At least one device suitable for testing

- Collected authentication management from IXIT 1-AuthMech

Test scenario Precondition:

- The devices shall be operating under normal conditions.
- Test plan for authentication mechanisms after usage analysis

Test sequence:

a) For each authentication mechanism in IXIT 1-AuthMech used to
authenticate users against the DUT, tester assess whether the
described Cryptographic Details are used by the DUT.

Expected result:
v" Functional status of authentication mechanisms
Verdict The verdict PASS is assigned if:

- There is no indication that any used cryptographic setting differs from its
IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 1-AuthMech: Authentication Mechanisms
1D: if i

Factor:

Password Generatic

[Security

Details:

Brute Force Prevention:

Authech-1

A device can exchange data with the DUT over
madbus on port 502. Modbus protacol is an
industrial communication pretecol, doss net.
require a username and password.

The mechanism is used for machine-to-maching
authentication

The mechanism is  serial port addr

A

AuthMech-2

A devics can exchange data with the DUT over
MQTT on port 8883 The authentication via
MQTT is confirmed befars any payload data
over MQTT is exchanged. No payload is readabls|
without providing correct access credentials. The
MQTT server authenticates a given signature
against the public keys stored on the file system.
The mechanism is used for machine-to-maching

The mechanism is directly addressable from a
network intsrface.

public key

[The public key is generated randomly and has a length of
2048 bits

With the use of MGTT the DUT
ensures confidentiality. authenticity
and integrity during the transter

I TLS1.2 playsa crucial rols by ensuring MQTT
messages confidentiality. integrity. authentication
land nan-repudiation. It safeguards sensitive data
[from unauthorized acosss. tampering. and
interception

| The DUT provides per defautt the following cipher
[suites or the TLS handshake.
ECDHE-ECDSA-AES128-GCM-SHA2SE.

Cloud platform firewal will rastrict accass

A device can exchange data with the DUT over
MQTT on port 2822 The authentication via
MQTT is confirmed before any payload data
over MQTT is exchanged. No payload is readabls|
without providing correct access credentials

The mechanism is used for machine -to-machine
authentication

The mechanism s directiy addressable from a

username and password

[The username and password are generated by devics Sn and
dvice secrt key

[The device Sn and key are uniqus per devics

[The Sn has.a length of 8 and consists of upper case chars.and
numbers, The secret key hasa length of 32 and cansists of
upper case chars and numbers.

With the use of MGTT the DUT
ensures confidentiality. authenticity
and integrity during the transter

Identity verification is performed through a MQTT
messags in combined with MySQL database.

Integrity and confidentiality of the password transfer

[t the DUT is realized over HMAC-SHA256.

Automatically discard message

Authhech-2 network intarfacs.
(After 5 invalid login attempts the login
A user can login over Mobile application to gain intartac s Inacoessible for § minutes.
sccess to the frontend The appkay is gensrated by nicknams,
The suthentication on the login page is to be [The timestamp is generated based on system time, Identity verification is parformed through a form
complatad bsfore any payload data over HTTPS [The coda is gensrated randomly and hes a length of 24 and based HTML intsrfacs using internal JAVA combined
is sxchanged. No payload is readabls without e e e | e el s il STy e i ey
Sign are transmitted over an HTTPS
logging in firs. The web server authenticstes the| appksy. timestamp, code [The sign is generated and encryptsd by sppkay. timestamp, |°9 7/ 0 2v%r &7 Intagrity and confidsntiality of the sign transfer to
given credentials against the login information and sign cods and passuword contitentilt e gt during |{19 DUT 8 ralized over TLS 12 T DUT provices per
stored in its MySQL database and grants access e nicknama and psssword ars registersd and sst by the [ °°71) detaut tha following cipher suites for the TLS
to the requested resources. user handshaks:
The mechanism is used for Usar-to-machine [The minimum length of a password is & and consists of upper ECDHE-ECDSA-AES128-GCM-SHAZSE.
authentication. case chars, lower Gase chars and numbers,
The mechanism is directly addressabla-from a
Authivech-4 network interface.

According to the information provided by IXIT 1-AuthMe, the device has two connection methods.
In AuthMech-2 /3, the connection is made via MQTT, using account password authentication, the
username and password are generated from the device serial number and the device number, and
the user password has a length of 32 and consists of alphanumeric characters. In conjunction with
5.1-1-2, this encryption method is consistent with the IXIT documentation.

In AuthMech-4, the connection to the device is made through the application, the username and
password are generated from the user registration, and the minimum length of the user password is
8, consisting of alphanumeric characters. In conjunction with 5.1-1-2, this encryption method is

compliant with the IXIT documentation.
Therefore, the test case is considered passed.
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6.4.1.3 Provision 5.1-4

M C (8): where a user can authenticate against a device, the device shall provide to the user or an administrator
a simple mechanism to change the authentication values used

TC UNIVERSAL PASSWORDS#7 / Test case 5.1.4-1

Security requirement PROVISION 5.1-4

Type of work Test CAB

Applicability Conditional (the device allowing user authentication)

Test objectives Check if means provided by the manufacturer to change authentication values is

simple for a common user
Evaluation inputs - At least one device / User Guide / list of change authentication mechanism
- Collected authentication management from IXIT 1-AuthMech
- Documentation of Change Mechanisms from IXIT 2-UserInfo
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

a) Tester assess whether for every authentication mechanism in IXIT 1-
AuthMech where Description indicates that the mechanism is used for
user authentication, the resource of Documentation of Change
Mechanisms in IXIT 2-UserInfo considers the mechanism and
describes how to change the authentication value for the mechanism in a
manner that is understandable for a user with limited technical
knowledge (cf. Annex D.3 of ETSI EN 103 701).

Expected result:

v" Benchmark of the simplicity for a common user to change authentication
value

Verdict The verdict PASS is assigned if:

- For all user based authentication mechanisms the published resource
describes how to change the authentication value with a simple
mechanism.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 2-Userlnfo: User Information

Documentation of Change Mechanisms:
The user can find information for changing the authentication values through the app under "Me” -= "Setting”.

Applicable

Me
£ Setting

Reset Pasgward »

User Agreement
Energy profit

= 7.9 Check update Varslon 148700

Total energy(kWh) Monthly profit(CNY ¥)

General

= My Devices 13
&2 Match Network >

L4 Setting

My Services

= W w [ <
Language switch About APP About Us Advice feedback

- Liog out
Home Config e

According to IXIT 2-Userinfo, the user can make changes to the user password on the app.

The tester views the app and refers to the guidance provided in the documentation to perform a change

operation on the user's password.

The test, passed.
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TC UNIVERSAL PASSWORDS#8: / Test case 5.1.4-2

Security requirement PROVISION 5.1-4

Type of work Test CAB

Applicability Conditional (the device allowing user authentication)

Test objectives Check if authentication values modification mechanisms provided by the

manufacturer works like expected
Evaluation inputs - At least one device
- Collected authentication management from IXIT 1-AuthMech

- Documentation of Change Mechanisms from IXIT 2-Userinfo

Test scenario Precondition:
v' The devices shall be operating under normal conditions.

Test sequence:

a) Tester perform a change of the authentication values for all user
authentication mechanisms in IXIT 1-AuthMech as documented in the
resource from Documentation of Change Mechanism in IXIT 2-
Userinfo.

b) Tester assess whether all changes of user authentication values are
successful.

Expected result:
v" Modification of authentication values successes (old ones are no
longer valid, and the new ones are valid after change)

Verdict The verdict PASS is assigned if:

- All mechanisms for the user to change authentication values for user
authentication mechanisms work as described.

The verdict FAIL is assigned otherwise.

Test Result
PASS

Testlab Comments
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IXIT 2-UserInfo: User Information

Documentation of Change Mechanisms:

The user can find information for changing the authentication values through the app under "Me" -= "Setting".
Applicable

Users can change your password by going to “Me-Setting-Reset Password” in the app.

Reset Password

Old Password

sEEEEEE

New Password

Test@002

Confirm Password

[Fest@n02

The tester conducts a change password test, changing the original password “Test@001” to a new password
“Test@002”, which requires verification of the old password, and the strength of the new password is also
verified.
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¢ IECloud Govien

Welcome Login ™

Technology leads to a green home, Household energy storage
empowers new lifestyles

Username
Test001

Password

frest@oo1

Register Fargot password?

Invalid user name or password

Login to agree {User Agreement)

After the tester changed the password, the old password login test was performed and the old password
was no longer available.
This test, passed.
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6.4.1.4 Provision 5.1-5

M.C (5): When the device is not a constrained device, it shall have a mechanism available which makes brute-
force attacks on authentication mechanisms via network interfaces impracticable.

This provision relates to counter-measures to avoid brute force attacks through network interfaces.

TC UNIVERSAL PASSWORDS#9 / Test case 5.1.5-1

Security requirement PROVISION 5.1-5
Type of work Doc
Applicability Conditional (the device is not contrained)

Documentation analysis Verify that the device does not allow brute force authentication mechanisms
objectives

Evaluation inputs - Collected authentication management from IXIT 1-AuthMech
Documentation analysis a) Tester assess whether for each authentication mechanism in IXIT 1-
procedure AuthMech, where Description indicates that the mechanism is directly

addressable via a network interface, the mechanism in Brute Force
Prevention makes brute force attacks via network interfaces
impracticable.

Verdict The verdict PASS is assigned if:

- The documented mechanisms make brute force attacks via network
interfaces impracticable.

The verdict FAIL is assigned otherwise.

Test Result
PASS

Testlab Comments
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IXIT 1-AuthMech: Authentication Mechanisms

ID: Fector _|Password [Security Details: Brute Force Prevention-
[ device can exchangs data with the DUT over
modbus on port 502 Modbus prototol is an
industrial communication protecel, doss not
require a usermame and password. 2 A HA
[The moechanism is used for machine-to-machine

authentication.
AuthMech-1 [The mechanism is a serial port addr

Cloud platform firewall will restrict acoass
[ device can sxchangs data with the DUT over

MQTT on port 2882, The authentication via 11512 plays & crucial rols by snsuring MQTT
MQTT is confirmed before any payload data messages confidentiality. intsgrity. authentication
MQTT is sxchangsd. No payload s readabl 2ndt non-repudiation. It safeguards sensitive data
over MQTT is exchanged. hlo payload is readable [ With the uss of MQTT the DUT P 9
ithout providing correct access cradsntials. The. The public key is gensrated randomiy and has a length of from unauthorized access. tampering, and
public key ansures confidentiality. authenticity|
MQTT server authenticatss a given signature 2048 bits: intarczption

land integrity during the transfer.
against the public keys stored on the fils system. grity during The DUT provides per default the follawing cipher

[The mechanism is used for machine-te-machine suites for the TLS handshake:
ECDHE-ECDSA- AES128-GCM-SHA2S6.

[The mechanism s directly addressable from a
Authisen-2 natwork interface.

Automatically discard messaga.
A dvice can exchange data with the DUT over
MQTT on port 2282, The authentication wia The username and password are generated by device Sn and
MQTT is confirmed bafore any paylosd dats device secret key. e T o e ot O
over MQTT is exchanged. No payload is readabls The device Sn and key ars unique per device. message in combined with MySQL database.

fidentiality. authent;
[without providing correct access credentials. The Sn has a length of 8 and consists of upper case chars and |1~ 1= Confidentiality. authenticity), e oy oo fidentiality of the password transfer
|and intagrity during the transfer.

username and password

[The mechanism is used for machina-to-maching numbers. The secrat key has a langth of 32 and consists of to the DUT is realized over HMAG-SHAZS6:
authentication Uppar case chars and numbers
[The mechanism i directly addressable from a
Authiviech-2 network intarface
after 5 invalid login attempts the login
4 user can login over Mobile application to gain interfate is inaccessibls for § minutes,
sccess 1o the frontend The appkey is generated by nickname,
[The authentication on the login page is 1o be Th timestamp is gencrsted based on system time, Identity verification s performed through a form
complted bsfors any payload data over HTTPS The cods is gensrated randomly and has 2 length of 24 and based HTML interfacs using interal JAVA combined
is sxchanged. No payload is readabla without T U Ee e S e T | SR GE0E (e e
sign are transmitted over an HTTPS
logging in frst. The web server authentioates the| sppksy. timestamp. cods | Thesign is generated and sncrypted by sppkey. timestamp, | *9 7 = 7' S19"% o7 Intsgrity and confidantiality of tha sign transfer to
given credentials against the login information and sign code.and password onfitantalty s gty lring |12 DUT & eaized over TLS 1.2, The DUT provids per
stored in its MySQL database and grants access The nicknams and pessuword ars registered snd set by the | % default thefollowing cipher suitss for tha TLS
tothe requestzd resources user. handshake:
[The mechanism is used for user-to-machine The minimum length of a password is & and consists of upper ECDHE-ECDSA-AES128-GCM-SHAZSE,
authentication Case chars, lowr ase chars and nUMDers.
[The mechanism s directly addressable from.a
Authivecn-4 network interface

According to the description in IXIT 1-AuthMech, the service is deployed on Amazon, whose PAAS platform
provides hosted DDoS protection services.
() Sniper attack Payloads

Payload position:

Target | hitpi/faplaws. dokmonitor.com Update Host header to match target
" il B Ues o Payload type: | Simple list

Payload count: 10,270

Positions | Add§ || Clears || Autos Request count: 10,270

n/owmer/ login HTTP/ 1 Attack  Save 2. Intruder attack of http om - o
ADPLICAE160/3700; CRAFAETUSE-B | configuration
ot
B st € 2 Intruder attack of http://api.aws.idbkmonitor.com Attack v Save ~» | @ (3 pload type lets you configure a simple
Accepe-Encoding: gzip Is
User-Ag=nt: okheep/3
Results  Positions ste password
[ TestODL", “password®: "§TeseHO0IS", i admin123
T Intrudar attack results filter: Showing ai items PO§ - icheche
move
Request ~ | Payioad Statuscode  |Respomser. Eor | | Thmsout |Length Comment 3 = zr;ang;;‘
prpans, o3z 230 < lear 1234
14 admin2 200 289 358 g TS
15 1989921 200 291 58 @ |pcate | longhoo
16 linhao123 200 280 356 o ——
7 123456qwe 200 280 358 ®
18 asq6Gads 200 279 358 ‘om lst.. [Pro version only]
[ 123qwe 200 290 358 | F
20 system 200 265 356 2
21 helpeventdave 200 273 358 S5 |processing
22 xingshao 200 280 358 a
23 saca0nn0 2o 8 see Q3 dafine rules to parform various proc
Request  Response ;24
Pretty  Raw  Hex 2@ w ] Enabled Rue
hceess-Control-Allow-Credencials: true @ |-
hecess-Control-Allou-Rethods: * ®
" hoceas-Control-Allou-Headezn: * -
Content-Length: @ we
|§ '

Testers conducted a brute-force attack test on the login interface, which was unsuccessful.
This test, passed.
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TC UNIVERSAL PASSWORDS#10/ Test case 5.1.5-2

Security requirement PROVISION 5.1-5

Type of work Test CAB

Applicability Conditional (the device is not contrained)

Test objectives Assess that brute force attacks are impracticable
Evaluation inputs - At least one device

- Collect authentication management from IXIT 1-AuthMech
Test scenario Precondition:
v' The devices shall be operating under normal conditions.
Test sequence:

a) Tester assess whether there exist further network-based authentication
mechanisms, that are not listed in IXIT 1-AuthMech.

b) Tester attempt to brute force every network-based authentication
mechanisms described in IXIT 1-AuthMech.

Expected result:
v' Result authentication mechanisms
Verdict The verdict PASS is assigned if:

- Ever discovered network-based authentication mechanism is
documented in the IXIT; AND

- For all authentication mechanism via network interfaces there is no
indication that the implementation of brute force prevention differs from
its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 1- AuthMech: Authentication Mechanisms

D: Factor. | Passwor i i Security ic Details: Brute Force Prevention:
A device can exchangs data with the DUT over
modbus on port 502 Modbus protocol Is an
industrial communication protocol. dass not
require 3 usamame and password /A WA NA
the is used for mach n
authentication.
Authiech-1 The is & sarial port addr
Cloud platform firewall will restrict acoess
4 device can exchangs data with the DUT over
MQTT on port 8282. The authentication via TLS1.2 plays a crucial role by ensuring MQTT
MQTT is confirmed befors any payload data messages confidentiality. intsgrity. authentication.
over MQTT is exchanged. No payload s readable| ; it the use ot QT tha puT |19 1N-TERUIRIION. 1 cafeguards senciive daia
without providing correct access credentials. The The public key is generated randomly and has-a length of from unauthorized access, tampering, and
public kay snsures confidentiality, authenticity
MQTT server authenticatss a given signature 2048 bits e asory dering e anetn. [eeresption
against the public keys stored on the file system The DUT provides per efault the following dipher
The is used for machine-to-machi suites for the TLS handshake:
authentication. ECDHE-ECDSA-AES128-GCM-SHA2S6,
[The mechanism is directly adressable from a
Authivech-2 network interface.
Automatically discard message.
4 device can exchangs data with the DUT over
MQTT on port 8882, The authentication via The username and password are generated by device Sn and
MQTT is confirmed befors any paylosd data devics seeret kay. it the use ot QT the puT || 57D/ VENIEation i perarmed rauign a T
over MQTT is exchanged. No payload is readable| The device Sn and key ars unique per device. message in combined with MySQL database.
username and password ! ensures confidentiality, authenticity :
ithout providing correct access credentials. Tho S has alength of & and consiss o upper cassshars and | 7212 =2 HEAID S 0200 incegriy and confidentali o the password wansfar
The is used for mach n numbers, The secret key has a length of 32.and consists of to the DUT is reslized over HMAC-SHA2SE.
authentication upper case chars and numbers.
[The mechanism is directy adressable from a
Authivecn-2 network interface.
[after 5 invalid login attempts the login
4 user can login over Mobils application to gain intarface is inacosssible for 5 minutss.
access to the frontend The sppkey is generated by nickname,
[The authentication on the login pags is to be The timestamp is generated based on systsm time, Identity verification is performed through a form
completed before any payload data over HTTPS The code is generated randomly and has  length of 24 and based HTL interfacs using internal JAVA combined
is suchanged. No payload is readable without consists of upper cass chars, lower case chars and numbers, | |0 SPPKey- MESAMP. €0de aNd |y 5oy database
sign are transmitted over an HTTPS
logging in fist. Tha web servar authenticates tha| appkey. timestamp, code (The sign is generatad and encrypted by appkey, tmestamp, |55 =10 = T ZSEover Integrity and confidentiality of the sign transfer to
given credentials against the login information and sign code and password coniitansinity anct ieegniy during | 118 DUT s eslzed over TLS 12 Th DUT provides per
<tored in its MySQL database and grants access The nicknams and psssword sro registarsd and sst by the | 0T default the following cipher suites for the TLS
to the requested resources. user. handshake:
[The mechanism is used for user-to-machine The minimum length of a paseword is & and consists of upper ECDHE-ECDSA-AES128-GCM-SHA2SE,
authentication. case chars, lowsr case chars and numbers.
[The mecnanism is directly adgressable from a
Autnivecn-4 nerwork interface.

Based on IXIT 1-AuthMech, has provided various authentication methods of brute force

mechanism.
Testers using tools to violently break and inject were unsuccessful.
This test is judged to have passed.

breaking defense
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6.5 Implement a means to manage reports of vulnerabilities

6.5.1 IXIT Data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 2-UserInfo: User Information:
The completed IXIT lists documentations, publications and information provided to users.

Publication of Vulnerability Description of the way the vulnerability disclosure policy is published,
Disclosure Policy: including all information to access the publication.

IXIT 3-VuIlnTypes: Relevant Vulnerabilities
The completed IXIT lists all types of vulnerabilities that are relevant for the DUT.

ID: Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Description: Brief description of the kind of vulnerability that is relevant for the DUT.

NOTE: Hardware, software and firmware are possible kinds of vulnerabilities. If all
vulnerabilities are covered by a single process a separation is not necessary.

Action: Description of the way of acting on this kind of vulnerability in case of a
vulnerability disclosure including all entities and responsibilities.

NOTE: Rolling out patches and publishing advisories are possible actions in this
case.

Time Frame: Targeted time frame in which the given steps of the action in case of a
vulnerability are scheduled.

EXAMPLE: 5 days for initial response and 90 days until publication of the patch.

IXIT 4-Conf: Confirmations
The completed IXIT lists confirmations for the establishment of processes.
Confirmation of Vulnerability  confirmation that for every "Action” described in IXIT 3- VulnTypes the
Actions (Yes/No): required infrastructure is in place and operators are briefed in order to
achieve the targeted "Time Frame".

Confirmation of Vulnerability  confirmation that for every vulnerability monitoring, identifying and
Monitoring (Yes/No): rectifying described in IXIT 4-VulnMon the required infrastructure is in
place and operators are briefed.

IXIT 5-VulnMon: Vulnerability Monitoring

ID: Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Description: Description of the way security vulnerabilities are monitored, identified and
rectified in products and services.

NOTE: Procedures for identifying vulnerabilities commonly include assessments
whether a potential vulnerability is relevant for a certain product, responsible
persons, an approach to gather information and a workflow to perform in case a
vulnerability is discovered.
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6.5.2 Evaluation tasks

6.5.2.1 Provision 5.2-1

Cybersecurity Assessment
Test Report No.: HC2407190100GCO03

e M: The manufacturer shall make a vulnerability disclosure policy publicly available. This policy shall

include, at a minimum:

- Contact information for reporting issues; and
- All Information’s related to disclosure policy must be publicly available, which means that anyone has

access to it.

TC VULNERABILITY REPORTING#1 / Test case 5.2-1-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

Verdict

Test Result

Testlab Comments

PROVISION 5.2-1
Doc
Always

Verify that vulnerability disclosure policy publication is available to anybody

“Publication of vulnerability disclosure” in IXIT 2-UserInfo

Do a short analysis of the vulnerability disclosure policy publication (for instance
referring to ISO/IEC 29147).

a) Tester access to the publication as described in “Publication of
Vulnerability Disclosure Policy” in IXIT 2-UserInfo is possible without
meeting criteria such as user account,

i.e. whether anybody can access the documentation.
The verdict PASS is assigned if:
- Publication of the vulnerability disclosure policy is available to anybody

The verdict FAIL is assigned otherwise.

PASS
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Test Report No.: HC2407190100GCO03

Publication of Vulnerability Disclosure Policy:
Users can view the vulnerability disclosure policy from the manufacturer's website, Manufacturer Vulnerability Disclosure at http://devops.aws idbkmaonitar com/#/security

Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-Userinfo, the manufacturer's vulnerability
disclosure policy is available at http:/devops.aws.idbkmonitor.com/#/security.
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Testers can see that the manufacturer manages security vulnerabilities from the manufacturer's
security vulnerability slip-up site, which allows every user to view and submit questions.
This test, passed.
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TC VULNERABILITY REPORTING #2 / Test case 5.2-1-2

Security requirement PROVISION 5.2-1

Type of work Doc

Applicability Always

Documentation analysis Verify that vulnerability disclosure policy publication contains contact information

objectives and information about timelines regarding acknowledgement of receipt and status
updates.

Evaluation inputs “Publication of Vulnerability Disclosure Policy” in IXIT 2-Userinfo

Documentation analysis a) Tester assess whether the vulnerability disclosure policy is publicly

procedure accessible as described in “Publication of Vulnerability Disclosure

Policy” in IXIT 2-UserInfo

b) Tester do a short analysis of the vulnerability disclosure policy
publication

Tester check whether in the user manual and in the information’s bonded
to the device that vulnerability disclosure policy contains
- Contact information
- Information about timelines regarding acknowledgement of receipt
and status updates

Verdict The verdict PASS is assigned if:
- The vulnerability disclosure policy is publicly accessible; AND

- The vulnerability disclosure policy contains contact information and
information on timelines regarding acknowledgement of receipt and status
updates.

The verdict FAIL is assigned otherwise.

Test Result
PASS

Testlab Comments
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Publication of Vulnerability Disclosure Policy:
Users can view the vulnerability disclosure policy from the manufacturer's website, Manufacturer Vulnerability Disclosure at http://devops.aws idbkmaonitar com/#/security

Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-Userinfo, the manufacturer's vulnerability
disclosure policy is available at http://devops.aws.idbkmonitor.com/#/security.
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Testers can see that the manufacturer manages security vulnerabilities from the manufacturer's
security vulnerability slip-up site, which allows every user to view and submit questions.

The site provides a complete vulnerability management process, an email address for submitting
vulnerabilities, and a response time for receiving vulnerability questions.

This test, passed.
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6.5.2.2 Provision 5.2-2

R: Disclosed vulnerabilities should be acted on in a timely manner

TC VULNERABILITY REPORTING# 3/ Test case 5.2-2-1

Security requirement PROVISION 5.2-2

Type of work Doc

Applicability Always

Documentation analysis Assess declaration from manufacturer on the way he manages vulnerability
objectives disclosure, and whether is done in a timely manner

Evaluation inputs - “Action” & “Time Frame” from IXIT 3-Vulntypes

- “Publication of vulnerability disclosure policy” from IXIT 2-Userinfo
- “Confirmation of vulnerability actions” from IXIT 4- Conf

Documentation analysis a) Assess whether the "Action" and the "Time Frame" of each disclosed

procedure vulnerability in IXIT 3-VulnTypes facilitate that vulnerabilities are acted
on in a timely manner under consideration of the vulnerability disclosure
policy according to "Publication of Vulnerability Disclosure Policy" in
IXIT 2-UserInfo.

b) Assess whether “Confirmation of vulnerability actions” in IXIT 4-
Confirmations states a confirmation

Verdict The verdict PASS is assigned if:

e There is no indication that any described kind of vulnerability is not acted
on timely; AND

e A confirmation for the implementation is given.

The verdict FAIL is assigned otherwise.

Test Result
PASS

Testlab Comments
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IXIT 3-VulnTypes: Relevant Vulnerabilities

ID: Action: Time Frame:

VulnTypes-1 Vulnerabilities on the user web frontend When a notification about a potential vulnerability is received via the contact form 7 days for initial response, 30 days for SIT to investigate
regarding HTTP, HTML and the integration into |according to the Vulnerability Disclosure Policy, the notification is forwarded to the Security |and propose a fix, 20 days for SDD to integrate tha fix By
the related components (web server, database, Incident Team (SIT) where it is investigated. If neaded. the team contacts the user who no later than 90 days after receiving the vulnerability the
05 and used libraries). originally submitted the form in order to exchange further information about the flaw. If the (fix will be released according to the published

SIT confirms the vulnsrability. it proposss @ fix for ths Softwars Devslopment Dspartment  [vulnsrability disclasurs policy
(SDD). The SOD then implements the fix and verifies the effectivenass within. After

confirmation from both teams that the vulnerability is fixed. the new firmware is rolled out

and the updated changslog is published with containing a description of the closed

vulnerability.

\VulnTypes-2 \iulnerabilities conesrning the hardware or 7 days for initial responsa are defined according to the

underlying OS. When a notification about a potential vulnerability is received via the contact form published vulnerability disclosurs policy. Usually 80 days
according to Vulnerability Disclosure Policy, the notification is forwarded to the Security after receiving the vulnerability a fix will be released or 2
Incidsnt Team (3IT) whers it is investigated. If nesdsd. tha team contacts ths user who. warning is publishad. Tha warning will ba withdrawn sincs
originally submitted the form in order to exchange further information about the flaw. If the (3 fix is released
SIT confirms the vulnerability. it contacts the vendors of the underlying OS or hardware via a
defined support email address (the responsible contact persens are known) to discuss
further steps. If the vulnerability affects the hardware, the SIT will try to mitigate the issus in
software in corporation with the external vendor. If the hardware affects the underlying GS
the SIT will contact the particular vendor for help on this issus. Any change of software will
be handled and released by the Software Development Department (SDD). Depended on the
result, a fix is rolled out or in case the vulnerability cannot be fixed by Vendor Inc. a warning
for customers is published on the website under the following URL:
hitp.//devops.aws.idbkmonitor.comy/ #/security.
VulnTypes-2 ‘Vulnerabilities concerning commercially licensed 7 days for initial response are defined according to the
third-party libraries. When a notification about a potential vulnerability is received via the contact form published vulnerability disclosure policy. Usually 90 days
according to Vulnerability Disclosure Policy, the notification is forwarded to the Security after recsiving the vulnerability a fix will be released or a
Incident Team (SIT) where it is investigated. If neaded, tha team contacts tha ussr who warning is published. Thawarning will be withdrawn sinca.
originally submitted the form in order to exchange further information about the flaw. If the (a fix is released.
SIT confirms the vulnerability, it contacts the vendors of the underlying OF or hardware via a
defined support email address {the responsible contact persens are known) to discuss
further steps. If the vulnerability affects the hardware, the SIT will try to mitigate the issus in
software in corporation with the external vendor. If the hardware affects the underlying CS.
the SIT will contact the particular vendor for help on this issue. Any change of software will
bs handled and relsasad by ths Softwars Devslopmant Department (SDD). Depandsd on the
result, a fix is rolled out or in case the vulnarability cannot be fixed by Vender Inc a warning
for customers is published on the website under the following URL:
http://devops.aws.idbkmonitor.com/#/security.

Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-UserInfo, describes the actions and
timeframe when a potential security vulnerability is identified. Users who report the issue through the correct
channels can expect to receive an initial response from the security team on the matter within 7 days. Later,
within 30 days, the security team may contact the researcher for additional details or evidence to validate the
issue. If the issue is confirmed, the next 90 days or so will be spent by the software development department
developing and integrating a solution.

This test, passed.
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Test Report No.: HC2407190100GCO03

6.5.2.3 Provision 5.2-3

R: Manufacturer should continually monitor for, identify, and rectify security vulnerabilities within products and
services they sell, produce, have produced and services they operate during the defined support period.

TC VULNERABILITY REPORTING#4 / Test case 5.2-3-1

Security requirement PROVISION 5.2-3

Type of work Doc

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of continuous
objectives monitoring, identifying and rectifying security vulnerabilities concerning the

described procedures (a-c) and the confirmation that the preconditions for the
implementation are ensured (d).

Evaluation inputs - Information about vulnerabiliy monitoring procedures described in IXIT 5-
VulnMon
- Information about vulnerability identification procedure described in IXIT 5-
VulnMon
- Information about vulnerability mitigation procedure described in IXIT 5-
VulnMon

- “Confirmation of vulnerability monitoring” in IXIT 4-Conf

Documentation analysis a. Assess whether the way of continuously monitoring for security

procedure vulnerabilities documented in IXIT 5- VulnMon is suited to systematically
gather information about security vulnerabilities that potentially can affect
the DUT.

b. Assess whether the way of identifying security vulnerabilities documented
in IXIT 5-VulnMon is suited to determine if and how a security vulnerability
can affect the DUT.

C. Assess whether the way of rectifying security vulnerabilities documented in
IXIT 5-VulnMon is suited to address and mitigate the susceptibility of a
DUT against a security vulnerability.

d. Assess check whether "Confirmation of Vulnerability Monitoring" in IXIT
4-Conf states a confirmation.

Verdict The verdict PASS is assigned if:

e The described way is suited for continuously monitoring for security
vulnerabilities; AND

e The described way is suited for identifying security vulnerabilities; AND
e The described way is suited for rectifying security vulnerabilities; AND
¢ A confirmation for the implementation is given.

The verdict FAIL is assigned otherwise.

Test Result
PASS

Testlab Comments
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Cybersecurity Assessment
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IXIT 5-VulnMon: Vulnerability Monitoring

ID:

Description:

VulnMon-1

When a notification about a potential vulnerability is received via the contact form according to
Vulnerability Disclosure Policy, the notification is forwarded to the Security Incident Team (SIT)
where it is investigated. If needed, the team contacts the user who originally submitted the form in
order to exchange further information about the flaw. If the SIT confirms the vulnerability, it
contacts the vendors of the underlying OS or hardware via a defined support email address (the
responsible contact persons are known) to discuss further steps. If the vulnerability affects the
hardware, the SIT will try to mitigate the issue in software in corporation with the external vendor. If
the hardware affects the underlying OS, the SIT will contact the particular vendor for help on this
issue. Any change of software will be handled and released by the Software Development
Department (SDD). Depended on the result, a fix is rolled out or in case the vulnerability cannot be
fixed by Vendor Inc. a warning for customers is published on the website under the following URL:
http://devops.aws.idbkmonitor.com/#/security.

Based on IXIT 5- VulnMon, the manufacturer provides a security vulnerability monitoring and remediation

process.

Vulnerability feedback submitted by the security team or user vulnerability disclosure URLs/emails are used
to detect emerging vulnerabilities and provide appropriate remediation recommendations. The manufacturer
also has a clear process in place to ensure that each time a vulnerability is found, it is verified to confirm that

the issue has been resolved.

This test, passed.

6.6 Keep software update

6.6.1 IXIT data

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 2-Userinfo: User Information

The completed IXIT lists documentations, publications and information provided to users. The pro forma
contains the following entries, which are independent from each other, and is typically filled out in form of a list.

Documentation of
Replacement:

Support Period:

Publication of Support Period:

Publication of Non-Updatable:

If the DUT is not updatable: Description of the way the guidance to isolate
the DUT and the hardware replacement plan is documented for the user,
including all information to access the documentation.

Time during which the product or service is maintained by the
manufacturer, e.g. in terms of updates.

Description of the way the defined "Support Period" is published and
documented to the user, including all information to access the
publication.

If the DUT is not updatable: Description of the way the rationale for the
absence of software updates is published, including all information to
access the publication.

IXIT 6-SoftComp: Software Components

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and
is typically filled out in form of a table.

ID:

Description:

Update Mechanism:

Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Brief description of the software component.

Reference to update mechanisms in IXIT 7-UpdMech that are used for
updating the software component. An empty list of update mechanisms
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Cryptographic Usage:

indicates the absence of updates for the software component and in this
case a justification is provided.

Indicates, if the software component makes use of cryptographic
algorithms or primitives (Yes/No) and if so, it is included additionally,
whether side effects of updating those algorithms and primitives are
considered by the manufacturer (Yes/No).
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Cybersecurity Assessment
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IXIT 7- UpdMech: Update Mechanisms

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and
is typically filled out in form of a table.

ID:

Description:

Security Guarantees:

Cryptographic Details:

Initiation and Interaction:

Configuration:

Update Checking:

User Notification:

Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Brief description of the update mechanism including its major
characteristics. It is indicated additionally whether the delivery of an
update is network-based.

Description of the realized security objectives and the threats the
mechanism is protected against. For authenticity and integrity is indicated
additionally whether the security guarantee is given by the DUT itself.

Description of the cryptographic methods (protocols, operations,
primitives, modes and key-sizes) used to secure the update mechanism
considering key management, and to facilitate the described "Security
Guarantees".

Brief description of the procedure an update is initiated and a brief
description of the user interaction, which is necessary to initiate and apply
an update.

Brief description of how automation and notification of software updates
can be configured by the user and which options the user can choose
from. The default configuration is indicated additionally.

Brief description of the mechanism and the schedule for querying for
security updates. It is indicated additionally whether the availability check
is performed by the DUT itself.

Brief description of how the user is informed about an available update
and about disruptions caused by the update mechanism, e.g. limited
availability of certain features. It is indicated additionally which information
are contained in the notification and if the notification is realized by the
DUT itself.

IXIT 8-UpdProc: Update Procedures

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and
is typically filled out in form of a table.

ID:

Description:

Time Frame:

Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Brief description of the procedure for deploying security updates including
all entities and responsibilities.

Targeted time frame for completing the procedure.
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IXIT 9-ReplSup: Replacement Support
The completed IXIT lists information about the isolation and hardware replacement of the DUT. The pro forma
contains the following entries, which are independent from each other, and is typically filled out in form of a list.

Isolation: Description of the method and its including steps to isolate the DUT.

Hardware Replacement: Description of the method and its including steps to replace the
hardware of the DUT.

Page 52 of 195



LYNS-TC:

6.6.2 Evaluation tasks

6.6.2.1 Provision 5.3-1

Cybersecurity Assessment
Test Report No.: HC2407190100GCO03

R: All software components in consumer loT devices should be securely updateable

This provision requires that adequate measures exist to prevent any misuses by an attacker of the update

mechanisms.

TC SOFTWARE UPDATE #1/Test case 5.3-1-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.3-1
IXIT analysis
Always

The purpose of this test case is the conceptual assessment of the updatability of
software components concerning the absence of software updates and the
update mechanisms.

Update Mechanism in IXIT 6-SoftComp

v a) For each software component in IXIT 6-SoftComp with an empty list of
"Update Mechanisms", the tester shall assess whether the implementation
of software updates is beyond practicability or for a security reason as
described in the justification for the absence of software updates.

v' b) The tester shall apply all test units as specified in the Test case 5.3-2-1 to
every referenced "Update Mechanism" in IXIT 6-SoftComp.

Verdict The verdict PASS is assigned if:

- For all software components without the ability for software updates, a
software update is not possible for practicability reasons or security
reasons AND

- No update mechanism can be misused by an attacker.

The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 6-SoftComp: Software Components

ID: Description:

Update Mechanism: Cryptographic Usage:

SoftComp-1

libraries.

HMAC-SHA security algorithm library, and various other

The firmware includes the RT-Thread operating system, the Firmware can be updated according to No, the software components do not use encryption algorithms.

UpdMech-1

SoftComp-2

[The bootloader is based on the RT-Thread operating system, [The boot loader cannot be updated
and it is used to boot the ARM processor.

'Yes, the bootloader includes the encryption algorithms necessary for
verifying legitimate update packages. Since this component cannot be
updated, the manufacturer did not consider the side effects of updating
these algorithms.

Based on the content of IXIT 6-SoftComp, it can be confirmed that there is a software update function in the

APP that provides the device with support for OTA updates, which is triggered by the user clicking on the view
and performing the update.
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Tips

A new version was found. Do you want to update
to the new version now?

CANCEL UPDATE

The installer downloads the package and asks whether to install it, the tester confirms the installation and then
automatically completes the installation and finishes the update.

Update failure test:
After the download of the update package is completed, cancel the update, the app functions normally.

Update package download, change the download parameters, prompt download failure, return to the original
state, app function is normal.

The tester tested the updated app, the functions are normal, check the latest version, prompted that it is the
latest version.

This test, passed.
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TC SOFTWARE UPDATE #2/Test Case 5.3-1-2

Security requirement PROVISION 5.3-1

Type of work Test CAB

Applicability Always

Test objectives The purpose of this test case is the functional assessment of the effectiveness of
the update mechanisms to avoid misuse.

Evaluation inputs Update Mechanism in IXIT 6-SoftComp

Test scenario v a) The tester shall apply all test units as specified in the Test case 5.3-2-

2 to every referenced "Update Mechanism" in IXIT 6-SoftComp.
Verdict The verdict PASS is assigned if:
- There is no indication that a misuse of any update mechanism is possible.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 6-SoftComp: Software Components
ID: Description: Update Mechanism: Cryptographic Usage:
SoftComp-1 [The firmware includes the RT-Thread operating system, the Firmware can be updated according to No, the software components do not use encryption algorithms.
HMAC-SHA security algorithm library, and various other UpdMech-1
libraries.
SoftComp-2 The bootloader is based on the RT-Thread operating system, [The boot loader cannot be updated Yes, the bootloader includes the encryption algorithms necessary for
and it is used to boot the ARM processor. verifying legitimate update packages. Since this component cannot be
updated, the manufacturer did not consider the side effects of updating
these algorithms.

Based on the content of IXIT 6-SoftComp, it can be confirmed that there is a software update function in the
APP that provides the device with support for OTA updates, which is triggered by the user clicking on the view
and performing the update.

Request Response
Pretty Raw Hex ® \n = Pretty Raw Hex
1 GET /webpvesc/ajax/app/version/last?system=Households 1 HTTPR/Ll.l 200 OK
languagsId=2 HTTP/L.1 2 Server: nginx/1.20.1
Z token: 5 Date: Thu, I8 Nov Z0Z4 03:05:49 GHT
eyJhhGoi0idIUzTxMidS . eyJleZVyHI lkIjoyOTISLCI leZVyXItleSTE TmESD 4 Content-Type: application/json
NIZN1MmMOLWOLYI TtNDIhYiOSNDEZLTVINDEhZTHNINGImMi IsInVzZHJuYWL1T 5 Connection: keep-alive
JoiVGVzdDAwNSIS . wLESGCEMT7 SRS MOKUE qEVEnn1ECO-t70pr IR £EPsrsTUVH & Access-Control-Allow-Origin: *
ExtDhGCIpclHET INSmT Z5 2dt WS IWzd I 1MuC7i4 7 Agpcess-Control-Allow-Credentials: trus
5 terminal: 1@ © Access-Control-Allow-Methods: *
4 Host: api.awvs.idbkmonitor.com S Access—-Control-Allow-Headers: *
5 Copnection: keep-alive 10 Content-Length: 279
° Accept-Encoding: gzip, deflate, br 11
7 User-Agent: okhttp/3.8.0 121
"status":0,
TmEgt: ok,
"data':{

"Household": {
"apklName": "HuChuEnergy Beta V1.3.71Z.apk",
"force":false,
"yersion:"Ll.3.7127,
"yersionCode": 139,
TarlT:Thoop://api.avs. idbkmonitor. com/ webadmin/a
"info':"1.00000000"% " n .0000bBug™

"
The tester has tested and confirmed that the update interface has been authenticated and transmitted using the
https protocol, taking into account secure transmission and data integrity, as described in IXIT 6-SoftComp.
This test, passed.
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6.6.2.2 Provision 5.3-2

M.C.(5): When the device is not a constrained device, it shall have an update mechanism for the secure
installation of updates.

The provision requires the implementation of at least one update mechanism for not constrained devices.

TC SOFTWARE _UPDATE #3/Test case 5.3-2-1

Security requirement PROVISION 5.3-2

Type of work IXIT analysis

Applicability Conditional (only if the device is not a contrained device)

Documentation analysis The purpose of this test case is the conceptual assessment of the update

objectives installation mechanism concerning adequate measures to prevent an attacker
misusing the update installation on the DUT.

Evaluation inputs Each update mechanism in IXIT 7-UpdMech

Documentation analysis v'a) For each update mechanism in IXIT 7-UpdMech, the tester shall

procedure assess whether the design of the update mechanism prevents misuse

from an attacker according to the "Security Guarantees”, the
corresponding "Description”, "Cryptographic Details" and "Initiation
and Interaction".

Verdict The verdict PASS is assigned if:
- One update mechanism of the DUT cannot be misused by an attacker.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 7-UpdMech: Update Mechanisms
[Eppicasis
Dpaizen

[epplicabla
[The uzer crestes 2n Upgredz sk on me [

The test results meet the safety requirements as described in IXIT 7-UpdMech in conjunction with 5.3-1-2.
Test passed.
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TC SOFTWARE _UPDATE #4 / Test case 5.3-2-2

Security requirement PROVISION 5.3-2
Type of work Test CAB
Applicability Conditional (only if the device implements software updates and is not constraint
device)
Test objectives The purpose of this test case is the functional assessment of the effectiveness of
the update mechanism to avoid misuse.
Evaluation inputs Update mechanism in IXIT 7-UpdMech
Test scenario v'a) For each update mechanism in IXIT 7-UpdMech, the tester shall devise
functional attacks to misuse the update mechanism based on the
"description".

v' b) The tester shall attempt to misuse each update mechanism on the base
of the devised adverse actions and assess whether the design of the
mechanism (see "Description", the "Cryptographic Details" and
"Initiation and Interaction") effectively prevents the misuse of software
updates as described in the "Security Guarantees".

Verdict The verdict PASS is assigned if:

- There is no indication that a misuse of one update mechanism of the DUT
is possible.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 7-UpdMech: Update Mechanisms
[appliabia [appiicabie
Upatecn-1 E

[Applisabla [applisable [applicabie [pplicabla [pplicabla [applicabla
o [rme =5 2n upgrade =5k on e [The D = =
2

. [see.

Testers made parameter modifications to the update interface, injected and other tests, and the update
download interface prompted a download failure.

Testers made changes to the downloaded installation package, the installation shows installation failure.
This test passed.
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6.6.2.3 Provision 5.3-3

M.C.(12): An update shall be simple for the user to apply
This provision requires the simplicity for the user. Here simplicity means.
- Automatically without requiring to apply

- Doable through a service
- No technical skills required

- Easy access through web interface for instance.
TC SOFTWARE UPDATE #5/ Test case 5.3-3-1

Security requirement PROVISION 5.3-3

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)

Test objectives The purpose of this test case is the conceptual assessment of the update

mechanisms concerning simplicity for the user to apply an update.

Evaluation inputs Each software component in IXIT 6-SoftComp and "Initiation and
Interaction"” in IXIT 7-UpdMech

Test scenario v a) For each software component in IXIT 6-SoftComp, tester shall assess
whether at least one "Update Mechanism™ is described, which is simple
for the user to apply according to "Initiation and Interaction™ in IXIT 7-
UpdMech based on the following factors:

- The software update is automatically applied without requiring any user interaction OR
- The software update is initiated via an associated service OR
- The software update is initiated via a web interface on the device OR

- The software update uses a comparable approach which is applicable for the user with
limited technical knowledge.

Verdict The verdict PASS is assigned if:

e Each software component is covered by at least one update
mechanism, which is simple for the user to apply.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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Tips

A new version was found. Do you want to update
to the new version now?

CANCEL UPDATE

Based on the description of Update Mechanism in IXIT 6-SoftComp, the testers checked the update function
of the application, the entrance is in “My-Settings-Check for Updates”, the display is clear, the update is
triggered by the user's click to view, the user's consent is asked for, and the installation is completed
automatically, which is intuitive and easy to understand. It is intuitive and easy to understand.

This test is passed.
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6.6.2.4 Provision 5.3-4
R.C.(12): Automatic mechanisms should be used for software updates

The provision requires that automatic mechanisms exist for software updates. It means:

v" No user interaction to perform the update or to check the availability.
TC SOFTWARE UPDATE #6/ Test case 5.3-4-1

Security requirement PROVISION 5.3-4

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)

Documentation The purpose of this test case is the conceptual assessment of the update

. L mechanisms concerning automatic mechanisms.
analysis objectives
Evaluation inputs Each software component in IXIT 6-SoftComp and "Update Mechanism" in
IXIT 7-UpdMech

Documentation v" For each software component in IXIT 6-SoftComp, the tester shall
assess whether at least one "Update Mechanism" is described in
IXIT 7-UpdMech, that allows

e The performance of updates without requiring any user interaction
according to "Initiation and Interaction” AND
e The "Update Checking" without requiring any user interaction.

v" For each software component in IXIT 6-SoftComp covered by an
"Update Mechanism" in IXIT 7-UpdMech with the capability to
configure the automation according to " Configuration”, the tester
shall check whether at least one of the automatic mechanisms is
enabled by default.

analysis procedure

Verdict The verdict PASS is assigned if:

e Each software component is covered by at least one update
mechanism that does not require any user interaction for performing
an update and for checking the availability of an update AND

e For each software component covered by an configurable update
mechanism at least one of the automatic mechanisms is enabled by
default.

The verdict FAIL is assigned otherwise.

Test Result
FAIL
Testlab Comments
IXIT 6-SoftComp: Software Components
ID: Description: Update Mechanism: Cryplographic Usage:

SoftComp-1 The firmware includes the RT-Thread operating system, the Firmware can be updated according to No, the software components do not use encryption algorithms.
HMAC-SHA security algorithm library, and various other UpdMech-1.
libraries
SoftComp-2 The bootloader is based on the RT-Thread operating system, [The boot loader cannot be updated Yes, the bootloader includes the encryption algorithms necessary for
and it is used to boot the ARM processor. verifying legitimate update packages. Since this component cannot be
updated, the manufacturer did not consider the side effects of updating
these algorithms.

Based on the Update Mechanism in IXIT 6-SoftComp, which does not provide a description of automatic
software updates, the tester checked the update function for the application, and after testing and
confirmation from the manufacturer, the application does not have an automatically detected update function,
and requires the user to check the version and manually trigger an update.

This test, failed.
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6.6.2.5 Point 1 Provision 5.3-5

R.C.(12):The device should check after initialization, and then periodically, whether security updates are
available.

TC _SOFTWARE_UPDATE_ #7/ Test case 5.3-5-1

Security requirement PROVISION 5.3-5

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)

Documentation analysis The purpose of this test case is the conceptual assessment of the update
objectives mechanisms concerning the checks for available security updates.
Evaluation inputs Each software component in IXIT 6-SoftComp

Documentation analysis a) For each software component in IXIT 6-SoftComp, the tester shall

procedure assess whether at least one "Update Mechanism" is described in IXIT
7-UpdMech, that checks the availability of security updates according to
the schedule for querying for security updates in "Update Checking":

- After initialization of the DUT AND
- Periodically

Note: A daily security update check at a randomized time can be
appropriate depending on the type of device

Verdict The verdict PASS is assigned if every software component is covered by at
least one update mechanism, where:

e The checking of the availability of software updates is triggered by the
DUT itself AND

e The availability of software updates is checked after initialization of the
DUT AND

e The availability of software updates is checked periodically.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

Testers logged in using the old version of the installation and were not prompted for a new version that
needed to be updated.

Restarted the old version of the installed app, no indication that there is a new version that needs to be
updated.

Reboot the device and open the old version of the app, no indication that a new version needs to be updated.
This test, the software automatic update detection mechanism, failed.

Page 62 of 195



LYNS_TCE Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

6.6.2.6 Provision 5.3-6

R.C.(9, 12): If the device supports automatic updates and/or update notifications, these should be enabled in
the initialized state and configurable so that the user can enable, disable, or postpone installation of security
updates and/or update notifications.

TC _SOFTWARE_UPDATE #8/ Test case 5.3-6-1

Security requirement PROVISION 5.3-6
Type of work IXIT analysis
Applicability Conditional (an update mechanism is implemented)

Conditional (the device supports automatic updates and/or update
notifications)

Documentation analysis The purpose of this test case is the conceptual assessment of the

objectives configuration of automatic updates (a-c) and update notifications (d-e).
Evaluation inputs Each update mechanism in IXIT 7-UpdMech

Documentation analysis a) The tester shall apply all test units as specified in the Test case 5.3-4-
procedure 1 to identify all automatic update mechanisms in IXIT 7-UpdMech.

b) For each update mechanism in IXIT 7-UpdMech that provides
automatic software updates, the tester shall check whether it provides
the user with the ability to:

= Enable, OR disable OR postpone the automatic installation of
security updates according to "Configuration" in IXIT 7-UpdMech.
¢) For each update mechanism in IXIT 7-UpdMech that provides
automatic software updates, the tester shall check whether automatic
software updates are enabled in the initialized state according to
"Configuration".

d) For each update mechanism in IXIT 7-UpdMech that provides update
notifications according to "User Notification" the tester shall check
whether it provides the user with the ability to:

= Enable, OR disable OR postpone update notifications according to
“Configuration” in IXIT 7-UpdMech.

e) For each update mechanism in IXIT 7-UpdMech that provides update
notifications according to “User Notification”, the tester shall check
whether update notifications are enabled in the initialized state
according to “Configuration”.

Verdict The verdict PASS is assigned if:

e The DUT supports automatic updates and for all update mechanisms
the user is provided with the ability to enable, disable or postpone
automatic installation of security updates and automatic updates are
enabled in the initialized state; or the DUT does not support automatic
updates AND

e The DUT supports update notifications and for all update mechanisms
the user is provided with the ability to enable, disable or postpone
update notifications and update notifications are enabled in the
initialized state; or the DUT does not support update notifications.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments
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Based on IXIT 7-UpdMech, there is no description of the automatic update mechanism. The tester tested the
app, and there is no configurable item for the update mechanism, and there is no automatic detection of the
update mechanism.

This test fails.
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TC SOFTWARE_UPDATE #9/ Test case 5.3-6-2

Security requirement PROVISION 5.3-6
Type of work Test CAB
Applicability Conditional (an update mechanism is implemented)

Conditional (the device supports automatic updates and/or update
notifications )

Test objectives The purpose of this test case is the functional assessment of the configuration
of automatic updates and update notifications.

Evaluation inputs Each update mechanism in IXIT 7-UpdMech

Test scenario a) For each update mechanism in IXIT 7-UpdMech that provides
automatic software updates (compare identification in Test case 5.3-6-
1) the tester shall functionally assess whether automatic updates are
configured to be enabled in the initialized state of the DUT.

b) For each update mechanism in IXIT 7-UpdMech that provides
automatic software updates (compare identification in Test case 5.3-6-
1) the tester shall perform a modification of the configuration of
automatic update as described in “Configuration” and assess whether
the user is provided with the ability to :
= Enable OR disable OR postpone automatic installation of security

updates.

c) For each update mechanism in IXIT 7-UpdMech that provides update
notifications according to “User Notification” the tester shall functionally
assess whether update notifications are configured to be enabled in the
initialized state of the DUT.

d) For each update mechanism in IXIT 7-UpdMech that provides update
notifications according to “User Notification” the tester shall perform a
modification of the configuration of update notifications as described in
“Configuration” and assess whether the user is provided with the ability
to:
= Enable OR disable OR postpone update notifications.

Verdict The verdict PASS is assigned if:

e The DUT supports automatic updates and the configuration of
automatic updates is enabled in the initialized state and can be
modified by the user as described; or the DUT does not support
automatic updates AND

e The DUT supports update notifications and the configuration of update
notifications is enabled in the initialized state and can be modified by
the user as described; or the DUT does not support update
notifications.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments
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Based on IXIT 7-UpdMech, there is no description of the automatic update mechanism. The tester tested the
app, and there is no configurable item for the update mechanism, and there is no automatic detection of the
update mechanism.

This test fails.
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6.6.2.7 Provision 5.3-7

M.C.(12): The device shall use best practice cryptography to facilitate secure update mechanisms

The provision requires that the device use best practice cryptography protocols and algorithms to implement the
secure update. The cryptography protocols and algorithms used must be appropriate. In particular, the potential
of attacker must be estimated with regards to the risk analysis and the usage of the device.

TC_SOFTWARE_UPDATE_#10/ Test case 5.3-7-1

Security requirement PROVISION 5.3-7

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)
Documentation The purpose of this test case is the conceptual assessment of the

cryptography used for the update mechanisms concerning the use of best

EMERElS @oleeiies practice cryptography and the vulnerability to a feasible attack.

Evaluation inputs Each update mechanism in IXIT 7-UpdMech

Documentation a) For each update mechanism in IXIT 7-UpdMech, the tester shall
assess whether the “Security Guarantees” are appropriate for the
use case of secure updates, at least integrity and authenticity are
required to be fulfilled.

b) For each update mechanism in IXIT 7-UpdMech, the tester shall
assess whether the mechanism according to “Description” is
appropriate to achieve the “Security Guarantees”.

¢) For each update mechanism in IXIT 7-UpdMech, the tester shall
assess whether the “Cryptographic Details” are considered as best
practice cryptography for the use case of secure updates based on a
reference catalogue. If “Cryptographic Details” are not included in a
reference catalogue for the corresponding use case (e.g. novel
cryptography), the SO shall provide evidences, e.g. a risk analysis, to
justify the cryptography is appropriate as best practice for the use
case. In such case the tester shall assess whether the evidence is
appropriate and reliable for the use case.

d) For each update mechanism in IXIT 7-UpdMech, the tester shall
assess whether the “Cryptographic Details” are not known to be
vulnerable to a feasible attack for the desired security property on the
base of the “Security Guarantees” by reference to competent
cryptanalytic reports.

analysis procedure

Verdict The verdict PASS is assigned if for all update mechanisms:

e The security guarantees are appropriate for the use case of secure updates
AND

e The mechanism is appropriate to achieve the security guarantees with respect
to the use case AND

e All used cryptographic details are considered as best practice for the use case
AND

e All used cryptographic details are not known to be vulnerable to a feasible
attack for the desired security property.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to
ensure transmission security.

This test, passed.
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M.C.(12): Security updates shall be timely
The provision requires that the secure updates happens timely and with established procedures, like for

instance:

v" Management of vulnerabilities (disclosure, corrections, deployment of patches)

v" Scheduling of updates
TC SOFTWARE UPDATE #11/ Test case 5.3-8-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.3-8
IXIT analysis
Conditional (an update mechanism is implemented)

The purpose of this test case is the conceptual assessment of the manner in
which security updates are deployed and the confirmation that the
preconditions for the implementation are ensured.

Each security update procedure in IXIT 8-UpdProc

a) The tester shall assess whether the “Description” and the “Time
Frame” of each security update procedure in IXIT 8-UpdProc facilitate
that security updates are deployed in a timely manner.

b) The tester shall check whether “Confirmation of Update
Procedures” in IXIT 5-Conf states a confirmation.

Verdict The verdict PASS is assigned if:
e There is an indication that the described management procedure
allows a timely deployment of security updates AND
¢ A confirmation for the implementation is given.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 8-UpdProc: Update Procedures
1D:

2 Description: Time Frame:
Applicable Applicable Applicable
UpdProc-1 Every release of the DUT's firmware is under responsibility of the Software Development Team As mentioned in VulnTypes-1 the time for

(SDD). The SDD is responsible for integrating security fixes and testing the firmware with positive
and negative tests. Once the change was is verified and tested, the SDD rolls out the update over
the official update server. To coordinate the handling of security fixes the team uses an internal
ticket system, so that no security fix will be overlooked. The changes regarding each firmware
release are protocolled in a changelog by the SDD, which is published on the product website

rolling out a new firmware is 30 days.

This test, passed.

Based on the description in IXIT 8-UpdProc, The Software Development Team (SDD) is responsible for the
release of the DUT firmware.The SDD is in charge of fixing issues and conducting tests. Once the new
firmware has been thoroughly tested, the SDD rolls out the update via the official update server. The specific
changes for each firmware version are documented by the SDD and published on the product website.
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6.6.2.9 Provision 5.3-9
R.C.(12): The device should verify the authenticity and integrity of software updates.

Implicitly this provision is close to 5.3.7 or at least in some cases the correct implementation of 5.7 implies the
correct implementation of 5.3.9

TC SOFTWARE UPDATE_#12/ Test case 5.3-9-1

Security requirement PROVISION 5.3-9

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)

Documentation analysis The purpose of this test case is the conceptual assessment of the verification
objectives of software updates concerning authenticity, integrity and the performing entity.
Evaluation inputs Each update mechanism in IXIT 7-UpdMech.

Documentation analysis a) For each update mechanism in IXIT 7-UpdMech, the tester shall
procedure assess whether the authenticity of software updates is suitably verified

according to “Security Guarantees” and the corresponding
“Cryptographic Details”, including, in particular, the originality of the
software update in regard to its source (manufacturer) and target
(DUT) prior to the installation.

b) For each update mechanism in IXIT 7-UpdMech, the tester shall
assess whether the integrity of software updates is suitably verified
according to “Security Guarantees” and the corresponding
“Cryptographic Details”.

¢) For each update mechanism in IXIT 7-UpdMech, the tester shall
check whether the authenticity verification is performed by the DUT
itself according to “Security Guarantees”.

d) For each update mechanism in IXIT 7-UpdMech, the tester shall
check whether the integrity verification is performed by the DUT itself
according to “Security Guarantees”.

Verdict The verdict PASS is assigned if:

¢ Each update mechanism is effective for the verification of authenticity
of software updates AND

e Each update mechanism is effective for the verification of integrity of
software updates AND

e The verification of authenticity and integrity of software updates is
performed by the DUT itself.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 7-UpdMech: Update Mechanisms

[Epplicable [applicable [Rpplicable [applicable [pplicable [Applicable [Rpplicable [pplicable
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lupiate serverfil awsidbkmoniiorcam to very f an update s |confidentility by encyping the  [firmwvare package based on 108022/NSTFPSIST. Farthe  [and the app pushes the task 1o the DUTy [app. [from age. pending updare. The netficasion centsins:
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lusing an zsymmtric key and the instalision & infisted. Onca the |updatable as well of the update  [signing of the fimaare packags s performd wih te prvate
lupdate & finzhad, the usar iz notfied sbout the succassiul Jeerver ey of the updste sarver The public key for the updste

lupgate. [validation & integrated during the manufacturing prozess of
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|2 new fimuare package cannot ba lower that the version of
ftne curmenty instalied ane.

Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to
ensure transmission security.

This test, passed.
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6.6.2.10 Provision 5.3-10

M.(11, 12): Where updates are delivered over a network interface, the device shall verify the authenticity and
integrity of each update via a trust relationship.

The provision requires a network interface.

TC SOFTWARE UPDATE #13/ Test case 5.3-10-1

Security requirement PROVISION 5.3-10
Type of work IXIT analysis / test CAB
Applicability - Conditional (updates are delivered over a network interface)

- Conditional (an update mechanism is implemented)

Documentation analysis The purpose of this test case is the conceptual assessment of the verification of

objectives software updates via a trust relationship concerning authenticity and integrity and
the performing entity, and the functional assessment of the completeness of the
IXIT documentation

Evaluation inputs Each update mechanism in IXIT 7-UpdMech.
Documentation analysis a) The tester shall apply the test units a-b as specified in the Test case
procedure 5.3-9-1.

b) For each network based update mechanism in IXIT 7-UpdMech, the
tester shall assess whether the verification of integrity and authenticity
relies on a valid trust relationship according to “Description” and
“Security Guarantees”. A valid trust relationship includes:

- Authenticated communication channels OR

- Presence on a network that requires the device to possess a
critical security parameter or password to join OR

- Digital signature based verification of the update OR

- Confirmation by the user OR

- A comparable secure functionality.

c) The tester shall functionally assess whether update mechanisms that are
not documented in IXIT 7-UpdMech are available via a network interface
on the DUT.

Verdict The verdict PASS is assigned if:

e Each update mechanism is effective for the verification of authenticity of
software updates AND

e Each update mechanism is effective for the verification of integrity of
software updates AND

e The verification of authenticity and integrity of software updates is based
on a valid trust relationship AND

e Every discovered network-based update mechanism is documented in
the IXIT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 7-UpdMech: Update Mechanisms
fiszble

[Replicable [appi [Rpplicabie [Rppiicabie [Appicabie [Applicable [Applicable [Applicable
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Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to
ensure transmission security.

This test, passed.
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R.C.(12): The manufacturer should inform the user in a recognizable and apparent manner that a security
update is required together with information on the risks mitigated by that update.

TC _SOFTWARE UPDATE_#14/ Test case 5.3-11-1

PROVISION 5.3-11

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

Verdict

IXIT analysis

Conditional (an update mechanism is implemented)

The purpose of this test case is the conceptual assessment of the method and
content of information for the user about required security updates.

Each update mechanism in IXIT 7-UpdMech.

a)

b)

For each update mechanism in IXIT 7-UpdMech the tester shall assess
whether the method to inform the user about the availability of required
security updates is recognizable and apparent according to “User
Notification”.

For each update mechanism in IXIT 7-UpdMech the tester shall assess
whether the user notification on required security updates includes
information about the risks mitigated by the update according to “User
Notification”.

The verdict PASS is assigned if for all update mechanisms:

The method to inform the user about required security updates is
recognizable and apparent AND

The notification on required security updates includes information about
the risks mitigated by the update.

The verdict FAIL is assigned otherwise.

Test Result

N/A

Testlab Comments

IXIT 7-UpdMech: Update Mechanisms

[applicable [a

[Epplicable

[Rpplicable

Upditach_1

This test, not applicable.

i

Based on the description of IXIT 7-UpdMech, firmware updates are triggered by the user's initiative, and the
user's consent is sought before the update is performed.

Testers tested and did not find any active notification to the user of the update function.
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6.6.2.12 Provision 5.3-12

R.C.(12): The device should notify the user when the application of a software update will disrupt the basic
functioning of the device.

NOTE: When the basic functioning of the DUT is never disrupted by a software update, no user notification is necessary. In such a situation
the test cases of this test group are fulfilled.

TC SOFTWARE UPDATE #15/ Test case 5.3-12-1

Security requirement PROVISION 5.3-12

Type of work IXIT analysis

Applicability Conditional (an update mechanism is implemented)

Documentation analysis The purpose of this test case is the conceptual assessment of user notifications
objectives in case of disruptive software updates.

Evaluation inputs Each update mechanism in IXIT 7-UpdMech.

The tester shall check whether each update mechanism in IXIT 7-UpdMech
supports user notification in case of disruptive software updates according to
“User Notification” and it is indicated as realized on the DUT itself.

Documentation analysis
procedure
The verdict PASS is assigned if for each update mechanism:

e The user is appropriately notified about the disruption of basic
Verdict functioning during the software update AND
e The user notification is realized on the DUT itself.

The verdict FAIL is assigned otherwise.

Test Result

NA

Testlab Comments

According to the information provided by the vendor regarding IXIT 7-UpdMech, it is mentioned in the User
Notification field that the DUT does not possess update notification functionality. Therefore, this test item is
deemed not applicable.
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6.6.2.13 Provision 5.3-13

M: The manufacturer shall publish, in an accessible way that is clear and transparent to the user, the defined
support period.

TC SOFTWARE UPDATE #16/ Test case 5.3-13-1

Security requirement PROVISION 5.3-13

Type of work IXIT analysis

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the publication of

objectives the defined support period.

Evaluation inputs IXIT 2-Userinfo

Documentation analysis The tester shall assess whether access to the “Publication of Support Period”
procedure in IXIT 2-UserInfo is understandable and comprehensible for a user with limited

technical knowledge.
Verdict The verdict PASS is assigned if:

e The publication of software update support period is understandable and
comprehensible for a user with limited technical knowledge.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Publication of Support Period:
Users can view the vulnerability disclosure policy from the manufacturer's website, Manufacturer Vulnerability Disclosure at http://devops.aws.idbkmonitor.com/#/security

| EAST = @R 2 EHFRIE
NMERFNFEAESFEP, EASTRENBITNFRIEREENZLEREE. UTEBRITHFRZLEHRRIE:
L KEZE: WFRERETRE, SRFREVMFIELUTHRENZ2FHERS. EkiE, FNSERTEEHRAT g RE2mnE,
- FRIRHA: 2033598278
2. EHITE: EASTHREFRNEFSXANERENTHERATELEH. EATSEMSHRELE,
3. EHER SEFMReESTAN, HiNFEdFSRE. EFGRRENNEsmitEESEEENAR.

Based on the vulnerability disclosure URL provided in IXIT 2-Userinfo, testers could find a description of the
support period for the vulnerability on the website.

This test passed.
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TC _SOFTWARE _UPDATE #17/ Test case 5.3-13-2

Security requirement PROVISION 5.3-13

Type of work Test CAB

Applicability Always

Documentation analysis The purpose of this test case is the functional assessment of the publication of
objectives the defined support period.

Evaluation inputs IXIT 2-UserInfo

Documentation analysis a) The tester shall functionally check whether the user information on
procedure accessing the resource for publishing the defined support period

according to “Publication of Support Period” in IXIT 2-UseriInfo is
provided as described.

b) The tester shall functionally check whether the resource for publishing
the defined support period according to “Publication of Support
Period” in IXIT 2-UserInfo is accessible without restrictions (like e.g. a
registration prior to the access).

c) The tester shall functionally check whether the published support period
according to “Publication of Support Period” in IXIT 2-Userinfo
actually defines the support period with respect to the updateable
software components as described in “Support Period” in IXIT 2-
Userinfo.

Verdict The verdict PASS is assigned if:

e The access to the resource for publishing the defined support period to
the user is provided as described in the IXIT AND

e The access to the resource for publishing the defined support period is
unrestricted AND

e The defined support period is published.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Publication of Support Period:
Users can view the vulnerability disclosure policy from the manufacturer's website, Manufacturer Vulnerability Disclosure at http://devops.aws.idbkmonitor.com/#/security

Based on the vulnerability disclosure URL provided in IXIT 2-Userinfo, testers could find a description of the
support period for the vulnerability on the website.

| EAST = RREBHFI
HRERAFNEGRSEP, EASTRENRIN-SIEMEENELEREZRE. UWTERITH-SR2EHHNRIE:
1 KSR MFRERATE, SRFEREVRILUTHRENZ2EHERE. EILiE, RITSEHAFRHEARREREMTRETSMIRE.
- FRiRHEA: 2033598278
.EHE EASTIHREFGMNERSRNZ2TENTEREGREEH. SARTSEMSHR LI,
CEfiEH HESNR2EHAEN, BEEdFRAE. BFHSRINNEAMEFESEEEABF.

[

[}

This test passed.
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6.6.2.14 Provision 5.3-14

R,C (3, 4): For constrained devices that cannot have their software updated, the rationale for the absence of
software updates, the period and method of hardware replacement support and a defined support period should
be published by the manufacturer in an accessible way that is clear and transparent to the user.

TC SOFTWARE UPDATE #18/ Test case 5.3-14-1

Security requirement PROVISION 5.3-14
Type of work IXIT analysis
Applicability Conditional (Software components are not updateable)

Conditional (The device is constrained)

Documentation analysis The purpose of this test case is the conceptual assessment of the publication of
objectives the rationale for absence of updates and hardware replacement support.
Evaluation inputs IXIT 2-Userinfo

Documentation analysis The tester shall assess whether the access to the “Publication of Non-
procedure Updatable” and “Documentation of Replacement” in IXIT 2-Userinfo is

understandable for a user with limited technical knowledge.
Verdict The verdict PASS is assigned if:

e The publication of the rationale for absence of updates and hardware
replacement support is understandable for a user with limited technical
knowledge.

The verdict FAIL is assigned otherwise.

Test Result

N/A

Testlab Comments

Documentation of Replacement:
. N/A
Mot applicable |There are no non-updatable components)

Publication of Non-Updatable:
. N/A
Mot applicable |(There are no non-updatable components)

Based on Publication of Non-Updatable and Documentation of Replacement in IXIT 2-UserInfo, there are no
non-updatable components in the DUT.

this test item is deemed not applicable.
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TC SOFTWARE _UPDATE #19/ Test case 5.3-14-2

Security requirement PROVISION 5.3-14
Type of work Test CAB

) - Conditional (Software components are not updateable)
Applicability N o )

Conditional (The device is constrained)

Documentation analysis The purpose of this test case is the functional assessment of the publication of
objectives the rationale for absence of updates and hardware replacement support.
Evaluation inputs IXIT 2-Userinfo

a) The tester shall functionally check whether the user information on
accessing the resource for the rationale for absence of updates and
publishing the hardware replacement support according to “Publication
of Non-Updatable” and “Documentation of Replacement” in IXIT 2-
Userlnfo is provided as described.

b) The tester shall functionally check whether the resource for publishing the
rationale for absence of updates and hardware replacement support
according to “Publication of Non-Updatable” and “Documentation of
Replacement” in IXIT 2-Userinfo is accessible without restrictions (like
e.g. a registration prior to the access).

c) The tester shall functionally check whether the published rationale for
absence of updates according to “Publication of Non-Updatable” in
IXIT 2-UserIinfo contains the rationale for the absence of software
updates.

d) The tester shall functionally check whether the published hardware
replacement support according to “Documentation of Replacement” in
IXIT 2-UserIinfo contains the hardware replacement plan in terms of the
period and method of hardware replacement support.

e) The tester shall functionally check whether the published rationale for
absence of updates according to “Publication of Non-Updatable” in
IXIT 2-UserInfo contains a defined support period.

Documentation analysis
procedure

The verdict PASS is assigned if:

e The access to the resource for publishing the rationale for absence of
updates AND hardware replacement support to the user is provided as
described in the IXIT AND

e The access to the resource for publishing the rationale for absence of

Verdict updates AND hardware replacement support is unrestricted AND
The rationale for the absence of software updates is published AND
The period and method of hardware replacement support is published
AND
e A support period is published.

The verdict FAIL is assigned otherwise.

Test Result

N/A

Testlab Comments

Based on the results of the conceptual test items, this test item is deemed not applicable.
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6.6.2.15 Provision 5.3-15

R.C. (3,4): For constrained devices that cannot have their software updated, the product should be isolable and
the hardware replaceable.

TC SOFTWARE UPDATE #20/ Test case 5.3-15-1

Security requirement PROVISION 5.3-15
Type of work IXIT analysis

o Conditional (Software components are not updateable)
Applicability - o )

Conditional (The device is constrained)

Documentation analysis The purpose of this test case is the conceptual assessment of the isolation
objectives capabilities and hardware replacement support of the DUT.
Evaluation inputs IXIT 9-ReplSup

a) The tester shall assess whether the described method in "Isolation” in
IXIT 9-ReplSup is suitable to isolate the loT product, i.e. to remove the
IoT product from the network it is connected to, or to place the loT

Documentation analysis . . .
product in a selfcontained environment.

procedure b) The tester shall assess whether the described method in "Hardware
Replacement” in IXIT 9-ReplSup is suitable to be able to replace the
hardware.
The verdict PASS is assigned if:
Verdict e The described method is suited for the isolation of the 0T product AND
e The described method is suited for the replacement of the hardware.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 9-ReplSup: Replacement Support

Description of the method including the steps to isolate the device.

Isolation:

The device can be controlled to shut down and disconnect from the network through App.

Description of the method ncluding the sieps fo replace the hardware of the device.

Hardware Replacement:
The inverter/battery can be replaced as a whole with a new inverter/battery, and then the new inverter/battery can be connected to the network, replacing the old inverter/battery.

Based on the Isolation and Hardware Replacement descriptions in IXIT 9-ReplSup, testers can easily perform
isolation operations such as disconnecting from the network or shutting down the device.

The devices are designed with replaceable batteries, and after the tester replaces the batteries, the test device
still works and the software performs normally.

Each product carries a paper and electronic copy of the user manual, which allows users to easily access
guidelines for hardware replacement.

This test, passed.
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TC _SOFTWARE _UPDATE #21/ Test case 5.3-15-2

Security requirement PROVISION 5.3-15
Type of work Test CAB

. N Conditional (Software components are not updateable)
Applicability N o )
Conditional (The device is constrained)
Documentation analysis The purpose of this test case is the functional assessment of the isolation
objectives capabilities and hardware replacement support of the DUT.

Evaluation inputs IXIT 9-ReplSup

a) The tester shall set up the IoT product in the intended environment.
b) The tester shall perform the method described in "Isolation™ in IXIT 9-
ReplSup in order to isolate the 10T product, i.e. to remove the loT
product from the network it is connected to, or to place the IoT product in
a self-contained environment, as appropriate.
c) The tester shall functionally assess whether on the isolated I0T product:
- In case of removing the I0oT product from the network
connection: any functionality loss caused is related only to that
Documentation analysis connectivity and not to the main function of the DUT, OR
procedure - In case of placing the IoT product in a self-contained
environment
with other devices: the integrity of devices within that
environment is ensured.
d) The tester shall perform the method described in "Hardware
Replacement” in IXIT 9-ReplSup in order to replace the hardware in the
intended environment.
e) The tester shall functionally assess whether the connectivity and
associated functionality can be regained on the replaced DUT.

The verdict PASS is assigned if:

e The IoT product can be isolated successfully according to the described
method for isolation. AND

e The hardware can be replaced successfully according to the described
method for hardware replacement.

Verdict

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 9-ReplSup: Replacement Support

Description of the method including the steps to isolate the device.

Isolation:

The device can be controlled to shut down and disconnect from the network through App.

Description of the method ncluding the sieps fo replace the hardware of the device.

Hardware Replacement:
The inverter/battery can be replaced as a whole with a new inverter/battery, and then the new inverter/battery can be connected to the network, replacing the old inverter/battery.

Based on the product specification mentioned in IXIT 9-ReplSup.

Testers operating according to the product manual can easily perform isolation operations such as
disconnecting from the network or shutting down the device.

Battery replacement can be easily performed by the tester by following the product manual.
This test, passed.
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6.6.2.16 Provision 5.3-16

M: The model designation of the consumer IoT device shall be clearly recognizable, either by labelling
on the device or via a physical interface.

TC SOFTWARE UPDATE #22/ Test case 5.3-16-1

Security requirement PROVISION 5.3-16

Type of work IXIT analysis

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the model
objectives designation.

Evaluation inputs IXIT 2-Userlnfo

The Tester shall assess whether the model designation of the DUT can be

BoeumeEnEon emelysis obtained in a clearly recognizable way, either by labelling on the DUT or via a

Preceelie physical interface according to "Model Designation” in IXIT 2-UserInfo.
The verdict PASS is assigned if:
Verdict e The model designation of thfe DUT can bg obtained clearly recognizable
by labelling on the DUT or via a physical interface.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments
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< My Devices + Add Device

Current Device

EAHI-6000-SL-S

\ /4] & t Q4

Devices List

EAHI-6000-SL-S

EFQ/
L orvY4s

Testers can clearly see the device model number on the device casing.
The currently connected device can be viewed in the APP and the device model can be clearly displayed.
This test, passed.
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TC SOFTWARE UPDATE #23/ Teste case 5.3-16-2

Security requirement PROVISION 5.3-16

Type of work Test CAB

Applicability Always

Documentation analysis The purpose of this test case is the functional assessment of the model
objectives designation.

Evaluation inputs IXIT 2-Userinfo

a) The tester shall functionally check whether the model designation of the
DUT can be obtained applying the described way of recognition in
"Model Designation" in IXIT 2-Userinfo.

Documentation analysis

BIEEEILS b) The tester shall functionally assess whether the obtained model

designation is available in simple text and corresponds with the expected
model designation described in "Model Designation” in IXIT 2-
Userinfo.

The verdict PASS is assigned if:

¢ The model designation of the DUT can be extracted according to the
described way of recognition AND
Verdict ¢ The model designation is available in simple text AND
o The model designation is corresponding with the expected model
designation according to the IXIT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Model Designation:
The model name "EAHI-6000-5L-5" is clearly and visibly provided to the user in plain text on the side of the DUT housing. Additionally, the user can access the device model number through the "Me™ - > “My Devices’
screen in the application

Testers can clearly see the device model number on the device casing.
The currently connected device can be viewed in the APP and the device model can be clearly displayed.
The test result matches the document description and passed.
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6.7 Securely store sensitive security parameters

6.7.1 IXIT data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 10-SecParam: Security Parameters

The completed IXIT lists all sensitive (public and critical) security parameters that are persistently stored on the
DUT during intended usage. The pro forma contains the following entries and is typically filled out in form of a
table.

ID: Unique per IXIT identifier, that may be assigned using a sequential
numbering scheme or some other labelling scheme.

Description: Brief description of the security parameter, including its purpose. It is
indicated additionally whether the parameter is a hard-coded unique per
device identity used in a device for security purposes (hardcoded identity)
and/or hard-coded in device software source code.

Type: Indication whether the security parameter is public or critical.
Note: Public and critical security parameters are defined in ETSI TS 103 645 [1J/ETSI EN 303
645 [2].

Security Guarantees: Description of the realized baseline security objectives and threats the

security parameter is protected against during persistent storage.

Protection Scheme: Description of the measures that are applied to achieve the Security
Guarantees. This includes the principals and roles through which access to
the parameter is possible, including the privileges associated to each role.

Provisioning Mechanism: f the “Type” indicates that the parameter is critical: Description of the
mechanism through which the parameter is assigned its value for the
operation of the DUT.

Notel: Such assignment can happen during initialization or in initialized state (e.qg.
when a device functionality relying on the parameter is activated by the user).

Note2: Persistent configuration data, runtime configuration data, protocol negotiation
and assignment to a default value are potentially possible provisioning mechanisms.

Communication Reference to communication mechanisms in IXIT 11-ComMech that are
Mechanisms: used for communicating the parameter and an indication whether the
communication is done via remotely accessible interfaces.

Generation Mechanism: If the "Type" indicates that the parameter is critical and used for integrity
and authenticity checks of software updates or for protection of
communication with associated services:

- Description of the mechanism used to generate the values of the
parameter and it is indicated additionally that the parameter is used
for integrity and authenticity checks of software updates or for
protection of communication with associated services.

Example: References to a standard random number generator and applicable design
documents.
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6.7.2 Evaluation tasks
6.7.2.1 Provision 5.4-1

M (14): Sensitive security parameters in persistent storage shall be stored securely by the device

TC _SENSITIVE _DATA#1 / Test case 5.4-1-1

Security requirement | PROVISION 5.4-1

Type of work IXIT analysis

Applicability Conditional (sensitive security parameters are stored persistently)
Documentation Verify that sensitive security parameters described in user manual and public
analysis objectives information’s bonded to the device are securely stored

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam

v' Tester assess whether the declaration in “Type” of each sensitive security
parameter provided in IXIT 10-SecParam is consistent with the Description.

v' Tester assess whether the “Security Guarantees” of each sensitive security
parameter provided in IXIT 10-SecParam matches at least the protection
needs indicated by Type.

NOTE 1: Criftical security parameter require integrity and confidentiality protection while public
security parameter require integrity protection only.

v' Tester assess whether the “Protection Scheme” of each sensitive security
Documentation parameter provided in IXIT 10-SecParam provides the claimed Security

analysis procedure Guarantees.

NOTE 2: Consider the usage of external evidences (see clause 4.7) to (partially) cover the
provision if a secure element is used.

v' Tester assess the completeness of the sensitive security parameters in IXIT
10-SecParam by considering indications for sensitive security parameters in
the provided information in all other IXITs.

EXAMPLE: If there are authentication mechanisms described in IXIT 1-AuthMech, the
verification whether the corresponding cryptographic parameters are listed in IXIT 10-SecParam
can be helpful tocollect indications.

The verdict PASS is assigned if:

* For every sensitive security parameter the declaration is consistent with its
description; AND

* For every sensitive security parameter the claimed security guarantees match its
minimal protection needs; AND

et * Every sensitive security parameter has a suitable protection mechanism for the
claimed security guarantees; AND
* There is no indication, that the listed sensitive security parameters are
incomplete.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments
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IXIT 10-SecParam: Security Parameters
o Frupe [Seourity Protection Ssheme Provisioning Mechanism
|applicable |applicable |applicable |applicable |applicable |Applicable licabls | Applicable
aram-1 signa ate  [public frh s not madifiatle by st s ave a /A A
[The security parameter is not critical) [The security parameter i not critical)

critical

ed [rwa
Parameter = not trensmitted)

2 [The key & hardcodss
2 |only through & verfied fi

by 2n

SecParam-6

and authenticry

SecParam o

d for integrity and authenticity
=5 or for prots

According to the information provided by the vendor regarding IXIT 10-SecParam. The content mentioned in
the Security Guarantees section meets the requirements for ensuring confidentiality and integrity. Therefore,
this test item is deemed to pass.

TC SENSITIVE DATA #2/Test case 5.4-1-2

Security requirement PROVISION 5.4-1
Type of work Test CAB
Applicability Conditional (sensitive security parameters are stored persistently)

Verify that secure storage mechanism of sensitive security parameters works as

Test objectives
expected

o - At least three devices suitable for testing
Evaluation inputs N ]
- Collected sensitive security parameter from IXIT 10-SecParam
Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

Test scenario a) Tester assess whether for all sensitive security parameters provided in
IXIT 10-SecParam, Protection Scheme is implemented according to
the IXIT documentation

Expected result:
v' Result of sensitive parameter secure storage robustness
The verdict PASS is assigned if:

- For every sensitive security parameter there is no indication that the
Verdict implementation of the corresponding protection scheme differs from its
IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 10-SecParam. VSVecurity Parameters

o [rype: [security ] jisioni i icati i i i
|applicable |applicable |applicable |applicable |Applicable |applicable licabl Applicable
[eecparam-1 [Fea pubiic signatre key of update [public [The key & not modifiable by |A trustworthy user does not have access o the A
Jserver to verify authenticity and |en ammacker so that its integrity |key through any interfaces. 4 non-tustworthy  ([The security parsmeter is not critical) JiThe security paremeter s not |{The securiy parameter is not eritical)
integrty of fimmuare updates (fter s ensured user needs oot access 1o stop the update process [ransmitted!
|decrypting with SecParem. 2). The key land change the key. This is prevented by input
i= not 3 hard codad idantiey. The key \vaiidaticn of data presented t the DUTS
is hard -coded in device software intarfaces and the accass management of the OS.
[source code. [The anly user role that has access rights to read
l&nd to modify the key is the software update
p ich is run under 2 different v
“softwareupdater than any of the sccounts used
for exzmal interfzces
[eecparam.2 [aes key for decrypting firware [ertical [rhe key & not accessible by |An atiacker nesds access to the file system on the |The key & hardcodsd in the fimmware and & modified [ [The AES key & generated before 2 fimmwars update
update packges (prior to verifying |en stacker so that its DUT or the fimmvars package to gain access o the [only through averfied fimmwers update package.  |{Perameter & not trensmitted) package i relessed on 2 ssparate offing Linuxi BCwith
Wit SecParam-1). The key otz Eenzurd.  |key firmwiare package from the lthe most recent OpenSSL version 2t the time of the key
[hard-coded identiy. The key i hard- update server iz ancrypred. Thersfors the key i |generation. OpenssL uses its own rendom number
|caded in device software source not extractable. The access to the file system s |generator, which & seeded by /dev/random of the
lcade prevented by input validation of data presented to Linux machine. /devsrandom again i seeded by an
[the DUTS interfaces 2nd the access management HSM connected to the machine.
|of the ©5. The only user role that has access rights
lto modify and 1o read the key s the sofware
update process which is run under 2 different
lsccount “softwarsupdaner than any of the
[secount used for extemal interfaces
[cecparem. & io for dentification of the [eritical [the 1o is not accassible by an |an anacker nesds access to the file 5/5t=m to gain |The ID is hardcad=d in te hardware and cannot be A
ouT 2gainst the |emcher o that s |sccess to the 1. This s prevented by input modified during the operation. (Parameter s not used for integrity and authenticy
|essociated services (cloud identislty is ensured. |validation of data presentsd to the DUTS |checks of sofware updatss or for protection of
[secparam s [Usemame and pasword h ion & nat [an stiacker needs access 1o the file system A
Jfor authentication against the 2pp. |pccessible by 2n attackerso  |change the password. This & prevented by input [(Parameter & not used for integrity and authenticity
[The is no hardcoded [that s |validation of data presented to the DUTS |checks of software updates or for protection of

Based on the test results above, SecParam-1. SecParam-2. SecParam-3 and SecParam-4 are no differs from
the "Protection Scheme " in the IXIT documentation. It is determined that the requirement passed.
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6.7.2.2 Provision 5.4-2

M C (10): Where a hard-coded unique per device identity is used in a device for security purposes, it shall be
implemented in such a way that it resists tampering by means such as physical, electrical or software.

TC _SENSITIVE DATA#3/ Test case 5.4-2-1

Security requirement PROVISION 5.4-2

Type of work IXIT analysis

Applicability Conditional (a hard-coded unique per device identity is used for security
purposes)

Documentation analysis Verify that sensitive security parameters described in user manual and public

objectives information’s bonded to the device are securely stored

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam

Documentation analysis a) Check whether for each sensitive security parameter in IXIT 10-

procedure SecParam where the Description indicates that it is used as an hard-

coded identity, a corresponding explicit statement is provided.

b) Assess whether for each hard-coded identity as indicated in
Description in IXIT 10-SecParam the corresponding "Security
Guarantee" provides tamper-resistance.

NOTE 1: Tamper-resistance addresses protection against means such as physical,
electrical and software means.

NOTE 2: Consider the usage of external evidences (see clause 4.7) to (partially) cover the
provision if a secure element is used.

c) Assess whether the Protection Scheme of each hard-coded identity as
indicated in Description in IXIT 10-SecParam provides the claimed
Security Guarantees with respect to tamper-resistance.

Verdict The verdict PASS is assigned if:

- There is no indication that any hard-coded identity is not documented as
such; AND

- For all hard-coded identities the security guarantee includes tamper-
resistance; AND

- Every hard-coded identity has a suitable protection mechanism for
tamper-resistance.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 10-SecParam: Security Parameters

iD: [rype: [security protection scheme: [Provisionin:
licabl: [applicable licabl: [applicable [applicable [applicable

secParam.-1 ate  [public [rh e [wa
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Based on the sensitive parameters described in IXIT 10-SecParam, SecParam-1, SecParam-2, and SecParam-
3, hardcoded in the device software, the device is not directly networked, and an attacker would need access to
the file system or firmware package on the DUT to access the key. Software updates are also transmitted and
encrypted using secure protocols for processing, so these two parameters are judged to be secure.

Based on the sensitive parameters described in IXIT 10-SecParam, SecParam-4, for the user account
password, the application uses a secure transport and irreversible hash function to encrypt and store the cloud,
and login access requires authentication forensics.

This test, passed.
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TC _SENSITIVE DATA #4/Test case 5.4.2-2

Security requirement PROVISION 5.4-2

Type of work Test CAB

Applicability Conditional (hard-coded unique per device identity is used for security purposes)
Test objectives Verify that hard-coded unique per device identity could resist tampering by

physical means
Evaluation inputs - At least three devices suitable for testing
- Collected sensitive security parameter from IXIT 10-SecParam

Test scenario Precondition:
v" The devices shall be operating under normal conditions.

Test sequence:

a) Tester assess whether for all each hard-coded identity as indicated
in Description in IXIT 10-SecParam the Protection Scheme with
respect to tamper-resistance is implemented according to the IXIT
documentation.

Expected result:
v' Result of tampering enforcement

Verdict The verdict PASS is assigned if:

- For every hard-coded identity, there is no indication that the
implementation of any protection scheme with respect to tamper-
resistance differs from its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Based on the Protection Scheme description in IXIT 10-SecParam, the tester was tested for compliance.
This test, passed.
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M: Hard-coded critical security parameters in device software source code shall not be used.

TC SENSITIVE DATA #5/Test case 5.4.3-1

PROVISION 5.4-3

Security requirement

Type of wor

k

Applicability

Documentation analysis

objectives

Evaluation i

Documentation analysis

procedure

Verdict

nputs

b)

IXIT analysis

Always

Check that hard-coded security parameters defined as critical is not present
inside source-code

- Collected sensitive security parameter from IXIT 10-SecParam

a) Check whether for all critical security parameters provided in IXIT 10-
SecParam where Provisioning Mechanism indicates that it is hard coded in
device software source code, the fact is reflected in Description.

Assess whether for all critical security parameters in IXIT 10-SecParam,

which are hard coded in device software source code according to
Description, the corresponding Provisioning Mechanism ensures that it is
not used during the operation of the DUT.

The verdict PASS is assigned if:

There is no indication that any critical security parameter hard-coded in
device software source code is not documented as such; AND

For all critical security parameter hard-coded in device software source
code, the “Provisioning Mechanism” ensures that it is not used during
the operation of the DUT.

The verdict FAIL is assigned otherwise.

Test Result

Testlab C

omments

m: Security Paramets

2IS

IXIT 10-SecPara

[Description:

|applicable

|applicable

[Type:
|applicable

[sect
|applicable

Protection Scheme:

SecParmm-1

2= |public

rua

(The security parameter & ot critcal)

pplicable
1

rara

The s
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= [the key is hardcoded in o
= [only through averified fir

nd i modied
kage.

i
Parameter is not wansmitted

secPaem-&

o gain [The IG & hardcoded in the hardware and cannat be

modified during the aperation

integrity check of the update packet, the AES key hardcoded in SecParam-2 is used to decrypt the update
packet, and the ID hardcoded in SecParam-3 is used for device authentication. The above three sensitive
parameters are used for updates only and are all singularized for their purpose.

The user account password for SecParam-4 in IXIT 10-SecParam is used for app login authentication,
singularized usage.

This test, passed.
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TC SENSITIVE_DATA #6/Test case 5.4.3-2

Security requirement PROVISION 5.4-3

Type of work Test CAB

Applicability Always

Test objectives Check that hard-coded security parameters defined as critical is not present

inside source-code
Evaluation inputs - At least three devices suitable for testing
- Collected sensitive security parameter from IXIT 10-SecParam

Test scenario Precondition:
v" The devices shall be operating under normal conditions.

Test sequence:

a) Tester assess whether for all critical security parameters hard-coded in
device software source code documented in “Description” of IXIT 10-
SecParam, the Provisioning Mechanism is indeed applied during the
operation of the DUT.

Expected result:
v" Result of tampering enforcement.

Verdict The verdict PASS is assigned if:

- For all critical security parameter hard-coded in device software source
code there is no indication that the application of the provisioning
mechanism differs from its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Tester testing confirms that the description in the IXIT 10-SecParam matches the actual test.
This test passed.
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6.7.2.4 Provision 5.4-4

M C (15): Any critical security parameters used for integrity and authenticity checks of software update and for
protection of communication with associated services in device software shall be unique per device and shall be
produced with a mechanism that reduces the risk of automated attacks against classes of devices.

TC SENSITIVE_DATA #7/Test case 5.4.4-1

Security requirement PROVISION 5.4-4
Type of work IXIT analysis
Applicability Conditional (critical security parameters used for integrity and authenticity

checks of software updates in device software or for protection of communication
with associated services in device software exist)

Documentation analysis Check that critical security parameters used for integrity and authenticity
objectives (software update and protection of communication) shall be unique per device
Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam
Documentation analysis a) Check whether all critical security parameter provided in IXIT 10-
procedure SecParam, where Description indicates that the critical security

parameters are used for integrity and authenticity checks of software
updates or for protection of communication with associated services are
documented as such in Generation Mechanism.

b) Assess for all critical security parameters provided in IXIT 10-SecParam,
whether the Generation Mechanism ensures that the critical security
parameter is unique per device and produced with a mechanism that
reduces the risk of automated attacks against classes of devices.

Verdict The verdict PASS is assigned if:

- All critical security parameter where the purpose in Description indicates
that the critical security parameters are used for integrity and authenticity
checks of software updates or for protection of communication with
associated services are documented as such in Generation Mechanism;
AND

- For all critical security parameters the Generation Mechanism ensures
that the critical security parameters are unique per device and produced
with a mechanism that reduces the risk of automated attacks against
classes of devices.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 10-SecParam. VSVecurity Parameters

o [rype: [security ] jisioni i icati i i i
|applicable |applicable |applicable |applicable |Applicable |applicable licabl Applicable
[eecparam-1 [Fea pubiic signatre key of update [public [The key & not modifiable by |A trustworthy user does not have access o the A
Jserver to verify authenticity and |en ammacker so that its integrity |key through any interfaces. 4 non-tustworthy  ([The security parsmeter is not critical) JiThe security paremeter s not |{The securiy parameter is not eritical)
integrty of fimmuare updates (fter s ensured user needs oot access 1o stop the update process [ransmitted!
|decrypting with SecParem. 2). The key land change the key. This is prevented by input
i= not 3 hard codad idantiey. The key \vaiidaticn of data presented t the DUTS
is hard -coded in device software intarfaces and the accass management of the OS.
[source code. [The anly user role that has access rights to read
l&nd to modify the key is the software update
p ich is run under 2 different v
“softwareupdater than any of the sccounts used
for exzmal interfzces
[eecparam.2 [aes key for decrypting firware [ertical [rhe key & not accessible by |An atiacker nesds access to the file system on the |The key & hardcodsd in the fimmware and & modified [ [The AES key & generated before 2 fimmwars update
update packges (prior to verifying |en stacker so that its DUT or the fimmvars package to gain access o the [only through averfied fimmwers update package.  |{Perameter & not trensmitted) package i relessed on 2 ssparate offing Linuxi BCwith
Wit SecParam-1). The key otz Eenzurd.  |key firmwiare package from the lthe most recent OpenSSL version 2t the time of the key
[hard-coded identiy. The key i hard- update server iz ancrypred. Thersfors the key i |generation. OpenssL uses its own rendom number
|caded in device software source not extractable. The access to the file system s |generator, which & seeded by /dev/random of the
lcade prevented by input validation of data presented to Linux machine. /devsrandom again i seeded by an
[the DUTS interfaces 2nd the access management HSM connected to the machine.
|of the ©5. The only user role that has access rights
lto modify and 1o read the key s the sofware
update process which is run under 2 different
lsccount “softwarsupdaner than any of the
[secount used for extemal interfaces
[cecparem. & io for dentification of the [eritical [the 1o is not accassible by an |an anacker nesds access to the file 5/5t=m to gain |The ID is hardcad=d in te hardware and cannot be A
ouT 2gainst the |emcher o that s |sccess to the 1. This s prevented by input modified during the operation. (Parameter s not used for integrity and authenticy
|essociated services (cloud identislty is ensured. |validation of data presentsd to the DUTS |checks of sofware updatss or for protection of
[secparam s [Usemame and pasword h ion & nat [an stiacker needs access 1o the file system A
Jfor authentication against the 2pp. |pccessible by 2n attackerso  |change the password. This & prevented by input [(Parameter & not used for integrity and authenticity
[The is no hardcoded [that s |validation of data presented to the DUTS |checks of software updates or for protection of

Based on SecParam-2 in IXIT 10-SecParam, AES keys are generated by secure random number generation.
SecParam-4 is a user setting that passes the strength check.
This test passed.
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6.8 Communicate Securely

6.8.1 IXIT Data

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 11-ComMech: Communication Mechanisms

ID:

Description:

Security Guarantees:

Cryptographic Details:

Resilience Measures:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the communication mechanism, including its purpose and a
description of the used protocol. For standardized protocols a reference is
sufficient. It is indicated additionally whether the mechanism is remotely
accessible

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local
connection between an mobile application and the DUT.

Description of the realized security objectives and the threats the mechanism
is protected against.

Note: The most common security guarantees to be considered include authentication of peers,
authentication of origin, integrity protection, confidentiality protection, and anti-replay.

Description of the cryptographic methods (protocols, operations, primitives,
modes and key-sizes) used to secure the communication mechanism
considering key management, and to facilitate the described " Security
Guarantees".

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2
Command Class v1 is used for the communication. The transferred data is authenticated
encrypted with AES-128 CCM to facilitate confidentiality and integrity. The key exchange is based
on an out-of-band mechanism.

Description of the measures to ensure that the connection establishment is
performed in an orderly fashion including an expected, operational and stable
state to achieve a stable connection.

Note: Resilience measures consider the sequence of the used protocol, the capability of the
infrastructure, reset and initialization of the protocol and problems caused by mass reconnections

IXIT 12-NetSeclmpl: Network and Security Implementations

ID:

Description:

Review/Evaluation
Method:

Report

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the implementation of the network or security functionality,
including its purpose and scope.

Note:The kind of implementation (e.g. software library or separate microcontroller) is helpful to
determine the relevant functionality for an evaluation or review.

Description of the method used to review or evaluate the implementation,
including the principles it is based on (e.g. audit, peer review, automated code
analysis). Additionally the implementation scope is described, that is covered
by the method.

Outcome of the review or evaluation or a reference to the certificate or the
evaluation report that proves that the implementation has been successfully
evaluated.

Note: The outcome of the review or evaluation does not need to be a single document. For
instance, it is also possible to use the documentation of bug tracking in a software management
tool to demonstrate that the implementation is reviewed.
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IXIT 6-SoftComp: Software Components

ID

Description

Update Mechanism

Cryptographic Usage:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the software component.

Reference to update mechanisms in IXIT 7-UpdMech that are used for
updating the software component. An empty list of update mechanisms
indicates the absence of updates for the software component and in this case
a justification is provided.

Indicates, if the software component makes use of cryptographic algorithms or
primitives (Yes/No) and if so, it is included additionally, whether side effects of
updating those algorithms and primitives are considered by the manufacturer
(Yes/No).

IXIT 13-SoftServ: Software Services

ID

Description

Status:

Justification:

Allows Configuration
(Yes/No):

Authentication
Mechanism:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the service, including its purpose. It is indicated additionally
whether the service is accessible via network interface and whether this is the
case in the initialized state

Indication whether the service is enabled or disabled in the initialized state.

If the service is enabled: Justification why the service is necessary for the
intended use or operation of the DUT.

If the service is accessible via network interface: Indication whether the service
allows security-relevant changes in configuration and if so, a brief description
of the possible configuration.

If the service is accessible via network interface: Reference to authentication
mechanisms in IXIT 1-AuthMech that are used for authentication prior the use
of the service.

IXIT 1-AuthMech: Authentication Mechanisms

ID:

Description:

Authentication Factor:

Password Generation
Mechanism:

Security Guarantees:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the authentication mechanism and its corresponding
authorization process. It is indicated additionally whether the mechanism is
used for user or machine-to-machine authentication and whether it is directly
addressable from a network interface.

The type of attribute used for authentication. For passwords it is indicated
additionally whether the password is set by the user and used in the initialized
state.

If the authentication factor is a password, which is not set by the user:
Description of the mechanism to generate the password. It is indicated
additionally whether the password is unique per device and whether it is pre-
installed.

Note: A detailed specification of the password generation mechanism is not necessary.lt is
considered as sufficient when the description explains the measures to ensure that the passwords
are unique per device in any state other than the factory default and to reduce the risks of
automated attacks based on obvious regularities, common strings, public available information or
inappropriate complexity when used as pre- installed and unique per device password.

Description of the realized security objectives and the threats the mechanism is
protected against.
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Example: The mechanisms attests that the authenticated entity is in possession of a valid
password. The confidentiality and integrity protection of the password during transfer is also
guaranteed within the session.

Description of the cryptographic methods (protocols, operations, primitives,
modes and key-sizes) used to secure the authentication mechanism
considering key management, and to facilitate the described "Security
Guarantees".

Example: Authentication is performed via http authentication framework (IETF RFC 7235 [i.10]).
Integrity and confidentiality of the password transfer to the DUT is realized with the TLS cipher
suite TLS_DHE_RSA_WITH_AES_128 CBC_SHA256.

If the authentication mechanism is directly addressable from a network
interface: Description of the method to prevent an attacker from brute forcing
credentials via network interfaces.

Example: A time delay of 5 seconds after an unsuccessful login before a new login can follow.

IXIT 10-SecParam: Security Parameters

ID:

Description:

Type:

Security Guarantees:

Protection Scheme:

Provisioning Mechanism:

Communication
Mechanisms:

Generation Mechanism:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the security parameter, including its purpose. It is indicated
additionally whether the parameter is a hard-coded unique per device identity
used in a device for security purposes (hard- coded identity) and/or hard-coded
in device software source code.

Indication whether the security parameter is public or critical.

Note: Public and critical security parameters are defined in ETSI TS 103 645 [1)/ETSI EN 303 645
[2].

Description of the realized baseline security objectives and threats the security
parameter is protected against during persistent storage.

Description of the measures that are applied to achieve the Security
Guarantees. This includes the principals and roles through which access to the
parameter is possible, including the privileges associated to each role.

If the "Type" indicates that the parameter is critical: Description of the
mechanism through which the parameter is assigned its value for the operation
of the DUT.

Note: Such assignment can happen during initialization or in initialized state (e.g. when a device
functionality relying on the parameter is activated by the user).

Note: Persistent configuration data, runtime configuration data, protocol negotiation and
assignment to a default value are potentially possible provisioning mechanisms.

Reference to communication mechanisms in IXIT 11-ComMech that are used
for communicating the parameter and an indication whether the communication
is done via remotely accessible interfaces.

If the "Type" indicates that the parameter is critical and used for integrity and
authenticity checks of software updates or for protection of communication with
associated services: Description of the mechanism used to generate the
values of the parameter and it is indicated additionally that the parameter is
used for integrity and authenticity checks of software updates or for protection
of communication with associated services.

Note: References to a standard random number generator and applicable design documents.
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IXIT 4-Conf: Confirmations

Confirmation of Secure Confirmation that the secure management processes described in IXIT 14-
Management (Yes/No): SecMgmt are established.

IXIT 14-SecMgmt: Secure Management Processes

ID Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description Brief description of the secure management process regarding the whole life
cycle for critical security parameters. If an existing standard is used, a
reference to the corresponding standard is provided.

Note: The life cycle of a critical security parameters typically considers generation, provisioning,
storage, updates, decommissioning, archival, destruction, processes to handle the expiration and
compromise of the parameter.

Page 99 of 195



LYNS_TC. Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

6.8.2 Evaluation tasks

6.8.2.1 Provision 5.5-1
M: The consumer IoT device shall use best practice cryptography to communicate securely.

TC COMMUNICATE SECURELY #1/Test case 5.5-1-1

Security requirement PROVISION 5.5-1

Type of work Doc

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the cryptography used for
objectives the communication mechanisms concerning the use of best practice cryptography (a-c)

and the vulnerability to a feasible attack (d).
Evaluation inputs List of communication mechanism in IXIT 11-ComMech:

for each communication mechanism described in IXIT11-ComMech following
information is required:

- security guarantees
- cryptographic details

Documentation analysis a) For each communication mechanism in IXIT 11-ComMech, assess whether the
procedure "Security Guarantees" are appropriate for the use case of the communication.

b)  For each communication mechanism in IXIT 11-ComMech, assess whether the
mechanism according to "Description" is appropriate to achieve the "Security
Guarantees".

¢) For each communication mechanism in IXIT 11-ComMech, assess whether the
"Cryptographic Details" are considered as best practice cryptography for the use
case of secure communication based on a reference catalogue. If "Cryptographic
Details" are not included in a reference catalogue for the corresponding use case
(e.g. novel cryptography), the SO shall provide evidences, e.g. a risk analysis, to
justify the cryptography is appropriate as best practice for the use case. In such
case the TESTER shall assess whether the evidence is appropriate and reliable for
the use case.

d) For each communication mechanism in IXIT 11-ComMech, the TESTER shall
assess whether the "Cryptographic Details" are not known to be vulnerable to a
feasible attack for the desired security property on the base of the "Security
Guarantees" by reference to competent cryptanalytic reports.

Verdict The verdict PASS is assigned if for all communication mechanisms:

e The security guarantees are appropriate for the use case of secure
communication; AND

e The mechanism is appropriate to achieve the security guarantees with
respect to the use case; AND

e All used cryptographic details are considered as best practice for the use
case; AND

e All used cryptographic details are not known to be vulnerable to a
feasible attack for the desired security property.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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IXIT 11-ComMech: Communication Mechanisms

[z security E ic Details: Resilience Measures:
licabh licabl licabs licabl Applicable
ComMech-2 The DUT uses a connestion to the associated services (cloud Through TLS the iong 41 Security o realized over TLS 12 with the [The connection uses the well-gefined TLS protocol to establish
infrastructurs) https://cloud.example.net as client. This connection |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ardred protocol sequence.
is based on IP/TCP/HTTPS. The mechanism is remotely accassible. of suchanged packets, and | ECDHE-ECDSA-AES128- GCM-SHAZS6 o ECDHE-ECDSA-AES256- | defined state machines, and dsfined and reset
ComMach-3 The DUT uses a connaction to the update server Through TLS the g | All Sacurity @ realized over TLS 1.2 with the The connaction uses the well-defined TLS protocol to establish
hittps.//update.example.net as client. This cannection is based on  [authenticity of the DUT, integrity and ollowing TLS cipher suites which define all crypto primitives: the connaction, which covers an ordered pratocol sequence
IP/TCP/HTTPS. The. i remotaly acosssible. of exchanged packets, and | ECDHE-ECDSA-AES128- GCM-SHAZ56 or ECDHE-ECDSA-AES256- |defined state machines. and defined and reset

Based on the IXIT 11-ComMech, the device has two modes of networking, one via WALA to the computer and
one via the app. Testers have tested that the various interfaces of the app, which involve the transmission or
display of sensitive information, have been used with the Secure Transmission Protocol and TLS1.2, and the
security suite has been used.

This test, passed.
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TC COMMUNICATE SECURELY #2/ Test case 5.5-1-2

Security requirement PROVISION 5.5-1
Type of work Test CAB
Applicability Always

Test objectives Verify whether cryptography used for. the communication mechanism by
manufacturer is implemented on device

- At least one device suitable for testing

- List of communication mechanism in IXIT 11-ComMech:

Evaluation inputs for each communication mechanism described in IXIT11-ComMech following
information is required:

- security guarantees
- cryptographic details

Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

a) For each communication mechanism in IXIT 11-ComMech, the tester
functionally assess whether the described "Cryptographic Details" are
used by the DUT.

Test scenario

Expected result:

v' Evaluation of implementation of cryptographic settings as declared on
IXIT documentation

The verdict PASS is assigned if:

- There is no indication that any used cryptographic setting differs from its

Verdict IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 11-ComMech: Communication Mechanisms

1D: Security ic Details: Resilience Measures:

| Applicable Applicable Applicable | Applicable  Applicable

ComMech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication guarantees |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
infrastructure) https://cloud.example.nst as client. This connection |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence,
is based on IP/TCP/HTTPS. The mechanism is remotaly accessible. of exchanged packets. and ECDHE-ECDSA-AES128- GCM-SHA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined and reset

ComMach-3 The DUT uses a connaction to the update server Through TLS tha communication guarantses |All Security Guaranteas are realized over TLS 1.2 with tha The connaction uses the well-defined TLS protocol to establish
hitps://update.example.net as client. This connection is based on  |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence.
IP/TCP/HTTPS. The mechanism is remotely accessible. of exchanged packets. and ECDHE-ECDSA-AES128- GCM-5HA256 or ECDHE-ECDSA-AES256- | defined state machines. and defined and reset

Based on IXIT 11-ComMech, testers have tested that the encryption settings described in the documentation
are consistent with actual use.
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| POST A https:{/api.aws.idbkmonitar.com/auth/owner/login ‘ m

Params Authorization Headers (9) Body » Scripts Settings Cookies

) none () form-data (O x-www-form-urlencoded Q raw () binary (O GraphQL  JSON  ~ Beautify

1 {"username":"Test@81l","password”:"Test@EE3","languageId":1}

Body Cookies Headers (9) Test Results n 200 0K 821ms  581B @ [EE oo
Pretty Raw Preview Visualize JSON v = <« o Q
1 i
2 "status": @,
3 msg®: "ok,
a "data: 1
5 "access_token": "eylhbGciOilIUzUxMilde.

eyllc2WyX21kIjoy0TISLCI1c2VyX2t1eSI6IjVkZ B OWNIL TFiZDgtNGUXNI1iZTIhL Th3IM2ZML0DMENTAXNSIsInVzZXJu
WW1lIjoiVGVzdDAWMSIS.
MF gTSYEGGmvWIo_jFnMOXAbPye3TztpfhltRowdcONCKxsPHwW-hI1RYDOOzdzExLtEXSjtXjhakBveabaMkghQ"

[ "expires_in": 240
7 =
8 t
1@ - BRE Se==Ti==Eaaa#
.75.93.227
No. Time Source Destination Protoco Length Info
751 19.473339 3.75.93.227 192.168.9.196 TCP. 64 443 |> 33632 [ACK] Seq=1 Ack=518 Win=62336 Len=0
752 19.474344 3.75.93.227 192.168.9.196 Tlovi.2 1586 server Hello
753 19.474542 3.75.93.227 192.168.9.196 TLSv1.2 1506 Certificate
754 19.474542 3.75.93.227 192.168.9.196 TLsvi.2! 327 Server Key Exchange, Server Hello Done
772 19.667835 3.75.93.227 192.168.9.196 TLSv1.2 328 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
780 19.898183 3.75.93.227 192.168.9.196 TCP 68 443 + 33632 [ACK] Seq=3452 Ack=1036 Win=61952 Len=0
783 19.969438 3.75.93.227 192.168.9.196 TLSv1.2 686 Application Data

The login interface in the application uses the https protocol, TLS 1.2 protocol, as described in IXIT 11-
ComMech.
This test, passed.
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6.8.2.2 Provision 5.5-2

R: The consumer IoT device should use reviewed or evaluated implementations to deliver network and security
functionalities, particularly in the field of cryptography.

TC _COMMUNICATE SECURELY #3/Test case 5.5-2-1

Security requirement PROVISION 5.5-2
Type of work Doc
Applicability Always

The purpose of this test case is the conceptual assessment of the
implementations of network and security functionalities concerning reviews and
evaluations.

Documentation analysis
objectives

- Evaluation & Review Methods regarding on network and security functionalities
o on device in particular in cryptography domain (“Review/Evaluation Method”
Evaluation inputs from IXIT 12-NetSecImpl)

- Outcome of the review or evaluation (“Report” from IXIT 12-NetSecIimpl)

a) For each implementation in IXIT 12-NetSecIlmpl, assess whether it has been
reviewed or evaluated according to "Review/Evaluation Method".

Documentation analysis b) For each review or evaluation method associated to an implementation in IXIT

procedure 12-NetSeclmpl, assess whether the "Review/Evaluation Method" and its
"Report" covers the related implementation scope as described in
"Description™.

The verdict PASS is assigned if:

e All implementations of network and security functionalities are reviewed or
evaluated; AND
Verdict
e All review and evaluation methods cover the scope of the related
implementation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 12-NetSeclmpl: Network and Security Implementations
ID Description |ReviewavaIuation Method: Report:

NetSecimpl-1 [The DUT uses Quectel's FC41D module to implement All network functionalities and reports of FC41D module can be None generated especially for this DUT.
network functionality. The FC41D module integrates found on this website: https://www guectel.com/download-zone/
network communication capabilities, and by enabling

NetSeclmpl-2 The DUT's network encryption functionality is Information about the module can be found on this website None generated especially for this DUT.
implemented on the FC41D module, utilizing the https://www quectel com/download-zone/
module’s built-in SSL features to achieve encrypted

Based on IXIT 12-NetSeclmpl, The DUT uses Quectel's FC41D module to implement network functionality. The
FC41D module integrates network communication capabilities, and by enabling the SSL service on the module,
it facilitates data , Information about the module can be found on this website:
https://www.quectel.com/download-zone/

This test, passed.
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TC COMMUNICATE SECURELY #4 / Test case 5.5-2-2

Security requirement PROVISION 5.5-2

Type of work Test CAB

Applicability Always
The purpose of this test case is the functional assessment of the

Test objectives implementations of network and security functionalities concerning reviews and
evaluations.

- Evaluation & Review Methods regarding on network and security functionalities
o on device in particular in cryptography domain (“Review/Evaluation Method”
Evaluation inputs from IXIT 12-NetSecImpl)

- outcome of the review or evaluation (“Report” from IXIT 12-NetSeclmpl)
Precondition:

v" The devices shall be operating under normal conditions.
Test sequence:

a) For each implementation associated with a review or evaluation method
Test scenario in IXIT 12-NetSecImpl, check whether the identification of the
implementation (name and version) on the DUT matches the
identification of the implementation provided in the "Report".

Expected result:

v' Matching between identification of the implementation (name & version)
on device compare to what is provided in IXIT statement

The verdict PASS is assigned if:

¢ The name and version of every provided implementation matches the
name and version provided in the related report; or

Verdict
e The necessary information are not obtainable, because the DUT does
not provide any information on the implementation name and version.
The verdict FAIL is assigned otherwise.
Test Result

FAIL

Testlab Comments

IXIT 12-NetSeclmpl: Network and Security Implementations

ID Description Review/Evaluation Method: |&apnrt:
NetSeclmpl-1 The DUT uses Quectel's FC41D module to implement Al network functionalities and reports of FC41D module can be None generated especially for this DUT.

network functionality. The FC41D module integrates found on this website: https://www quectel com/download-zone/
network communication capabilities, and by enabling

NetSecimpl-2 [The DUT's network encryption functionality is Information about the module can be found on this website: None generated especially for this DUT.
implemented on the FC41D module, utilizing the https//www.quectel.com/download-zone/
module’s built-in SSL features to achieve encrypted

According to IXIT 12-NetSeclmpl, the DUT has two NetSeclmpl.

However, the manufacturer did not provide any report of the identification of the implementation (name and
version) on the DUT. The tester cannot verify that the name and version of every provided implementation
matches the name and version specified in the related report. Therefore, it is determined that the requirement
fails.
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R: Cryptographic algorithms and primitives should be updateable.

TC _COMMUNICATE SECURELY #5/ Test case 5.5-3-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

Verdict

PROVISION 5.5-3
Doc
Always

The purpose of this test case is the conceptual assessment of implementations
providing cryptographic algorithms and primitives concerning the updatability.

For each software component, “cryptographic Usage” & “Update
Mechanism” from IXIT 6-SoftComp

a) For each software component in IXIT 6-SoftComp indicating
"Cryptographic Usage”, assess whether an "Update Mechanism" to
update the software component is referenced.

b) For each software component in IXIT 6-SoftComp indicating
"Cryptographic Usage", assess whether side effects of updating those
algorithms and primitives are considered by the manufacturer.

The verdict PASS is assigned if:

- For every software component indicating cryptographic usage an update
mechanism is referenced; AND

- Side effects of updating those algorithms and primitives are considered
by the manufacturer.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

IXIT 12-NetSeclmpl: Network and Security Implementations

ID Description

Review/Evaluation Method: I&epnrt:

NetSecimpl-1

NetSeclmpl-2

[The DUT's network encryption functionality is
implemented on the FC41D module, utilizing the
module’s built-in SSL features to achieve encrypted

The DUT uses Quectel's FC41D module to implement All network functionalities and reports of FC41D module can be None generated especially for this DUT.
network functionality. The FC41D module integrates
network communication capabilities, and by enabling

found on this website: https://www quectel com/download-zone/

Information about the module can be found on this website:
https//www.quectel.com/download-zone/

None generated especially for this DUT.

Based on the information provided by the vendor regarding IXIT 6-SoftComp, SoftComp-1 referencing
Cryptographic Usage includes an Update Mechanism, while SoftComp-2, being ineligible for updates, is not
applicable. Therefore, this test item is deemed to fail.
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6.8.2.4 Provision 5.5-4

RC (16): Access to device functionality via a network interface in the initialized state should only be possible
after authentication on that interface.

TC COMMUNICATE SECURELY #6 / Test case 5.5-4-1

Security requirement PROVISION 5.5-4

Type of work Doc

Applicability Conditional (access to device functionality via a network interface in the initialized state is
possible)

Documentation analysis The purpose of this test case is the conceptual assessment of device functionality via a

objectives network interface in the initialized state concerning authentication and authorization.

Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ)

List of all Authentication mechanism (IXIT 1-AuthMech)

Documentation analysis a) For each device functionality in IXIT 13-SoftServ indicated as accessible via
procedure network interface in the initialized state according to "Description", assess
whether there is at least one "Authentication Mechanism" referenced.

b) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, assess
whether the authentication mechanism described in IXIT 1-AuthMech allows to
discriminate between multiple authentication subjects and can reject
authentication attempts based on invalid identities and/or authentication factors.

Note: Discriminating is typically done based on unique identities and/or authentication factors.

c) Foreach"Authentication Mechanism" referenced in IXIT 13-SoftServ, assess
whether the means protecting the authentication mechanism in "Cryptographic
Details" in IXIT 1-AuthMech provide the "Security Guarantees" identified for
the mechanism and are resistant to attempts at compromising the mechanism.

d) d) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ,
assess whether the authorization process described in "Description™ in IXIT 1-
AuthMech allows authenticated subjects with proper access rights to be granted
access and denies authenticated subjects with inadequate access rights or
unauthenticated subjects to be granted access.

Verdict The verdict PASS is assigned if:

e At least one authentication mechanism is referenced for every device
functionality accessible via network interface in the initialized state; AND

e  Every authentication mechanism allows to discriminate between multiple
authentication subjects and to reject authentication attempts based on invalid
identities AND/OR authentication factors; AND

e The means used to protect an authentication mechanism provide the expected
security guarantees and are resistant at attempts to compromise the
mechanism; AND

e Every authorization mechanism allows access to authenticated subjects with
proper access rights; AND

e Every authorization mechanism denies access to authenticated subjects with
inadequate access rights and to unauthenticated subjects.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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|lD:

IXIT 13-SoftServ: Software Services

=

Status:

Justification:

Allows Cs

ion (Yes/No):

SoftServ-1

Maodbus servics

Enabled

Authhech-1
Authhech-2
AuthMech-3

SoftServ-2

MQTT service

Enabled

Authhech-1
AuthMech-2

SoftServ-3

Updata sarvics for downloading and
applying firmware updates.

Enabled

The servica is responsible for checking
remote for firmware updates.

N/A
(The service is not accessible over the
network)

Based on IXIT 13-SoftServ, the DUT offers three connection methods.

The tester connects through the application login and performs an override test, where unauthorized content
cannot be viewed and this test is successful.

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to
unauthorized topics, etc. This test succeeds.

This test passes.

Page 108 of 195




LYNS_TC. Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

TC COMMUNICATE SECURELY #7 / Test case 5.5-4-2

Security requirement PROVISION 5.5-4

Type of work Test CAB

Applicability Conditional (access to device functionality via a network interface in the initialized state is
possible)

Test objectives The purpose of this test case is the functional assessment of device functionality via a

network interface in the initialized state concerning authentication and authorization.
Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ)
List of all Authentication mechanism (IXIT 1-AuthMech)

Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v'a) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ,
assess whether an unauthenticated subject and a subject with_invalid identity or
credentials and an authenticated subject without appropriate access rights
cannot access the device functionality in the initialized state.

Note: This test unit cannot in principle distinguish between the authentication and the authorization
step - implementation aiming at reducing information leak will not disclose which step would fail to the
subject.

v' b) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ,
functionally assess whether an authenticated subject with appropriate access
rights can access the device functionality in the initialized state.

v' c) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ,
functionally assess whether the protection of the authentication mechanism
conforms to the description in "Security Guarantees" and "Cryptographic
Details" in IXIT 1-AuthMech.

Expected result:

v/ a) Evaluation of software services authentication in the context of inappropriate
access right

v' b) Evaluation of software services authentication in the context of appropriate
access right

v' ¢) Evaluation whether protection of authentication mechanism is in conformance
with IXIT statement

Verdict The verdict PASS is assigned if for every device functionality accessible via
network interface in the initialized state:

e An unauthenticated subject, a subject with invalid identity or invalid credentials
and an authenticated subject without appropriate access rights cannot access
the functionality in the initialized state; AND

e An authenticated subject with appropriate access rights can access the device
functionality in the initialized state; AND

e There is no indication that the mechanism to secure the authentication differs
from its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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|lD:

IXIT 13-SoftServ: Software Services

=

Status:

Justification:

Allows Cs

ion (Yes/No):

SoftServ-1

Maodbus servics

Enabled

Authhech-1
Authhech-2
AuthMech-3

SoftServ-2

MQTT service

Enabled

Authhech-1
AuthMech-2

SoftServ-3

Updata sarvics for downloading and
applying firmware updates.

Enabled

The servica is responsible for checking
remote for firmware updates.

N/A
(The service is not accessible over the
network)

Based on IXIT 13-SoftServ, the DUT offers three connection methods.

The tester connects through the application login and performs an override test, where unauthorized content
cannot be viewed and this test is successful.

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to
unauthorized topics, etc. This test succeeds.

This test passes.
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6.8.2.5 Provision 5.5-5

MC (17): Device functionality that allows security-relevant changes in configuration via a network interface shall
only be accessible after authentication. The exception is for network service protocols that are relied upon by
the device

TC COMMUNICATE SECURELY #8/ Test Case 5.5.5-1

Security requirement PROVISION 5.5-5

Type of work Doc

Applicability Conditional (device functionality that allows security-relevant changes in configuration via
a network interface exists)

Documentation analysis The purpose of this test case is the conceptual assessment of device functionality

objectives allowing security-relevant changes via a network interface concerning the authentication

and authorization.
Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ)
List of all Authentication mechanism (IXIT 1-AuthMech)

Documentation analysis a) Tester apply all test units as specified in the Test case 5.5-4-1 with restriction to

procedure the functionalities that allow security-relevant changes according to "Allows
Configuration" in IXIT 13-SoftServ. Network service protocols that are relied
upon by the DUT and where the manufacturer cannot guarantee what
configuration will be required for the DUT to operate are excluded.

Note: Network service protocols that are designed to enable external configuration without
authentication, e.g. DHCP, are excluded in context of this provision.

Verdict The verdict PASS is assigned if:

e  Every authentication mechanism allows to discriminate between multiple
authentication subjects and to reject authentication attempts based on invalid
identities and/or authentication factors; AND

e The means used to protect an authentication mechanism provide the expected
security guarantees and are resistant at attempts to compromise the
mechanism; AND

e  Every authorization mechanism allows access to authenticated subjects with
proper access rights; AND

e Every authorization mechanism denies access to authenticated subjects with
inadequate access rights and to unauthenticated subjects.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 13-SoftServ: Software Services
[iD Descript Status e Allows Gonfiquration (Vesito) P

Softserv-1 Modbus service Enabled Authhech-1
AuthMech-2
AuthMech-3
SoftServ-2 MQTT service Enabled Authhech-1
Authhech-2

SoftServ-3 Update service for downloading and Enabled The service is responsible for checking  |MNo MN/A
applying firmwara updates remate for firmwars updates. (The service is not accassibla over the
network)

Based on IXIT 13-SoftServ, the authentication method provided by the DUT is to connect via app login, the user
needs to register for an account should connect using the device's unique serial number.

The device has only one permission and requires authentication to log in and connect to the device before it can
be operated.

This test, passed.
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TC COMMUNICATE SECURELY #9/ Test Case 5.5.5-2

Security requirement PROVISION 5.5-5
Type of work Test CAB
Applicability Conditional (device functionality that allows security-relevant changes in configuration via

a network interface exists)

Test objectives The purpose of this test case is the functional assessment of device functionality allowing
security-relevant changes via a network interface concerning the authentication and
authorization (a) and the completeness of the IXIT documentation (b).

Evaluation inputs - At least one device suitable for testing
- List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ)
- List of all authentication mechanism (IXIT 1-AuthMech)
Test scenario Precondition:
v' The devices shall be operating under normal conditions.
Test sequence:

v' Try to access security configuration functionality though network interfaces with
authorized and unauthorized credentials

v a) Tester shall apply all test units as specified in the Test case 5.5-4-2 for all
states of the DUT with restriction to the functionalities that allow security-
relevant changes according to "Allows Configuration" in IXIT 13-SoftServ.
Network service protocols that are relied upon by the DUT and where the
manufacturer cannot guarantee what configuration will be required for the DUT
to operate are excluded.
Note: Network service protocols that are designed to enable external configuration without
authentication, e.g. DHCP, are excluded in context of this provision.

v b) Tester shall functionally assess whether communication mechanisms that are
not documented in IXIT 11- ComMech are available via a network interface on
the DUT.

Example: Network scanning tools allow for discovery of network-based communication mechanisms
Expected result:
v Denial or authorization access to configuration functionality

Verdict The verdict PASS is assigned if:

e An unauthenticated subject, a subject with invalid identity or invalid credentials
AND

e an authenticated subject without appropriate access rights cannot access the
functionality; AND

e An authenticated subject with appropriate access rights can access the device
functionality; AND

e There is no indication that the mechanism to secure the authentication differs
from its IXIT documentation; AND

e Every discovered network-based communication mechanism is documented in
the IXIT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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|lD:

IXIT 13-SoftServ: Software Services

=

Status:

Justification:

Allows Cs

ion (Yes/No):

SoftServ-1

Maodbus servics

Enabled

Authhech-1
Authhech-2
AuthMech-3

SoftServ-2

MQTT service

Enabled

Authhech-1
AuthMech-2

SoftServ-3

Updata sarvics for downloading and
applying firmware updates.

Enabled

The servica is responsible for checking
remote for firmware updates.

N/A
(The service is not accessible over the
network)

Based on IXIT 13-SoftServ, the DUT offers three connection methods.

The tester connects through the application login and performs an override test, where unauthorized content
cannot be viewed and this test is successful.

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to
unauthorized topics, etc. This test succeeds.

This test passes.
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6.8.2.6 Provision 5.5-6

RC(18): Critical security parameters should be encrypted in transit, with such encryption appropriate to the
properties of the technology, risk and usage.

TC_COMMUNICATE _SECURELY #10/ Test Case 5.5-6-1

Security requirement PROVISION 5.5-6

Type of work Doc

Applicability Conditional (Critical security parameters are transmitted)

Documentation analysis The purpose of this test case is the conceptual assessment of the cryptography
objectives used for communicating critical security parameters.

List of communication mechanism (“Communication Mechanisms” in IXIT 11-
Evaluation inputs ComMech)

List of Security parameters (IXIT 10-SecParam)

a) Forall "Communication Mechanisms" in IXIT 11-ComMech
referenced in any critical security parameter in IXIT 10-SecParam, tester

Documentation analysis apply all test units as specified in the Test case 5.5-1-1 with restriction,

procedure that at least the security guarantee of confidentiality is required to be
fulfilled.
The verdict PASS is assigned if for all communication mechanisms used for
communicating critical security parameters:
e  The security guarantees are appropriate for the use case of secure
communication; AND
e The mechanism is appropriate to achieve the security guarantees with respect to
Verdict the use case; AND

e All used cryptographic details are considered as best practice for the use case;
AND

e All used cryptographic details are not known to be vulnerable to a feasible
attack.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 11-ComMech: Communication Mechanisms

ID: i Security Guarantees: Ci Details: ilie Measures:

Applicable Applicable Applicable Applicable Applicable

Comhech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication guarantees |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
infrastructurs) https://cloud.example.net as client. This connection |authenticity of the DUT. integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence.
is based on IP/TCP/HTTPS. The mechanism is remaotely accassible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and resst

Comhdech-3 The DUT uses a connection to the update server Through TLS the communication guarantees |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
https://update example.net as dient. This connection is based on  |authenticity of the DUT. integrity and following TLS cipher suites which define all crypto primitives: the connection. which covers an orderad protocol sequencs.
IP/TCP/HTTPS. The mechanism is remately accessible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and reset

Based on IXIT 13-SoftServ, reference 5.1-3-1.
This test, passes.
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TC _COMMUNICATE SECURELY #11/ Test Case 5.5-6-2

Security requirement PROVISION 5.5-6

Type of work Test CAB

Applicability Conditional (Critical security parameters are transmitted)

Test objectives The purpose of this test case is the functional assessment of the cryptography

used for communicating critical security parameters.
Evaluation inputs - At least one device suitable for testing
- List of communication mechanism in IXIT 11-ComMech
- List of security parameters in IXIT 10-SecParam
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v'a) For all "Communication Mechanisms" in IXIT 11-ComMech
referenced in any critical security parameter in IXIT 10-SecParam,
tester apply all test units as specified in the Test case 5.5-1-2.

Expected result:

v" Implementation of secure communication in particular for critical
security parameter

Verdict The verdict PASS is assigned if for all communication mechanisms used for
communicating critical security parameters:

e The security guarantees are appropriate for the use case of secure
communication; AND

e The mechanism is appropriate to achieve the security guarantees with
respect to the use case; AND

e All used cryptographic details are considered as best practice for the use
case; AND

e All used cryptographic details are not known to be vulnerable to a
feasible attack.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 11-ComMech: Communication Mechanisms

1D: i Security Gi 1 Details: mﬁiliemm Measures:

Applicable Applicable Applicable Applicable Applicable

ComMech-2 The DUT uses a connaction to the associated services (cloud Through TLS the communication guarantess |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
infrastructurs) https://cloud example net as client. This connection |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an orderad protocol sequencs,
is based on IP/TCP/HTTPS. The mechanism is remotely accassible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA258 or ECDHE-ECDSA-AES256- |defined state machines, and defined initializ; n and resst

ComMech-3 The DUT uses a connection to the update server Through TLS the communication guarantess |All Security Guarantess are realized over TLS 1 2 with the The connaction uses the well-defined TLS protocol to establish
https://update.example.nat as dient. This connection is based on  |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence,
IP/TCP/HTTPS. The mechanism is remotely accessible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA258 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and reset

Based on IXIT 13-SoftServ, reference 5.1-3-1.
This test, passes.
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MC(19): The consumer IoT device shall protect the confidentiality of critical security parameters that are
communicated via remotely accessible network interfaces.

TC_COMMUNICATE_SECURELY_ #12/ Test Case 5.5-7-1

Security requirement

PROVISION 5.5-7

Type of work

Doc

Applicability

Conditional (critical security parameters are transmitted via remotely accessible
network interfaces)

Documentation analysis
objectives

The purpose of this test case is the conceptual assessment of the cryptography
used for communicating critical security parameters via remotely accessible
network interfaces.

Evaluation inputs

- List of critical security parameters (IXIT 10-SecParam)
- List of communication mechanisms (IXIT 11-ComMech)

Documentation analysis
procedure

a) Forall"Communication Mechanisms", that are remotely accessible
according to their "Description” in IXIT 11- ComMech referenced in
any critical security parameter in IXIT 10-SecParam, tester shall apply
all test units as specified in the Test case 5.5-1-1 with restriction, that at
least the security guarantee of confidentiality is required to be fulfilled.

Verdict

The verdict PASS is assigned if for all communication mechanisms used for
communicating critical security parameters via remotely accessible network
interfaces:

e  The security guarantees are appropriate for the use case of secure
communication; AND

e The mechanism is appropriate to achieve the security guarantees with respect to
the use case; AND

e All used cryptographic details are considered as best practice for the use case;
AND

e All used cryptographic details are not known to be vulnerable to a feasible
attack.

The verdict FAIL is assigned otherwise.

Test Result

https://updata example.nat as dient. This connection is based on
IP/TCP/HTTPS. The mechanism is remately accessible.

authenticity of the DUT. integrity and
confidentiality of exchanged packets, and

following TLS dpher suites which defina all crypto primitives:
ECDHE-ECDSA-AES128-GCM-SHAZ56 or ECDHE-ECDSA-AES256-

PASS
Testlab Comments
IXIT 11-ComMech: Communication Mechanisms
ID: i Security Guarantees: Ci Details: Measures:
Applicable Applicable Applicable Applicable Applicable
Comhech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication guarantees |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
infrastructurs) https://cloud.example.net as client. This connection |authenticity of the DUT. integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence.
is based on IP/TCP/HTTPS. The mechanism is remaotely accassible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and resst
Comhdech-3 The DUT uses a connection to the update server Through TLS the communication guarantees |All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish

the connaction. which covers an ordared protocol sequencs.
defined state machines, and defined initialization and reset.

Based on IXIT 13-SoftServ, reference 5.1-3-1.
This test, passes.
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TC COMMUNICATE SECURELY #13/ Test Case 5.5-7-2

Security requirement PROVISION 5.5-7
Type of work Test CAB
Applicability Conditional (critical security parameters are transmitted via remotely accessible

network interfaces)

Test objectives The purpose of this test case is the functional assessment of the cryptography
used for communicating critical security parameters via remotely accessible
network interfaces.

Evaluation inputs - At least one device suitable for testing
- List of “Communications Mechanisms” from IXIT 11-ComMech
- List of critical security parameters (IXIT 10-SecParam)
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

a) For all "Communication Mechanisms", that are remotely
accessible according to their "Description” in IXIT 11- ComMech
referenced in any critical security parameter in IXIT 10-SecParam,
Tester shall apply all test units as specified in the Test case 5.5-1-2.

Expected result:

v'implementation results that cryptographic settings used for
communicating critical security parameters via remotely accessible
network interfaces are to those declared by manufacturer in IXIT

Verdict The verdict PASS is assigned if:

- There is no indication that any used cryptographic setting differs from its
IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Based on the description provided by IXIT, the tester has tested and determined that the documentation is met.
This test, passed.
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6.8.2.8 Provision 5.5-8

MC(20): The manufacturer shall follow secure management processes for critical security parameters that relate
to the device.

TC _COMMUNICATE SECURELY #14 / Test Case 5.5-8-1

Security requirement PROVISION 5.5-8
Type of work Doc
Applicability Conditional (critical security parameters relating to the device exist)
Documentation analysis The purpose of this test case is the conceptual assessment of the secure
objectives management processes concerning the coverage of the parameter life cycles (a)
and the confirmation that the preconditions for the implementation are ensured
(b).
Evaluation inputs - “Processes” in IXIT 14-SecMgmt
“Confirmation of Secure Management” in IXIT 4-Conf
Documentation analysis a) The Tester assess whether the secure management of critical security
procedure parameters covers the whole life cycle of an

critical security parameter considering its:
e - generation; AND
e - provisioning; AND
e - storage; AND

- updates; AND

e - decommissioning, archival, and destruction; AND

- processes to handle the expiration and compromise according to the
processes in IXIT 14-SecMgmt.

b) Tester check whether "Confirmation of Secure Management" in IXIT 4-
Conf states a confirmation.

Verdict The verdict PASS is assigned if:

e The secure management covers the whole life cycle of a critical
security parameter according to its processes; and

¢ A confirmation for the implementation is given.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

Confirmation that the secure management processes described in IXIT 14-SecMagmit are established,
Confirmation of Secure Management (Yes/No):

Based on Confirmation of Secure Management in IXIT 4-Conf, the manufacturer did not provide the information.
This test, fails.
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6.9 Minimize exposed attack surfaces
6.9.1 IXIT data

IXIT 4-Conf: Confirmations

The completed IXIT lists confirmations for the establishment of processes. The pro forma contains the following
entries, which are independent from each other, and is typically filled out in form of a list.

Confirmation of Secure Confirmation that the secure development processes
Development (Yes/No): described in IXIT 19-SecDev are established.

IXIT 15-Intf: Interfaces
The completed IXIT lists all network, physical and logical interfaces of the DUT. The pro forma contains the
following entries and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the interface, including its purpose. For physical interfaces,
it is described additionally whether the interface is always required, never
required or required only in specific cases (e.g. intermittently usage), which are
briefly described then.

Type: Indication whether the interface is network, physical (includes also air
interfaces), logical or several types.

Status: Indication whether the interface is enabled or disabled in the initialized state.
For enabled interfaces a justification is given.

Disclosed Information: If the interface is a network interface: Description of the information disclosed
without authentication in the initialized state and the reason for the disclosure.
It is indicated additionally whether the information is security-relevant.

Debug Interface: If the interface is a physical interface: Indication whether the interface can be
used as debug interface.

Protection: If the interface is a physical interface: Description of the protection methods
necessary to limit exposure of the interface.

IXIT 13-SoftServ: Software Services

This completed IXIT lists all software services of the DUT. The pro forma contains the following entries and is
typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the service, including its purpose. It is indicated additionally
whether the service is accessible via network interface and whether this is the
case in the initialized state.

Status: Indication whether the service is enabled or disabled in the initialized state.

Justification: If the service is enabled: Justification why the service is necessary for the
intended use or operation of the DUT.

IXIT 16-CodeMin: Code Minimization

The completed IXIT lists all methods for minimizing code. The pro forma contains the following entries and is
typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.
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Description: Brief description of the method used to minimize code to the necessary
functionality.

IXIT 17-PrivICtrl: Privilege Control

The completed IXIT lists all privilege control mechanisms. The pro forma contains the following entries and is
typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the mechanism to control privileges of software on the
DUT.

IXIT 18-AccCtrl: Access Control
The completed IXIT lists all access control mechanisms for memory on hardware-level. The pro forma contains
the following entries and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the hardware-level access control mechanism. It is
described additionally how it is supported by the operating system of the DUT.

IXIT 19-SecDev: Secure Development Processes
The completed IXIT lists all secure development processes implemented by the SO for the DUT. The pro forma
contains the following entries and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the secure development process. If an existing standard is
used, a reference to the corresponding standard is provided.
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M: All unused network and logical interfaces shall be disabled

TC ATTACK SURFACE#1 / Test Case 5.6-1-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.6-1
IXIT analysis
Always

The purpose of this test case is the conceptual assessment of the network and
logical interfaces of the DUT.

Each network and logical interface in IXIT 15-Intf

a) For each network and logical interface in IXIT 15-Intf that is described as
enabled according to " Status”, the tester shall assess whether the
purpose of the interface in "Description” provides a valid justification for
being enabled.

The verdict PASS is assigned if:

e For every network or logical interface that is marked as enabled in the

Verdict IXIT documentation, there is a purpose that provides a valid justification
for the interface to be enabled.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 15-Intf: Interfaces

ID: Description: Type: Status:
Intf-1 Ethernet interface Network

Disclosed Information: Debug Interface: Protection:
Enabled, because the|This interface discloses the Apache web N/A MN/A

required to configure [physical user needs access to [server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  [security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  [Network, disabled This interface discloses the Apache web N/A MN/A

connect the user's physical
wireless environment. |logical

server version number. This informationis  [(The interface is not a |(The interface is not a
security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is

Based on IXIT 15-Intf, the tester reviewed the interface documentation to test against the application and all
application interfaces were documented in the interface documentation and there were no undisclosed or
unused interfaces. The equipment was tested and the hardware interfaces were all in use.

This test, passed.
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TC ATTACK SURFACE#2 / Test Case 5.6-1-2

Security requirement PROVISION 5.6-1

Type of work Test CAB

Applicability Always

Test objectives The purpose of this test case is the functional assessment of the network and
logical interfaces of the DUT (a) and the completeness of the IXIT
documentation.

Evaluation inputs Each network and logical interface in IXIT 15-Intf

Test scenario a) For each network and logical interface in IXIT 15-Intf, the tester shall

functionally check whether the status of the interface matches the
"Status" in the IXIT documentation.

b) The tester shall functionally assess whether network or logical interfaces
that are not documented in IXIT 15-Intf are available via a network
interface on the DUT.

Verdict The verdict PASS is assigned if:

e Every documented network or logical interface that is marked as
disabled in the IXIT documentation is found to be disabled or not
accessible on the DUT AND

e Every discovered network and logical interface is documented in the
IXIT.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 15-Intf: Interfaces
ID: Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface Network, Enabled, because the|This interface discloses the Apache web N/A MN/A
required to configure [physical user needs access to [server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  [security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  [Network, disabled This interface discloses the Apache web N/A MN/A
connect the user's physical server version number. This informationis  [(The interface is not a |(The interface is not a
wireless environment. |logical security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is

Based on IXIT 15-Intf, the tester reviewed the interface documentation to test against the application and all
application interfaces were documented in the interface documentation and there were no undisclosed or
unused interfaces. The equipment was tested and the hardware interfaces were all in use.

This test, passed.
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6.9.2.2 Provision 5.6-2

M: In the initialized state, the network interfaces of the device shall minimize the unauthenticated disclosure of
security relevant information

TC ATTACK SURFACE#3/ Test Case 5.6-2-1

Security requirement PROVISION 5.6-2

Type of work IXIT analysis

Applicability Always

Test objectives The purpose of this test case is the conceptual assessment of the information
disclosed by network interfaces without authentication in the initialized state.

Evaluation inputs Each network and logical interface in IXIT 15-Intf

Test procedure a) For each network interface in IXIT 15-Intf, the tester shall assess

whether the "Disclosed Information” disclosed by the interface without
authentication in the initialized state and indicated as not security-
relevant, is however security relevant.

b) For each network interface in IXIT 15-Intf, the tester shall assess
whether the "Disclosed Information" disclosed by the interface without
authentication in the initialized state and indicated as security-relevant, is
necessary for the operation of the DUT.

Verdict The verdict PASS is assigned if for every network interface:

o Every security-relevant information disclosed by the interface without
authentication in the initialized state is documented as such AND

o All security-relevant information disclosed by the interface without
authentication in the initialized state is necessary for the operation of the
DUT.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 15-Intf: Interfaces
ID: Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface Network Enabled, because the|This interface discloses the Apache web N/A N/A
required to configure [physical user needs access to [server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  [security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  [Network, disabled This interface discloses the Apache web N/A N/A
connect the user's physical server version number. This information is  [(The interface is not a |(The interface is not a
wireless environment. |logical security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is

Based on the evaluation of the Disclosed Information description in IXIT 15-Intf, testers viewed the interface
documentation to test the application, and all application interfaces were documented in the interface
documentation; there were no undisclosed or unused interfaces.

Interfaces use security protocols for transmission, return information, non-essential not to return, sensitive
parameters to do anonymization operations.

This test, passed.
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TC ATTACK SURFACE#4 / Test case 5.6-2-2

Security requirement PROVISION 5.6-2
Type of work Test CAB
Applicability Always

The purpose of this test case is the functional assessment of the information

Vet efprties disclosed by the network interfaces without authentication in the initialized state.

Evaluation inputs Each network and logical interface in IXIT 15-Intf

a) For each network interface in IXIT 15-Intf, the tester shall functionally
assess whether security-relevant information can be observed from the
interface without authentication in the initialized state, that is not
described in "Disclosed Information”.

Test procedure

The verdict PASS is assigned if:

e For every network interface, only security-relevant information can be

etelies observed that is described in the IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Based on the relevant information provided in IXIT 15-Intf, the tester tested the interface and it conforms to the
description.

This test passed.
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TC ATTACK SURFACE#5/ Test case 5.6-3-1

Security requirement PROVISION 5.6-3

Type of work IXIT analysis
Applicability Always

Test objectives

The purpose of this test case is the conceptual assessment of the physical

interfaces of the DUT concerning interfaces that do not require exposure in
general and interfaces that do not require permanent exposure.

Evaluation inputs Each physical interface in IXIT 15-Intf

Test procedure

a) For each physical interface in IXIT 15-Intf that does not require exposure

b)

according to "Description”, the TL shall assess whether the protection
means of the interface in "Protection" include protection by the device
casing or similar measures.

NOTE: For air interfaces it is acceptable that the antenna part remains outside of the device
casing.

For each air interface in IXIT 15-Intf that does not require exposure
according to "Description”, tester shall check whether the interface is
disabled according to "Status".

For each physical interface in IXIT 15-Intf that does not require
permanent exposure according to "Description", tester shall check
whether the interface is disabled according to " Status" for all periods in
which the use of the interface is not required.

Verdict The verdict PASS is assigned if:

- For every physical interface that does not require exposure, the
protection means of the interface includes protection by the device
casing or similar measures; AND

- For every air interface that does not require exposure, the interface is
disabled; AND

- For every physical interface that does not require permanent exposure,
the interface is disabled for all periods in which the use of the interface is
not required.

The verdict FAIL is assigned otherwise.
Test Result

PASS

e

Testlab Comments

Pre L s e

v v ge g

e i s s L

1D: Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface Network, Enabled, because the|This interface discloses the Apache web N/A N/A
required to configure |physical, user needs access to |server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  |security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  |Network, disabled This interface discloses the Apache web N/A N/A
connect the user's  [physical, server version number. This information is  |(The interface is not a |(The interface is not a
wireless environment. |logical security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is

According to the IXIT documentation provided by the manufacturer, the WLAN interface was the only enabled
interface, and no physical interfaces were used on the DUT. The "Intf-1" is the required air interface and it will be
enabled. Therefore, it is determined that the requirement passes.
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TC ATTACK SURFACE#6 / Test Case 5.6-3-2

PROVISION 5.6-3

Security requirement

Type of work
Applicability

Test objectives

Evaluation inputs

Test procedure

Test CAB

Always

The purpose of this test case is the functional assessment of the physical interfaces
of the DUT and the completeness of the IXIT documentation.

Each physical interface in IXIT 15-Intf

a)

b)

<)
d)

For each physical interface identified on the DUT, tester shall functionally
check whether exposed physical interfaces on the DUT are contained in
IXIT 15-Intf and described as required or intermittently required in
"Description".

For each physical interface identified on the DUT that does not require
exposure according to "Description”, tester shall functionally assess
whether physical interfaces on the DUT are protected by device casing or
similar measures.

NOTE: For air interfaces it is acceptable that the antenna part remains outside of the device
casing.

For each air interface identified on the DUT, tester shall functionally check
whether it is enabled or disabled as indicated in " Status" in IXIT 15-Intf.
For each physical interface identified on the DUT Tester shall functionally
assess whether the physical interfaces that are not permanently required
are disabled for all periods in which the use of the interface is not required.

Verdict The verdict PASS is assigned if:
- All exposed physical interfaces on the DUT are described as "required” or
"intermittently required"” in the IXIT documentation; AND
- All physical interfaces that are identified as never requiring exposure in the
IXIT documentation, the interface is protected by the device casing or
similar measures; AND
- All air interfaces that are enabled on the DUT are marked as "required" or
"intermittently required" in the IXIT documentation; AND
- for all physical interfaces that are marked as "intermittently required" in the
IXIT documentation, the interface is disabled for all periods in which the use
of the interface is not required.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

P s g e o

ID:

wireless environment.

logical

Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface Metwork, Enabled, because the|This interface discloses the Apache web N/A MN/A
required to configure |physical, user needs access to |server version number. This informationis  [(The interface is not a |(The interface Isnota
the DUT. logical configure the DUT.  [security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  [Network, disabled This interface discloses the Apache web N/A N/A
connect the user's physical, server version number. This information is  |(The interface is not a |(The interface is not a

security-relevant because it can give an physical interface) physical interface)

attacker hints to which CVEs the DUT is
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Testers tested the device, which is protected by covers for each of the physical interfaces when they are not

enabled, and the overall exterior is protected by a security latch.
This test, passed.
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M C (13): Where a debug interface is physically accessible, it shall be disabled in software

TC ATTACK SURFACE#7 / Test Case 5.6-4-1

PROVISION 5.6-4

Security requirement

Type of work
Applicability

Documentation analysis

objectives

Evaluation inputs

Documentation analysis

procedure

Verdict

IXIT analysis

Conditional (a debug interface is physically accessible)

The purpose of this test case is the conceptual assessment of physically accessible
debug interfaces of the DUT.

Each physical interface in IXIT 15-Intf

a)

b)

c)

For each physical interface in IXIT 15-Intf that is described as an
accessible debug interface according to "Debug Interface", the tester
shall assess whether the protection means for the interface in "Protection”
include a software mechanism to disable the interface.

For each physical interface in IXIT 15-Intf that is described as an
accessible debug interface, that is not indicated as intermittently required
according to "Description”, the tester shall check whether the interface is
disabled permanently according to " Status".

For each physical interface in IXIT 15-Intf that is described as an
accessible debug interface, that is indicated as intermittently required
according to "Description”, the tester shall check whether the interface is
disabled by default according to " Status”.

The verdict PASS is assigned if:

For every accessible physical debug interface, there is an software
mechanism described to disable the interface AND

For every accessible physical debug interface that is not indicated as
intermittently required, the interface is permanently disabled AND
For every accessible physical debug interface that is indicated as
intermittently required, the interface is disabled by default.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

o g rieur

Pre L s e

v v ge g

L it s s L

wireless environment.

logical

1D: Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface MNetwork, Enabled, because the|This interface discloses the Apache web N/A N/A
required to configure |physical, user needs access to |server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  |security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  |Network, disabled This interface discloses the Apache web N/A N/A
connect the user's  [physical, server version number. This information is  |(The interface is not a |(The interface is not a

security-relevant because it can give an physical interface) physical interface)

attacker hints to which CVEs the DUT is

The tester viewed according to intf-1 and intf-2 in IXIT 15-Intf that the Ethernet interface is enabled and the WLAN
interface is disabled.

The actual test result, the device can connect to the network only in intf-1 mode, and the test result is consistent with
the document description.

This test passed.
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TC ATTACK SURFACE#8 / Test Case 5.6-4-2

Security requirement
Type of work
Applicability

Test analysis objectives

Evaluation inputs

Test analysis procedure

PROVISION 5.6-4
Test CAB
Always

The purpose of this test case is the functional assessment of physically accessible
debug interfaces of the DUT and the completeness of the IXIT documentation

Each accessible physical interface in IXIT 15-Intf

a) For each accessible physical interface on the DUT indicated as "Debug
Interface" in IXIT 15-Intf, the Tester shall functionally check whether the
interface is disabled.

b) For each accessible physical interface on the DUT the Tester shall
functionally assess whether the interface can be used for debugging
purposes although it is not indicated as "Debug Interface" in IXIT 15-Intf.

The verdict PASS is assigned if:

- Every accessible physical debug interface is disabled; and

Verdict
- Every physical debug interface is indicated as such in the IXIT.
The verdict FAIL is assigned otherwise.
Test Result
PASS
Testlab Comments
ID: Description: Type: Status: Disclosed Information: Debug Interface: Protection:
Intf-1 Ethernet interface Metwork, Enabled, because the|This interface discloses the Apache web N/A N/A
required to configure |physical, user needs access to |server version number. This information is  |(The interface is not a |(The interface is not a
the DUT. logical configure the DUT.  |security-relevant because it can give an physical interface) physical interface)
attacker hints to which CVEs the DUT is
Intf-2 WLAN interface to  [MNetwork, disabled This interface discloses the Apache web N/A N/A
connect the user's physical, server version number. This information is  |(The interface isnot a |(The interface is not a

wireless environment.

logical security-relevant because it can give an physical interface) physical interface)

attacker hints to which CVEs the DUT is

interface is disabled.

the document description.
This test passed.

The tester viewed according to intf-1 and intf-2 in IXIT 15-Intf that the Ethernet interface is enabled and the WLAN

The actual test result, the device can connect to the network only in intf-1 mode, and the test result is consistent with
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R: The manufacturer should only enable software services that are used or required for the intended use or
operation of the device

TC ATTACK SURFACE#9 / Test Case 5.6-5-1

Security requirement

Type of work
Applicability

Documentation analysis

objectives

Evaluation inputs

Documentation analysis

procedure

Verdict

PROVISION 5.6-5
IXIT analysis
Always

The purpose of this test case is the conceptual assessment of the enabled services
concerning the intended use or operation of the DUT.

Each software service in IXIT 13-SoftServ

For each software service in IXIT 13-SoftServ that is enabled by default according
to "Status"”, the tester shall assess whether the service is necessary for the
intended use or operation of the DUT according to the purpose in "Description”
and the "Justification" for enabling the service.

The verdict PASS is assigned if:

o for every enabled by default software service, the service is necessary for
the intended use or operation of the DUT.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 13-SoftServ: Software Services

1D:

DﬁCI’iEIiOI\Z

SIatus: Justification:

Allows Configuration (Yes/No): Authentication Mechanism:

SoftServ-1

hModbus service

AuthMech-1
AuthMech-Z
AuthMech-32

Enabled

SoftServ-2

MMQTT service

Enabled AuthMech-1

Authhech-2

SoftServ-3

Update service for downloading and |Enabled
applying firmware updates.

The service is responsible for checking remote|MNo. MAA
for firmware updates. (The service is not accessible
over the natwork)

deemed to pass.

Based on the information provided by the manufacturer in IXIT 13-SoftServ, after reviewing the content in the
"Justification” field, the tester determined that each service is deemed necessary. Therefore, this test case is
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6.9.2.6 Provision 5.6-6

R: Code should be minimized to the functionality necessary for the service/device to operate

TC ATTACK SURFACE#10/ Test Case 5.6-6-1

Security requirement PROVISION 5.6-6

Type of work IXIT analysis

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the code minimization
objectives techniques.

Evaluation inputs IXIT 16-CodeMin

Documentation analysis The tester shall assess whether the code minimization techniques in IXIT 16-
procedure CodeMin are appropriate for reducing code to the necessary functionality.

Verdict The verdict PASS is assigned if:

e The described code minimization techniques are appropriate for reducing
code to the necessary functionality.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
ID: Description:
CodeMin-1 The code Is analysed with static code analysis tools during the development phase. The tools list unused functions which
are removed.
CodeMin-2 EAST uses a code review process where each change is reviewed by an additional expert to ensure that the code
published in the official firmware package does not contain any unused functions or statements (Ie: debug services).

Based on the information provided by the manufacturer in IXIT 16-CodeMin, the tester reviewed and determined that
the technologies used adhere to the principle of code minimization. Therefore, this test case is deemed to pass.
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R: Software should run with least necessary privileges, taking account of both security and functionality

TC ATTACK SURFACE#11/ Test Case 5.6-7-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.6-7
IXIT analysis
Always

The purpose of this test case is the conceptual assessment of the privilege control
mechanisms of the DUT.

IXIT 17-PrivICitrl

a) The tester shall assess whether all mechanisms to control privileges of
software on the DUT in IXIT 17-PrivICtrl together facilitate the principles of
separation of duty, need to know and minimization of privilege.

Verdict The verdict PASS is assigned if:
e The described privilege control mechanisms are adequate to facilitate the
principles of separation of duty, need to know and minimization of privilege.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

ID:

Description:

PriviCtrl-1

The DUT uses an encrypted password login process. There is two levels of login; user and root. During the design
process the privileges bothuser and root are planned to have a minimal configuration so that the normal DUT
operation is not disturbed.

deemed to pass.

Based on the information provided by the manufacturer in IXIT 17-PrivICtrl, the tester reviewed and determined that the
role-based access control division used adheres to the principle of minimize privilege design. Therefore, this test case is
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6.9.2.8 Provision 5.6-8

R: The device should include a hardware-level access control mechanism for memory

TC ATTACK SURFACE#12/ Test Case 5.6-8-1

Security requirement PROVISION 5.6-8

Type of work IXIT analysis

Applicability Always

Documentation analysis The purpose of this test case is the conceptional assessment of the hardware-level
objectives mechanisms for access control to memory of the DUT.

Evaluation inputs IXIT 18-AccCtrl

Documentation analysis a) For each hardware-level access control mechanism for memory in IXIT 18-
procedure AccCitrl, the tester shall assess whether the mechanism is implemented at

the level of the hardware.

b) For each hardware-level access control mechanism for memory in IXIT 18-
AccCitrl, the tester shall assess whether the mechanism allows to control
access to memory.

Verdict The verdict PASS is assigned if:

e For every hardware-level access control mechanism for memory, the
mechanism is implemented at the level of the hardware AND

e For every hardware-level access control mechanism for memory, the
mechanism allows to control access to memory.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
ID- — Description:
AccCtrl-1 The hardware-level access control mechanism is implemented through the Memory Protection Unit (MPU),

which allows fine-grained access control to memory regions. The MPU can be configured to restrict read,
write, and execute permissions for specific code or data areas. This mechanism helps prevent unauthorized
access to critical system resources by malicious code or erroneous operations. For a chip based on the ARM
Cortex-M4 and using the RT-Thread operating system, RT-Thread supports the configuration and
management of the MPU, ensuring that each task or process can only access the memaory regions it is
authorized to. Additionally, the hardware supports TrustZone technology, providing an extra layer of security
by isolating security-sensitive operations from normal operations.

Based on the review of the IXIT 18-AccCtrl information, it has been confirmed that the hardware-level memory access
control mechanisms used are implemented at the hardware level and allow control over memory access. Therefore, this
test case is deemed to pass.
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6.9.2.9 Provision 5.6-9

R: The manufacturer should follow secure development processes for software deployed on the device

TC ATTACK SURFACE#13/ Test Case 5.6-9-1

Security requirement PROVISION 5.6-9
Type of work IXIT analysis
Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the secure
objectives development processes and the confirmation that the preconditions for the
implementation are ensured.

Evaluation inputs IXIT 19-SecDev and "Confirmation of Secure Development" in IXIT 4-Conf

Documentation analysis The tester shall assess whether the secure development of software covers:

rocedure . -
P e Security training of developers

e The requirement and design phases of the software

e Secure coding techniques

Security tooling for the implementation phase

Security testing

Security review

Archival of assets and information relevant to maintaining security of the

software

Secure deployment

e Handling of third-party software providers.according to the processes in IXIT
19-SecDev.

The tester shall check whether "Confirmation of Secure Development” in IXIT 4-
Conf states a confirmation.

Verdict The verdict PASS is assigned if the secure development covers:

Security training of developers AND

The requirement and design phases of the software AND
Secure coding techniques AND

Security tolling for the implementation phase AND

Security testing AND

Security reviews AND

Archival of assets and information relevant to maintaining security of the
software AND

Secure deployment AND

o If applicable, handling of third-party software providers AND
e A confirmation for the implementation is given.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

Based on IXIT 4-Conf and IXIT 19-SecDev, the tester found no description of “Secure Development”.
The test failed.
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6.10 Ensure software integrity

6.10.1 IXIT Data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 20-SecBoot: Secure Boot Mechanisms

The completed IXIT lists all secure boot mechanisms of the DUT. The pro forma contains the following entries
and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the mechanism (including trust assumptions) used for the
secure boot process of the DUT and the part of the software that is protected.

Security Guarantees: Description of the realized security objectives of the mechanism.

Detection Mechanisms: Description of the mechanism detecting an unauthorized change in the
software of
the DUT.

User Notification: Brief description of how the user is informed about an unauthorized change in
the software. It is indicated additionally which information are contained in the
notification.

Note: Email address of a user account, communication endpoint (e.g. network address or link
address) of a user device (e.g. smart phone, smart watch) or status LED are possible ways to
inform the user.

Notification Functionality: | Brief description of the network functionalities necessary to notify a user.
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6.10.2 Evaluation tasks
6.10.2.1 Provision 5.7-1

R: The consumer IoT device should verify its software using secure boot mechanisms.

TC _SOFTWARE INTEGRITY#1 / Test Case 5.7-1-1

Security requirement PROVISION 5.7-1

Type of work IXI Analysis

Applicability Always

Documentation analysis Verify that the device implements a secure boot

objectives

Evaluation inputs - Collected secure boot mechanism from IXIT 20-SecBoot

Documentation analysis a) Tester assess whether the Security Guarantees of each secure boot
procedure mechanism in IXIT 20-SecBoot provide at least verification of integrity and

authenticity of device software.

b) Tester assess whether for each secure boot mechanism in IXIT 20-
SecBoot the Description and corresponding Detection Mechanisms are
suitable to provide the Security Guarantees it is used.

Verdict The verdict PASS is assigned if:

- Every secure boot mechanism provides the security guarantees of integrity
and authenticity of the device software; AND

- Every secure boot mechanism and its detection mechanisms is suitable to
provide the described security guarantee.

The verdict FAIL is assigned otherwise.

Test Result
N/A
Testlab Comments
IXIT 20-SecBoot: Secure Boot Mechanisms
ID: Description: Security Guarantees: Detection Mechanisms: User Notification: Notification Functionality:
SecDev-1 N/A N/A N/A N/A N/A

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the
Secure Boot mechanism. Therefore, this test case is deemed not applicable.
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TC _SOFTWARE_INTEGRITY#2 / Test Case 5.7-1-2

Security requirement PROVISION 5.7-1

Type of work Test CAB

Applicability Always

Test objectives Verify that the device implements a secure boot
Evaluation inputs - At least one device suitable for testing

- Collected secure boot mechanism from IXIT 20-SecBoot
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

a) Tester assess whether the verification of the device software is
implemented according to the information in IXIT 20-SecBoot.

Expected result:
v/ List of boot fails and successes.
Verdict The verdict PASS is assigned if:

- There is no indication, that the implementation of any secure boot
mechanism differs from its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

N/A

Testlab Comments

Based on the conceptual test items, this test item is deemed not applicable.
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6.10.2.2 Provision 5.7-2

R: If an unauthorized change is detected to the software, the device should alert the user and/or administrator to
the issue and should not connect to wider networks than those necessary to perform the alerting function.

TC SOFTWARE _INTEGRITY#3/ Test Case 5.7-2-1

Security requirement PROVISION 5.7.2

Type of work IXIT Analysis

Applicability Always

Documentation analysis Verify that the device implements mechanisms of alerts and prevents any wider
objectives networks connections in case of unauthorized changes

Evaluation inputs - Collected secure boot mechanism from IXIT 20-SecBoot

Documentation analysis a) Assess whether the method for User Notification including its
procedure contained information is sufficient to inform the user and/or

administrator about unauthorized changes in device software.
b) Assess whether every Notification Functionality in IXIT 20-SecBoot
is necessary for the described method of User Notification.

Verdict The verdict PASS is assigned if:

v' The described way of user notification is sufficient to inform the user and/or
administrator about unauthorized changes in device software; AND

v' Every described notification functionality is necessary for the user
notification in case of detecting unauthorized software changes.

The verdict FAIL is assignhed otherwise.

Test Result
N/A
Testlab Comments
IXIT 20-SecBoot: Secure Boot Mechanisms
1D: Description: Security Guarantees: Detection Mechanisms: User Notification: Notification Functionality:
SecDev-1 N/A N/A N/A N/A N/A

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the
Secure Boot mechanism. Therefore, this test case is deemed not applicable.
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TC _SOFTWARE INTEGRITY#4 / Test Case 5.7-2-2

Security requirement PROVISION 5.7-2

Type of work Test CAB

Applicability Access to some interfaces /tools to modify the boot

Test objectives Verify that the device implements mechanisms of alerts and prevents any wider

networks connections in case of unauthorized changes
Evaluation inputs - At least three devices suitable for testing
- Collected secure boot mechanism from IXIT 20-SecBoot
Test scenario Precondition:
4 The devices shall be operating under normal conditions.
Test sequence:

v' Tester assess whether alerting takes place as described in User
Notification in IXIT 20-SecBoot after the detection of an unauthorized
change in device software.

v' Tester assess whether the communication capabilities of the DUT to
wider networks are restricted to the ones described in Notification
Functionality in IXIT 20-SecBoot after the detection of an
unauthorized change in device software.

Expected result:
v Alert to user
Verdict The verdict PASS is assigned if:

- There is no indication that the implementation of any alerting mechanism of
the DUT differs from its IXIT documentation; AND

- Only communication to wider networks is detected after detection of
unauthorized changes, that is described as necessary.

The verdict FAIL is assighed otherwise.

Test Result
N/A
Testlab Comments
IXIT 20-SecBoot: Secure Boot Mechanisms
ID: Description: Security Guarantees: Detection Mechanisms: User Notification: Notification Functionality:
SecDev-1 N/A NFA N/A N/A NFA

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the
Secure Boot mechanism. Therefore, this test case is deemed not applicable.
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6.11 Ensure that personal data is secure

6.11.1 IXIT Data

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 11-ComMech: Communication Mechanisms

ID:

Description:

Security Guarantees:

Cryptographic Details:

Resilience Measures:

Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Brief description of the communication mechanism, including its purpose and a
description of the used protocol. For standardized protocols a reference is
sufficient. It is indicated additionally whether the mechanism is remotely
accessible

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local
connection between an mobile application and the DUT.

Description of the realized security objectives and the threats the mechanism
is protected against.

Note: The most common security guarantees to be considered include authentication of peers, authentication
of origin, integrity protection, confidentiality protection, and anti-replay.

Description of the cryptographic methods (protocols, operations, primitives,
modes and key-sizes) used to secure the communication mechanism
considering key management, and to facilitate the described " Security
Guarantees".

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2 Command Class
vl is used for the communication. The transferred data is authenticated encrypted with AES-128 CCM to
facilitate confidentiality and integrity. The key exchange is based on an out-of-band mechanism.

Description of the measures to ensure that the connection establishment is
performed in an orderly fashion including an expected, operational and stable
state to achieve a stable connection.

Note: Resilience measures consider the sequence of the used protocol, the capability of the
infrastructure, reset and initialization of the protocol and problems caused by mass reconnections
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IXIT 21-PersData: Personal Data

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.
Description: Brief description of the category of personal data processed by the DUT.

Example: Log data on the usage of the DUT, payment information, timestamped location data,
audio input stream or biometric data.

Processing Activities: Description of how the personal data is being processed, including all involved
parties. It is described additionally for what purposes the processing is done.

Note: Processing personal data can also include storage of such data.

Communication Reference to communication mechanisms in IXIT 11-ComMech that are used

Mechanisms: for communicating the personal data and an indication whether the recipient is
an associated service (Yes/No). An empty list of communication mechanisms
indicates that the personal data is not transmitted.

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in
the provision 5.8-2 in ETSI TS 103 645 [1J/ETSI EN 303 645 [2].
Obtaining Consent: If the personal data is processed on the basis of consumer's consent:
- Description of how the consent for the processing is obtained from the
consumer.
Withdrawing Consent: If the personal data is processed on the basis of consumer's consent:

- Description of how the consumer can withdraw the consent for
processing the personal data.

IXIT 2-Userinfo: User Information:

The completed IXIT lists documentations, publications and information provided to users.

Documentation of Description of the way the information about external sensing capabilities is
Sensors: documented for the user, including all information to access the
documentation.

IXIT 22-ExtSens: External Sensors

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the sensing capability.
Note: Such sensing capabilities can be a microphone or camera.
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R C (21): The confidentiality of personal data transiting between a device and a service, especially associated
services, should be protected, with best practice cryptography.

TC PERSONAL DATA#1/ Test Case 5.8-1-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.8-1
Doc
Conditional (Personal data is transmitted between a device and a service)

The purpose of this test case is the conceptual assessment of the cryptography
used for communicating personal data between a device and a service.

- List of communication mechanisms (IXIT 11-ComMech)
- List of personal data (IXIT 21-PersData)

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced in any
personal data in IXIT 21-PersData, the thester shall apply all test units as specified
in the Test case 5.5-1-1 with restriction, that at least the security guarantee of
confidentiality is required to be fulfilled.

Note: In this case the security guarantee "confidentiality” means confidentiality
protection against unauthorized parties. This can include authenticity verification of
a communication partner.

Verdict The verdict PASS is assigned if for all communication mechanisms used for
communicating personal data:
e The security guarantees are appropriate for the use case of communicating
personal data; AND
e The mechanism is appropriate to achieve the security guarantees with
respect to the use case; AND
e All used cryptographic details are considered as best practice for the use
case; AND
e All used cryptographic details are not known to be vulnerable to a feasible
attack.
The verdict FAIL is assighed otherwise.
Test Result

PASS

Testlab Comments

ID: D

IXIT 11-ComMech: Communication Mechanisms

|Security Ci ic Details: il Measures:

remotely accessible

ComMech-2 [ The DUT uses a connection to the associated services (cloud  [Through TLS the communication
infrastructure) https//cloud example.net s client. This
connection is based on IP/TCP/HTTPS. The mechanism is intearity and confidentiality of exchanged |ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-  [sequence, defined state machines, and defined initialization

[All Security Guarantees are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to

guarantees authenticity of the DUT, following TLS cipher stites which define all crypto primitives: | establish the connection, which covers an ordered protocol

packets, and anti-replay mechanisms. [AES256 - GCMSHA384 and reset mechanisms. As the DUT is the client there are no

ComMech-3 The DUT uses a connection to the update server
https//update example net as client. This connection is based  guarantees authenticity of the DUT,
on IP/TCP/HTTPS. The mechanism is remotely accessible.

Through TLS the communication [All Security Guarantees are realized over TLS 12 with the The connection uses the well-defined TLS protocol to

following TLS cipher suites which define all crypto primitives:  |establish the connection, which covers an ordered protocol
integrity and confidentiality of exchanged |ECDHE-ECDSA-AES128- GCM-SHA256 or ECDHE-ECDSA- sequence, defined state machines, and defined initialization
packets, and anti-replay mechanisms. AES256 -GCMSHA384 and reset mechanisms. As the DUT is the client there are no

secure transmission.
This test, passed.

Based on IXIT 11-ComMech and IXIT 21-PersData, the personal data involved in the DUT are user account
passwords, phone numbers and email addresses.
Testers tested the relevant interfaces and used https+post to realize secure transmission, passwords were

encrypted and stored using the irreversible encryption algorithm HMAC-SHA256, and the user's phone numbers and
mailboxes were encrypted and stored using the AES algorithm, which realizes authentication and authentication and
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TC PERSONAL DATA#2 / Test Case 5.8-1-2

Security requirement
Type of work
Applicability

Test objectives

Evaluation inputs

Test scenario

Verdict

Test CAB

PROVISION 5.8-1

Conditional (Personal data is transmitted between a device and a service)

The purpose of this test case is the functional assessment of the cryptography used for

communicating personal data between a device and a service.

- At least one device suitable for testing

- List of communication mechanisms (IXIT 11-ComMech)
- List of personal data (IXIT 21-PersData)

Precondition:

v" The devices shall be operating under normal conditions.

Test sequence:

v" For all "Communication Mechanisms" in IXIT 11-ComMech referenced
in any personal data in IXIT 21-PersData, tester shall apply all test units
as specified in the Test case 5.5-1-2.

Expected result:

v' Secure communication on channel transmitting personal data
The verdict PASS is assigned if:

There is no indication that any used cryptographic setting differs from its IXIT
documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

1D:

ic Details:

[ Security Guarantees: Resilience Measures:
ComMech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication guarantees [All Security Guarantess are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to sstablish
infrastructure) hitps://cioud.example.net as client. This connaction  [authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordared protocol sequence,
is based on IP/TCP/HTTPS. The mechanism is remately accessible.  [confidentiality of exchanged packets, and  |ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and rasat
anti-replay mechanisms. GCMSHA384. mechanisms. As the DUT is the client there are no potential
ComMech-3 The DUT uses a connaction to the update sarver

https://update.axample.net as client. This connaction is based on
IP/TCP/HTTPS. The mechanism is remotaly accessible.

Through TLS the communication guarantses
authenticity of tha DUT, integrity and
confidentiality of exchanged packsts. and
anti-replay mechanisms.

All Security Guarantess are realized over TLS 1.2 with the
following TLS ciphar suites which dafine all erypto primitivas:
ECDHE-ECDSA-AES128-GCM-SHA256 or ECDHE-ECDSA-AES256-
GCMsHAZ84.

The connection uses the well-defined TLS protocel to establish
the connaction, which covers an ordered protocol sequance.
defined state machines. and defined initialization and rasst
mechanisms. As the DUT is the client there are no potential

Documentation of Personal Data:

Personal data includes: nickname, password, email, all are registered and set by the user
The length of nickname is 2 to 25 and consists of upper case chars, lower case chars, numbers, and " ".

The length of password is 8 to 50 and consists of upper case chars, lower case chars, numbers, and special characters.

The email is not required and is only used for reset password, app only verifies the validity of its format and does not verify its authenticity.
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4 User Agreement

User Registration Agreement

1. General Provisions

1.1. You should read the terms and conditions of this
Agreement carefully and complete the registration procedure
according to the instructions on the page. When you check
the "consent” option in the registration process, you
voluntarily reach an agreement with EAST GROUP CO., LTD.
(hereinafter referred to as "EAST"), agree to accept all the
terms and conditions under this agreement, and are willing to
undertake the corresponding user obligations, and become
the users of IECloud.

1.2. In order to contact you conveniently to solve all matters,
please use your valid mebile phone number and e-mail when
you register, You should bear legal responsibility for all

Consistent with the documentation description.
This test, passed.

Based on IXIT 11-ComMech, IXIT 21-PersData, and the user manual, the tester confirmed that the personal data
involved in the DUT are user account passwords, phone numbers, and email addresses.
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M C (22): The confidentiality of sensitive personal data communicated between the device and associated
services shall be protected, with cryptography appropriate to the properties of the technology and usage.

Sensitive personal data definition: data whose disclosure has a high potential to cause harm to the individual
example: video stream of a home security camera, payment information etc.

TC PERSONAL DATA# 3/ Test Case 5.8-2-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.8-2
Doc
Conditional (Sensitive personal data is transmitted between a device and a service)

The purpose of this test case is the conceptual assessment of the cryptography
used for communicating sensitive personal data between the device and associated
services.

- List of communication mechanisms (IXIT 11-ComMech)
- List of personal data (IXIT 21-PersData)

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced in any
sensitive personal data in IXIT 21- Pers Data according to "Sensitive", where the
recipient is an associated service, Tester shall apply all test units as specified in the
Test case 5.5-1-1 with restriction, that at least the security guarantee of
confidentiality is required to be fulfilled.

Note: In this case the security guarantee "confidentiality" means confidentiality protection against
unauthorized parties. This can include authenticity verification of a communication partner.

Verdict The verdict PASS is assigned if for all communication mechanisms used for
communicating sensitive personal data between the device and an associated
service:

e The security guarantees are appropriate for the use case of communicating
sensitive personal data between the device and an associated service;
AND

e The mechanism is appropriate to achieve the security guarantees with
respect to the use case; AND

e All used cryptographic details are considered as best practice for the use
case; AND

e All used cryptographic details are not known to be vulnerable to a feasible
attack.

The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 11-ComMech: Communication Mechanisms

=

|Security ic Details: il Measures:

remotely accessible

ID: Ci

ComMech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication All Security Guarantees are realized over TLS 12 with the The connection uses the well-defined TLS protocol to
infrastructure) https://cloud example net as client. This
connection is based on IP/TCP/HTTPS. The mechanism is integrity and confidentiality of exchanged |ECDHE-ECDSA-AES128- GCM-SHA256 or ECDHE-ECDSA- sequence, defined state machines, and defined initialization

guarantees authenticity of the DUT, following TLS cipher suites which define all crypto primitives:  |establish the connection, which covers an ordered protocol

packets, and anti-replay mechanisms. AES256-GCMSHA384 and reset mechanisms. As the DUT is the client there are no

ComMech-3 The DUT uses a connection to the update server
https//update example net as client. This connection is based  guarantees authenticity of the DUT,
on IP/TCP/HTTPS. The mechanism is remotely accessible.

Through TLS the communication |All Security Guarantees are realized over TLS 12 with the The connection uses the well-defined TLS protocol to
following TLS cipher suites which define all crypto primitives:  |establish the connection, which covers an ordered protocol
integrity and confidentiality of exchanged |ECDHE-ECDSA-AES128- GCM-SHA256 or ECDHE-ECDSA- sequence, defined state machines, and defined initialization

packets, and anti-replay mechanisms. AES256 - GCMSHA384 and reset mechanisms. As the DUT is the client there are no

Based on IXIT 11-ComMech and IXIT 21-PersData, the personal data involved in the DUT are user account
passwords, phone numbers and email addresses.

Testers tested the relevant interfaces and used https+post to realize secure transmission, passwords were
encrypted and stored using the irreversible encryption algorithm HMAC-SHA256, and the user's phone numbers and
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mailboxes were encrypted and stored using the AES algorithm, which realizes authentication and authentication and
secure transmission.

This test, passed.
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TC PERSONAL DATA#4 / Test Case 5.8-2-2

Security requirement
Type of work
Applicability

Test objectives

Evaluation inputs

Test scenario

PROVISION 5.8-2
Test CAB
Conditional (Sensitive personal data is transmitted between a device and a service)

The purpose of this test case is the functional assessment of the cryptography used
for communicating sensitive personal data between the device and associated
services.

- List of communication mechanisms (IXIT 11-ComMech)
- List of personal data (IXIT 21-PersData)
Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced
in any sensitive personal data in IXIT 21- PersData according to
"Sensitive", where the recipient is an associated service, Tester shall
apply all test units as specified in the Test case 5.5-1-2.

Expected result:

v' Secure communication on channel transmitting sensitive personal data

Verdict The verdict PASS is assigned if:
v' There is no indication that any used cryptographic setting differs from its
IXIT documentation.
The verdict FAIL is assighed otherwise.
Test Result

PASS

Testlab Comments

This test, passed.

Conforms to the description in IXIT 11-ComMech and XIT 21-Pers.
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6.11.2.3 Provision 5.8-3

MC(23): All external sensing capabilities of the device shall be documented in an accessible way that is clear
and transparent for the user.

TC PERSONAL DATA#5/ Test Case 5.8-3-1

Security requirement PROVISION 5.8-3

Type of work Doc

Applicability Conditional(External sensing capabilities exist)

Documentation analysis | The purpose of this test case is the functional assessment of the documentation of
objectives external sensing capabilities (a-b) and the completeness of the IXIT documentation (c).
Evaluation inputs “Documentation of Sensors” in IXIT 2-UserInfo

List of external sensors (IXIT 22-ExtSens)

Documentation analysis a) The tester shall functionally check whether the documentation of external
procedure sensing capabilities is accessible as documented in "Documentation of
Sensors" in IXIT 2-Userinfo.

b) The tester shall functionally assess whether the documentation of external
sensing capabilities as documented in "Documentation of Sensors" in IXIT
2-UserlInfo is understandable for a user with limited technical knowledge (cf.
ETSI EN 103 701 Annex D.3).

c) The tester shall functionally assess whether all obvious sensing capabilities of
the DUT are documented in IXIT 22- ExtSens.

Verdict The verdict PASS is assigned if:
e The documentation is accessible according to the IXIT; AND

e The documentation is understandable for a user with limited technical
knowledge; AND

e Each obvious sensing capability of the DUT is documented for the user.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 22-ExtSens: External Sensors
ID: Description:
ExtSens-1 The image sensor, invoked by the APP to use the smartphone camera, is used to scan and decode the QR code
on the Device Under Test (DUT).
ExtSens-2 The location sensor, after user authorization, allows the APP to resolve the IP to obtain the IP address.
ExtSens-3 The temperature sensor is used to record the temperature of the heat sink on the Device Under Test (DUT).

Based on the information provided in IXIT 22- ExtSens, the device itself has the ability to sense temperature, the
app has the permission to solicit location information, and the permission to solicit the camera for scanning SN
numbers.

It was confirmed by the tester that it matches the description in IXIT 22-ExtSens, and that the user's consent has
been solicited to use this external sensing capability.

This test, passed.
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6.12 Make system resilient to outages
6.12.1 IXIT data

IXIT 23-ResMech: Resilience Mechanisms

The completed IXIT lists all resilience mechanisms for network connectivity and power outages of the DUT. The
proforma contains the following entries and is typically filled in the form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Description of the mechanism that contributes to the DUT'’s resilience to
network and/or power outages.

Purpose: Brief description for what purpose the data is collected.

Type: Indication whether the resilience mechanism addresses network connectivity or

power outages or both.

Security Guarantees: Description of the realised security objectives and the threats the mechanism
protects against.

IXIT 11-ComMech: Communication Mechanisms

The completed IXIT lists all communication mechanisms of the DUT. The pro forma contains the following
entries andis typically filled out in form of a table.

Resilience Measures: Description of the measures to ensure that the connection establishment is
performed in an orderly fashion including an expected, operational and stable
state to achieve a stable connection.
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6.12.2 Evaluation tasks

6.12.2.1 Provision 5.9-1

R: Resilience should be built into consumer loT devices and services, taking into account the possibility of
outages of data networks and power.

TC RESILIENT TO OUTAGES#1 / Test case 5.9-1-1

Security requirement PROVISION 5.9-1

Type of work IXIT analysis

Applicability Always

Documentation analysis The purpose of this test case is the conceptual assessment of the resilience

objectives mechanisms concerning outages of network and power.

Evaluation inputs IXIT 23-ResMech

Documentation analysis a) The tester shall assess whether the combination of the resilience

procedure mechanisms in IXIT 23-ResMech are appropriate to protect against
network connectivity and power outages according to the "Security
Guarantees".

b) For each resilience mechanism in IXIT 23-ResMech the tester shall assess
whether the mechanism according to the "Description" is appropriate to
achieve the "Security Guarantees".

Verdict The verdict PASS is assigned if:

e The resilience mechanisms are appropriate to protect against network
connectivity and power outages AND

o Every resilience mechanism is appropriate to achieve its security
guarantees.

The verdict FAIL is assighed otherwise.

Test Result
PASS
Testlab Comments

IXIT 23-ResMech: Resilience Mechanisms

ID: Description: Type: Security Guarantees:

ResMech-1 The DUT will continue to operate normally even after a Power outage The DUT's main functions continue to operate
power outage, and it will only shut down if there is no power after a power outage until there is no power
from the grid, photovoltaic (PV) source, and battery from the grid, battery, and photovoltaic (PV)
simultaneously. Meanwhile, the DUT stores the system source simultaneously. Data stored in flash
configuration parameters in flash memory, which is inherently memory ensures that the file system remains
resistant to power loss, ensuring that the data is not lost after unaffected by power loss.

a power outage

ResMech-2 When the DUT experiences a network interruption, the fault  |Metwork connectivity After a network interruption, the DUT will
information and real-time data are stored in the flash continue to operate normally according to the
memory. Once the network is restored, the stored content is previously set mode, saving real-time data and
read from the flash and sent to the cloud platform alarm data during the operation.

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure.

This test, passed.
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Type of work
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Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure
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PROVISION 5.9-1
Test CAB
Always

The purpose of this test case is the functional assessment of the resilience
mechanisms concerning outages of network and power.

IXIT 23-ResMech

a) The tester shall interrupt the DUT’s connection to the network and
functionally assess whether the resilience mechanisms operate as
described in IXIT 23-ResMech.

b) The tester shall interrupt the DUT’s power supply and functionally assess
whether the resilience mechanisms operate as described in IXIT 23-
ResMech.

Verdict The verdict PASS is assigned if:

e There is no indication that the operation of the resilience mechanisms
during network connectivity and power outages differs from its IXIT
documentation.

The verdict FAIL is assighed otherwise.
Test Result

PASS

Testlab Comments

IXIT 23-ResMech: Resilience Mechanisms

1D: Description: Type:

Security Guarantees:

ResMech-1

The DUT will continue to operate normally even after a
power outage, and it will only shut down if there is no power
from the gnid, photovoltaic (PV) source, and battery
simultaneously. Meanwhile, the DUT stores the system

Power outage The DUT's main functions continue to operate
after a power outage until there is no power
from the gnid, battery, and photovoltaic (PV)

source simultaneously. Data stored in flash

ResMech-2

configuration parameters in flash memory, which is inherently
resistant to power loss, ensuring that the data is not lost after
a power outage

When the DUT experiences a network interruption, the fault
information and real-time data are stored in the flash
memory. Once the network is restored, the stored content is
read from the flash and sent to the cloud platform

memory ensures that the file system remains
unaffected by power loss.

Network connectivity

After a network interruption, the DUT will
continue to operate normally according to the
previously set mode, saving real-time data and
alarm data during the operation.

This test, passed.

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure.
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6.12.2.2 Provision 5.9-2

R: Consumer loT devices should remain operating and locally functional in the case of a loss of network
access and should recover cleanly in the case of restoration of a loss of power.

TC RESILIENT TO OUTAGES#3 / Test case 5.9-2-1

Security requirement PROVISION 5.9-2

Type of work IXIT analysis
Applicability Always

Documentation analysis
objectives

The purpose of this test case is the conceptual assessment of the resilience
mechanisms concerning outages of network and power and the operation during

network outages and restoration after power outages.
Evaluation inputs IXIT 23-ResMech

Documentation analysis
procedure

a) The tester shall apply all test units as specified in the Test case 5.9-1-1
for the resilience mechanisms in IXIT 23-ResMech.

b) The tester shall assess whether the resilience mechanisms in IXIT 23-
ResMech protecting against network connectivity outages according to
"Type" are appropriate to ensure, that the DUT remains operating and
locally functional in the case of a loss of network connectivity.

¢) The tester shall assess whether the resilience mechanisms in IXIT 23-
ResMech protecting against power outages according to "Type" are
appropriate to ensure, that the DUT resumes the connectivity and
functionality after a loss of power in the same or improved state as before.

Verdict The verdict PASS is assigned if:

e The resilience mechanisms are appropriate to protect against network
connectivity and power outages AND

¢ Every resilience mechanism is appropriate to achieve its security
guarantees AND

e The resilience mechanisms are appropriate to ensure that the DUT
remains operating and locally functional in the case of a loss of network
connectivity AND

e The resilience mechanisms are appropriate to ensure that the DUT
recovers cleanly after a loss of power.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
IXIT 23-ResMech: Resilience Mechanisms

1D: Description:

Type: Security Guarantees:

information and real-time data are stored in the flash
memory. Once the network is restored, the stored content is
read from the flash and sent to the cloud platform

ResMech-1 The DUT will continue to operate normally even after a Power outage The DUT's main functions continue to operate
power outage, and it will only shut down if there is no power after a power outage until there is no power
from the grid, photovoltaic (PV) source, and battery from the grid, battery, and photovoltaic (PV)
simultaneously. Meanwhile, the DUT stores the system source simultaneously. Data stored in flash
configuration parameters in flash memory, which is inherently memory ensures that the file system remains
resistant to power loss, ensuring that the data is not lost after unaffected by power loss.

a power outage
ResMech-2 When the DUT experiences a network interruption, the fault  |Network connectivity After a network interruption, the DUT will

continue to operate normally according to the
previously set mode, saving real-time data and
alarm data during the operation

This test, passed.

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure.
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TC_RESILIENT TO OUTAGES#4 / Test case 5.9-2-2

Security requirement PROVISION 5.9-2

Type of work Test CAB

Applicability Always

Test objectives The purpose of this test case is the functional assessment of the resilience

mechanisms concerning outages of network and power, the operation during
network outages and restoration after power outages.

Evaluation inputs IXIT 23-ResMech

Test scenario a) The tester shall interrupt the DUT’s connection to the network and
functionally assess whether the resilience mechanisms operate as
described in IXIT 23-ResMech and the DUT remains operating and locally
functional after the loss of network connectivity.

b) The tester shall interrupt the DUT’s power supply and functionally assess
whether the resilience mechanisms operate as described in IXIT 23-
ResMech and the DUT resumes the connectivity and functionality after a
loss of power in the same or improved state as before.

Verdict The verdict PASS is assigned if:

e There is no indication that the operation of the resilience mechanisms
during network connectivity or power outages differs from its IXIT
documentation AND

e There is no indication that the DUT does not remain operating and locally
functional after the loss of network connectivity AND

e There is no indication that the DUT does not resume the connectivity and
functionality after a loss of power in the same or improved state as before.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments

IXIT 23-ResMech: Resilience Mechanisms

1D: Description: Type: Security Guarantees:

ResMech-1 The DUT will continue to operate normally even after a Power outage The DUT's main functions continue to operate
power outage, and it will only shut down if there is no power after a power outage until there is no power
from the grid, photovoltaic (PV) source, and battery from the grid, battery, and photovoltaic (PV)
simultaneously. Meanwhile, the DUT stores the system source simultaneously. Data stored in flash
configuration parameters in flash memory, which is inherently memory ensures that the file system remains
resistant to power loss, ensuring that the data is not lost after unaffected by power loss.

a power outage

ResMech-2 When the DUT experiences a network interruption, the fault  |Network connectivity After a network interruption, the DUT will
information and real-time data are stored in the flash continue to operate normally according to the
memory. Once the network is restored, the stored content is previously set mode, saving real-time data and
read from the flash and sent to the cloud platform alarm data during the operation.

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure.
This test, passed.
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6.12.2.3 Provision 5.9-3

R: The consumer IoT device should connect to networks in an expected, operational and stable state and
in an orderly fashion, taking the capability of the infrastructure into consideration.

TC RESILIENT TO OUTAGES#5 / Test case 5.9-3-1
PROVISION 5.9-3

Security requirement
Type of work IXIT analysis
Applicability Always

Documentation analysis
objectives

The purpose of this test case is the conceptual assessment of the resilience

measures for the communication mechanisms.
Evaluation inputs Each communication mechanism in IXIT 11-ComMech

Documentation analysis
procedure

a) For each communication mechanism in IXIT 11-ComMech the tester shall
assess whether the "Resilience Measures" are appropriate to achieve a
connection to a network in an orderly fashion taking the capability of the
infrastructure into consideration.

For each communication mechanism in IXIT 11-ComMech the tester shall
assess whether the "Resilience Measures" are appropriate to support the
operation of a stable network taking the capability of the infrastructure into
consideration.

b)

Verdict The verdict PASS is assigned if:

e Every communication mechanism provides appropriate measures to
achieve a connection to a network in an orderly fashion AND

e Every communication mechanism provides appropriate measures to
support the operation of a stable network.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

IXIT 11-ComMech: Communication Mechanisms

1D: ipti Security ic Details: Measures:

licable Applicabl Applicabl Applicabl

ComMech-2 The DUT uses a connection to the associated services (cloud Through TLS the communication guarantees |All Security Guarantess are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
infrastructure) https://cioud.example.net as client. This connection |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives: the connection, which covers an ordered protocol sequence,
is based on IP/TCP/HTTPS. The machanism is remotely accessible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-5HA256 or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and reset

ComMech-3 The DUT uses a connection to the update server Through TLS the communication guarantees |All Security Guarantess are realized over TLS 1.2 with the The connection uses the well-defined TLS protocol to establish
https://update.example.nst as client. This connection is based on  |authenticity of the DUT, integrity and following TLS cipher suites which define all crypto primitives; the connection. which covers an ordered protocol sequence,
IP/TCP/HTTPS. The mechanism is remotely accessible. confidentiality of exchanged packets, and ECDHE-ECDSA-AES128-GCM-SHA2SE or ECDHE-ECDSA-AES256- |defined state machines, and defined initialization and reset

Based on the information provided by the manufacturer in IXIT 11-ComMech, the Resilience Measures field
mentions the use of the TLS protocol to establish connections. It specifies that this protocol covers an ordered
protocol sequence, defined state machines, and defined initialization and reset mechanisms. Therefore, this test
case is deemed to pass.
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TC RESILIENT TO OUTAGES#6 / Test case 5.9-3-2

Security requirement PROVISION 5.9-3

Type of work Test CAB

Applicability Always

Test objectives The purpose of this test case is the functional assessment of the resilience
measures for the communication mechanisms.

Evaluation inputs "Resilience Measures" for each communication method in IXIT 11-ComMech

Test scenario The tester shall functionally assess whether the implemented "Resilience

Measures" for each communication method in IXIT 11-ComMech are
implemented as described, especially considering the protection against
simultaneous mass reconnections.

Verdict The verdict PASS is assigned if:

e There is no indication that the operation of any implemented resilience
measure differs from its IXIT documentation.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

POST v https:/japi.aws.idbkmonitor.com/auth/owner/login m

Params Authorization Head

(9 Body & Scripts

tings Cookies
none form-data w-www-form-urlencoded @ raw binary GraphQL JSON ~ Beautify

1 {"username" :"Test@@1l", "password”: "Test@e03","languageld" 11

Body Cookies eaders (9) Test Results D] 200 OK 884ms  591B @ [EE e
Pretty Raw Preview Visualize JSON  w = & O Q
1 1
2 "status e
3 "msg”: "ok
N "ata
5 access_token": "eylhbGeci0ilIUzUxMilds.

¥21kIfoy0TISLCIL
VzdDAWMSIS .

h£££00pSXRPHC btB00XUMES zpbaXPVyR1{ 2 6UXNOmAKZy VYFmI7£1060p0mMYANBTE1ULZT]" ,

yX2t1eSIET FmNZRmY JZhLWVIYWY tNGNhMy1i0TImLTFJMWY2Y ThxND1 jYiTIsInV=ZXJu

o Qe &
[N[ip.sre==3.75.93.227
No. Time Source Destination Protoco Length Info
731 19.284158 3.75.93.227 192.168.9.196 TCP 66 443 |+ 33632 [SYN, ACK] Seq=8 Ack=1 Win=62727 Len=8 M55=1452 SACK_PERM W5=128
751 19.473339 3.75.93.227 192.168.9.196 TCP 66 443 |+ 33632 [ACK] Seq=1 Ack=518 Win=62336 Len=0
752 19.474344 3.75.93.227 192.168.9.196 TLSv1.2 1586 Server Hello
753 19.474542 3.75.93.227 192.168.9.196 TLSv1.2 1586 Certificate
754 19.474542 3.75.93.227 192.168.9.196 TLSv1.2 327 Server Key Exchange, Server Hello Done
772 19.667835 3.75.93.227 192.168.9.196 TLSv1.2 328 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
780 19.898183 3.75.93.227 192.168.9.196 TCP 68 443 + 33632 [ACK] 5eq=3452 Ack=1836 Win=61952 Len=0
783 19.969438 3.75.93.227 192.168.9.196 TLSv1.2 686 Application Data

Based on the resiliency measures described in IXIT 11-ComMech, testers used Postman and Wireshark and
looked at the login interface to confirm that the interface used the https and TIs1.2 protocols.

This test, passed.
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6.13 Examine system telemetry data
6.13.1 IXIT data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 24-TelData: Telemetry Data

The completed IXIT lists all telemetry data collected by the DUT. The pro forma contains the following entries
and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the telemetry data being collected and provided to the
manufacturer by the DUT.

Purpose: Brief description for what purposes the data is collected.

Security Examination: If the data is used for security examination: Description of how and by whom
(device or associated service) the telemetry data is examined for security
anomalies.

Note: The security anomaly examination can be realized outside the DUT, i.e. by associated
services.

Note: A device telemetry service captures crash logs and data on usage (telemetry data) from the
DUT in order to enable the developers to determine security flaws (security anomaly detection).

Personal Data: Reference to personal data in IXIT 21-PersData that are processed in the
telemetry data.
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6.13.2 Evaluation tasks

6.13.2.1 Provision 5.10-1

R C (6): If telemetry data are collected from consumer loT devices and services, such as usage and
measurement data, it should be examined for security anomalies.

TC TELEMETRY DATA# 1/ Test case 5.10.1-1

Security requirement PROVISION 5.10-1
Type of work IXIT analysis
Applicability Conditional (if telemetry data is collected)

Documentation analysis Check if manufacturer have implemented a security examination process from
objectives telemetry data

Evaluation inputs Collected telemetry data from IXIT 24-TelData
Documentation analysis v' Tester check whether at least one Security Examination is provided in
procedure IXIT 24-TelData for examining for security anomalies.

v" For each Security Examination of telemetry data in IXIT 24-TelData,
tester assess whether the associated telemetry data in "Description” are
suited for the described security examination and for examining the data
for security anomalies.

Verdict The verdict PASS is assigned if:

v/ At least one security anomaly examination is provided; AND
v' Each security anomaly examination is suited for examining the
associated telemetry data for a security anomaly.

The verdict FAIL is assigned otherwise.

Test Result
FAIL
Testlab Comments
IXIT 24-TelData: Telemetry Data
iD: Description: Purpose Securty Examination:

Based on IXIT 24-TelData, no information provided by the manufacturer.
This test, failed.
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6.14 Make it easy for users to delete user data

6.14.1 IXIT Data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 2-UserInfo: User Information:
The completed IXIT lists documentations, publications and information provided to users.

Documentation of Documentation of Deletion: Description of the way the methods for deletion of
Deletion personal data documented to the user, including all information to access the
documentation.

IXIT 25-DelFunc: Deletion Functionalities

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the functionality used to delete data of the user. If the
"Target Type" indicates, that an associated service is addressed: The
concerning associated service which is covered by the functionality is indicated
additionally.

Target Type: Indicates whether the functionality addresses user data on the device or
personal data on associated services or both.

Initiation and Interaction: | Brief description of the user interaction, which is necessary to initiate and apply
the deletion functionality.

Documentation: Description of the way the deletion functionality is provided and documented to
the user, including all information to access the documentation.

Confirmation: Brief description of how the user is given indication that the addressed data
has been deleted after applying the deletion functionality.

IXIT 21-PersData: Personal Data

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the category of personal data processed by the DUT.

Example: Log data on the usage of the DUT, payment information,
timestamped location data, audio input stream or biometric data.

Processing Activities: Description of how the personal data is being processed, including all involved
parties. It is described additionally for what purposes the processing is done.

Note: Processing personal data can also include storage of such data.

Communication Reference to communication mechanisms in IXIT 11-ComMech that are used

Mechanisms: for communicating the personal data and an indication whether the recipient is
an associated service (Yes/No). An empty list of communication mechanisms
indicates that the personal data is not transmitted.

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in
the provision 5.8-2 in ETSI TS 103 645 [1[/ETSI EN 303 645 [2].

Obtaining Consent: If the personal data is processed on the basis of consumer's consent:
Description of how the consent for the processing is obtained from the
consumer.

Withdrawing Consent: If the personal data is processed on the basis of consumer's consent:

Description of how the consumer can withdraw the consent for processing the
personal data.
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6.14.2 Evaluation tasks
6.14.2.1 Provision 5.11-1

M C(24): The user shall be provided with functionality such that user data can be erased from the device in a
simple manner.

TC USER DELETE DATA #1/Test case 5.11-1

Security requirement PROVISION 5.11-1

Type of work Doc

Applicability Conditional (User data is stored on the device)

Documentation analysis The purpose of this test case is the conceptual assessment of the user data
objectives erasure functionalities of the DUT.

Evaluation inputs - List of deletion functionalities (IXIT 25-DelFunc)

a) Tester shall assess whether at least one functionality is provided
according to IXIT 25-DelFunc, which can be performed by the user
with limited technical knowledge (cf. ETSI EN 103 701 Annex D.3)
according to “Description” and “Initiation and Interaction” to erase
user data from the device according to "Target Type".

b) Tester shall assess whether each functionality in IXIT 25-DelFunc is

adequate to erase the targeted user data from the device.

Documentation analysis ) - ) ] )
Note: Erasure can be realized by overwriting with a pre-defined value or by internal

procedure irreversible blocking of all access to the data on the device.
c) Tester shall assess whether the functionalities to erase user data in
IXIT 25-DelFunc cover personal data, user configuration and user-
related cryptographic material.
Note: The information in IXIT10-SecParam, IXIT21-PersData and other IXITs is helpful
to identify user data.
Note: Cryptographic material can be user passwords or keys.
The verdict PASS is assigned if no user data is stored on the device; or:
e atleast one simple functionality to erase user data from the device is
provided to the user; AND
' o the described functionality is adequate to erase the targeted user data
Verdict oo
from the device; AND
e personal data, user configuration and cryptographic material is covered
by the functionalities to erase user data from the device.
The verdict FAIL is assigned otherwise.
Test Result
FAIL
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities
1D: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 N/A N/A N/A N/A
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4 User Agreement

damage or l0ss arising rrom the use or reliance of any such
wehsite or resource cr fram any content, goods or services
obtained through such website or resource,

4.7 You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damagde, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services far a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the
Service Provider, all of the User's content on the Service will be removed and deleted.

However, the tester did not find any user logout or deletion of personal data in the application.
This test failed.
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TC USER DELETE DATA #2/Test case 5.11-1-2

Security requirement PROVISION 5.11-1

Type of work Test CAB

Applicability Conditional (User data is tored on the device)

Test objectives The purpose of this test case is the functional assessment of the user data

erasure functionalities of the DUT.
Evaluation inputs - At least one device suitable for testing
- List of deletion functionalities (IXIT 25-DelFunc)
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v' a) The tester shall create typical user data on the DUT with

regard to the usage of the device.

Note: Such data can be personal data, user configuration or cryptographic
material such as user passwords or keys, which differ from the standard
configuration.

v' b) The tester shall perform each functionality to erase user data
from the device according to "Target Type" in IXIT 25-
DelFunc and functionally assess whether the "Initiation and
Interaction" is consistent with the IXIT.

v' ¢) The tester shall perform each functionality to erase user data
from the device according to "Target Type" in IXIT 25-
DelFunc and functionally assess whether the corresponding
user data still exists after completing the operation.

Expected result:
v' Evaluation of user data erasure functionalities

Verdict The verdict PASS is assigned if for any functionality to erase user data from the
device:

e The initiation and interaction of the user is consistent with the IXIT; AND

e There is no indication that the corresponding user data is not erased
successfully.

The verdict FAIL is assigned otherwise.

Test Result
FAIL
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities
ID: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 N/A N/A N/A N/A
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4 User Agreement

damage or l0ss arising rrom the use or reliance of any such
wehsite or resource cr fram any content, goods or services
obtained through such website or resource,

4.7 You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damagde, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services far a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the
Service Provider, all of the User's content on the Service will be removed and deleted.

However, the tester did not find any user logout or deletion of personal data in the application.
This test failed.
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6.14.2.2 Provision 5.11-2

R C (25): The consumer should be provided with functionality on the device such that personal data can be
removed from associated services in a simple manner.

TC USER DELETE DATA #3/Test case 5.11-2-1

Security requirement PROVISION 5.11-2

Type of work Doc

Applicability Conditional (Personal data is stored on accociated services.)

Documentation analysis The purpose of this test case is the conceptual assessment of the personal data
objectives removal functionalities of the DUT.

- List of deletion functionalities (IXIT 25-DelFunc)

Evaluation inputs _
- List of personal data (IXIT 21-PersData)

a) For all deletion functionalities in IXIT 25-DelFunc the tester shall assess
whether at least one functionality is provided, which can be performed by
the user with limited technical knowledge (cf. ETSI EN 103 701 Annex
D.3) according to "Description” and "Initiation and Interaction” to
remove all personal data stored on the associated services according to

Documentation analysis
"Target Type".

procedure
b) The tester shall assess whether all associated services storing personal
data according to "Processing Activities" in IXIT 21-PersData are
covered by the combination of all deletion functionalities in IXIT 25-
DelFunc.
The verdict PASS is assigned if:
e At least one simple functionality to remove personal data from
) associated services is provided to the user; AND
Verdict _ ) ) ) )
e Every associated service storing personal data is covered by a simple
deletion functionality.
The verdict FAIL is assigned otherwise.
Test Result
FAIL
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities
ID: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 N/A N/A N/A N/A
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4 User Agreement

damage or l0ss arising rrom the use or reliance of any such
wehsite or resource cr fram any content, goods or services
obtained through such website or resource,

4.7 You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damagde, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services far a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the
Service Provider, all of the User's content on the Service will be removed and deleted.

However, the tester did not find any user logout or deletion of personal data in the application.
This test failed.
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TC_USER_DELETE_DATA #4 / Test case 5.11-2-2

Security requirement PROVISION 5.11-2

Type of work Test CAB

Applicability Conditional (Personal data is stored on accociated services.)

Test objectives The purpose of this test case is the functional assessment of the personal data

removal functionalities of the DUT.

Evaluation inputs - At least one device suitable for testing

- List of deletion functionalities (IXIT 25-DelFunc)

Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v'a) The Tester shall create typical personal data on associated
services with regard to the usage of the DUT.

Note: The information from "Processing Activities" IXIT21-PersData can be
helpful to create personal data which are stored on associated services.

v" b) The Tester shall perform each functionality to remove
personal data according to "Target Type" in IXIT 25-DelFunc
and functionally assess whether the "Initiation and
Interaction" is consistent with in the IXIT.

v' ¢) The Tester shall perform each functionality to remove
personal data according to "Target Type" in IXIT 25-DelFunc
and functionally assess whether the corresponding personal
data still exists on the associated services after completing the
operation.

Expected result:

v' Evaluation of user data erasure functionalities

Verdict The verdict PASS is assigned if for any functionality to erase user data from the
device:

e The initiation and interaction of the user is consistent with the IXIT; AND

e There is no indication that the corresponding user data is not erased
successfully.

The verdict FAIL is assigned otherwise.

Test Result
FAIL
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities
ID: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 N/A N/A N/A N/A
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4 User Agreement

damage or l0ss arising rrom the use or reliance of any such
wehsite or resource cr fram any content, goods or services
obtained through such website or resource,

4.7 You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damagde, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services far a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the
Service Provider, all of the User's content on the Service will be removed and deleted.

However, the tester did not find any user logout or deletion of personal data in the application.
This test failed.

Page 168 of 195



LYNS_TC. Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

6.14.2.3 Provision 5.11-3

R (26): Users should be given clear instructions on how to delete their personal data.

TC USER DELETE DATA #5/ Test case 5.11-3-1

Security requirement PROVISION 5.11-3

Type of work Doc

Applicability Conditional (Personal data is stored)

Documentation analysis The purpose of this test case is the functional assessment of the user
objectives documentation for the personal data deletion functionalities of the DUT.
Evaluation inputs - At least one device suitable for testing

- List of deletion functionalities & related documentation (IXIT 25-DelFunc)

Documentation analysis a) The tester shall create typical personal data with regard to the usage of
procedure the DUT.

Note: The information from "Processing Activities" IXIT21-PersData can be helpful to
create personal data which are stored on the DUT and on associated services.

b) For each deletion functionality in IXIT 25-DelFunc the tester shall
perform the functionality according to the "Documentation" and
functionally assess whether it is described in a concise manner and
includes all necessary steps to delete the personal data from the device
or associated service according to "Target Type".

c) The tester shall functionally assess whether all deletion functionalities in
IXIT 25-DelFunc are covered by the "Documentation”.

Verdict The verdict PASS is assigned if every deletion functionality:

e |s documented in a concise manner and includes the necessary steps to
be taken to delete personal data; AND

e Is covered by the documentation.

The verdict FAIL is assigned otherwise.

Test Result
N/A
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities
ID: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 N/A N/A N/A N/A

According to the tester's IXIT 25-DelFunc content, the device does not provide user data deletion or user logout
functionality.

However, the tester did not find the user logout or to personal data deletion functionality in the application.
This test, fails.
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6.14.2.4 Provision 5.11-4

R (26): Users should be provided with clear confirmation that personal data has been deleted from services,
devices and applications.

TC USER DELETE DATA #6/ Test Case 5.11-4-1

Security requirement PROVISION 5.11-4
Type of work Test CAB
Applicability Conditional (Personal data is stored)

The purpose of this test case is the functional assessment of the personal data

Test objectives removal functionalities of the DUT.

o - At least one device suitable for testing
Evaluation inputs _ ) _ N
- List of deletion functionalities (IXIT 25-DelFunc)
Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v' a) The tester shall perform each deletion functionality in IXIT
25-DelFunc according to "Documentation of deletion™ in IXIT
Test scenario 2-Userinfo

v' b) For each deletion functionality in IXIT 25-DelFunc the tester
shall functionally assess whether the user is provided with a
clear "Confirmation", that the corresponding data is deleted.

Test sequence:
v Availability of notification services on deletion functionality
The verdict PASS is assigned if:

v" For every deletion functionality a clear confirmation is provided,

wetelied that the corresponding data is deleted.
The verdict FAIL is assigned otherwise.
Test Result
N/A
Testlab Comments
IXIT 25-DelFunc: Deletion Functionalities

ID: Description: Target Type: Initiation and Interaction: Confirmation:
DelFunc-1 MN/A MN/A MN/A MN/A

According to the tester's IXIT 25-DelFunc content, the device does not provide user data deletion or user logout
functionality.

However, the tester did not find the user logout or to personal data deletion functionality in the application.
This test, fails.
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6.15 Make installation and maintenance of devices easy
6.15.1 IXIT data

IXIT 2-UserIinfo: User Information

The completed IXIT lists documentations, publications and information provided to users. The pro forma
contains the following entries, which are independent from each other, and is typically filled out in form of a list.

Documentation of Description of the way the method for securely setting up the DUT is
Secure Setup: documented for the user, including all information to access the documentation.

Documentation of Setup @ Description of the way the method for checking the secure setup of the DUT is
Check: documented for the user, including all information to access the documentation.

IXIT 26-UserDec: User Decisions

The completed IXIT lists all decisions to be taken by the user during installation and maintenance. The pro
forma contains the following entries and is typically filled in the form of a table.

Unique per IXIT identifier, that may be assigned using a sequential numbering

ID: :
scheme or some other labelling scheme.

Description of the decision to be taken by the user within the installation and
Description: maintenance flows. Its position within the installation or maintenance flow is
additionally described.

Description of the security-relevant options the user can take and an indication

Options: for the default value.

Brief description how the decision is triggered. It is indicated additionally whether

Triggered By: the decision can be triggered by the user.
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6.15.2 Evaluation tasks

6.15.2.1 Provision 5.12-1

R: Installation and maintenance of consumer IoT should involve minimal decisions by the user and should follow
security best practice on usability.

TC EASE OF USE#1/Test Case 5.12-1-1

Security requirement PROVISION 5.12-1
Type of work IXIT analysis
Applicability Always

The purpose of this test case is the conceptual assessment of the installation

Test objectives and maintenance decisions to be taken by the user.

Evaluation inputs Each decision in IXIT 26-UserDec

a) For each decision in IXIT 26-UserDec the tester shall assess whether it
is necessary regarding the usage in the operational environment.
Test scenario b) For each decision in IXIT 26-UserDec the tester shall assess whether
the default value for the decision according to "Options” follows security
best practice.

The verdict PASS is assigned if:

o Every decision taken by the user is necessary regarding the usage in the
operational environment AND

Verdi - .
erdict e Every default value for a decision taken by the user follows security best
practice.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

Based on IXIT 26-UserDec, user login requires a registered account password, and user passwords are
tested to pass strength requirements.

The application update installation process is automated and does not require user intervention.
This test passed.
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TC EASE_OF USE#2 /Test Case 5.12-1-2

Security requirement PROVISION 5.12-1

Type of work Test CAB

Applicability Always

Test objectives The purpose of this test case is the functional assessment of the installation
and maintenance decisions to be taken by the user.

Evaluation inputs Each decision in IXIT 26-UserDec

Test scenario a) The tester shall trigger all user-based decisions in IXIT 26-UserDec

according to "Triggered By".

b) For each decision in IXIT 26-UserDec the tester shall functionally
assess whether it is prominently requested from the user during the
installation and maintenance flows.

c) For each decision in IXIT 26-UserDec the tester shall functionally
assess whether the decision and its "Options" are understandable for
a user with limited technical knowledge.

d) The tester shall functionally assess whether the decisions to be taken
by the user during installation and maintenance on the DUT are
conformant to their "Description” and "Options" in IXIT 26-UserDec.

Verdict The verdict PASS is assigned if:

e Every decision taken by the user is prominently requested during the
installation and maintenance flows AND

e Every decision taken by the user is understandable for a user with
limited technical knowledge AND

o Every decision taken by the user during installation or maintenance on
the DUT is as described in the IXIT.

The verdict FAIL is assigned otherwise.

Test Result
FAIL
Testlab Comments
IXIT 26-UserDec: User Decisions
D: Description: Options: Triggered By:

IXIT 26-UserDec does not describe the relevant security settings.
The service does not provide guidance on application-related security settings.
This test, failed.
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6.15.2.2 Provision 5.12-2

R: The manufacturer should provide users with guidance on how to securely set up their device.

TC EASE OF USE#2/Test Case 5.12-2-1

Security PROVISION 5.12-2
requirement

Type of work IXIT analysis

Applicability Always

Documentation The purpose of this test case is the functional assessment of the user guidance on
analysis objectives securely setting up the DUT.

Evaluation inputs "Documentation of Secure Setup” in IXIT 2-Userinfo

Documentation a) The tester shall set up the DUT using the "Documentation of Secure Setup”
analysis procedure described in IXIT 2-Userinfo

b) The tester shall functionally assess whether in the "Documentation of Secure
Setup" described in IXIT 2-UserInfo each security-relevant user decision is
covered by the documentation.

c) The tester shall functionally assess whether the "Documentation of Secure
Setup” described in IXIT 2-Userinfo includes recommendations on how to
take the security-relevant user decisions to achieve a secure setup.

Verdict The verdict PASS is assigned if:

e Every security-relevant user decision is covered by the documentation AND
o For every security-relevant user decision a recommendation on how to achieve
a secure setup is given.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

IXIT 2-Userinfo does not describe the relevant security settings.
The service does not provide guidance on application-related security settings.
This test, failed.
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R: The manufacturer should provide users with guidance on how to check whether their device is securely set

up.

TC EASE OF USE#3/ Test Case 5.12-3-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.12-3
IXIT analysis
Always

The purpose of this test case is the functional assessment of the user guidance
on checking whether the DUT is securely set up.

"Documentation of Setup Check" in IXIT 2-Userinfo

a) The tester shall set up the DUT using an example configuration.

b) The tester shall functionally assess whether in the "Documentation of
Setup Check" described in IXIT 2-UserInfo each step for checking
whether the DUT is securely set up is covered by the documentation.

c) The tester shall functionally assess whether the check applied to the
example configuration results in a reasonable outcome.

Verdict The verdict PASS is assigned if:
o Every step for checking the securely set up is covered by the
documentation; and
e The application of the check for securely set up according to the
documentation results in an outcome and there is an indication that the
result is reasonable.
The verdict FAIL is assigned otherwise.
Test Result

FAIL

Testlab Comments

This test, failed.

IXIT 2-Userinfo does not describe the relevant security settings.
The service does not provide guidance on application-related security settings.
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6.16 Validate input data
6.16.1 IXIT data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 11-ComMech: Communication Mechanisms:

The completed IXIT lists all communication mechanisms of the DUT. The pro forma contains the following
entries and is typically filled out in form of a table.

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the communication mechanism, including its purpose and a
description of the used protocol. For standardized protocols a reference is
sufficient. It is indicated additionally whether the mechanism is remotely
accessible.

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local
connection between an mobile application and the DUT.

Security Guarantees: Description of the realized security objectives and the threats the mechanism is
protected against.

Note: The most common security guarantees to be considered include authentication of peers,
authentication of origin, integrity protection, confidentiality protection, and anti-replay.

Cryptographic Details: Description of the cryptographic methods (protocols, operations, primitives,
modes and key-sizes) used to secure the communication mechanism
considering key management, and to facilitate the described " Security
Guarantees".

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2
Command Class v1 is used for the communication. The transferred data is authenticated
encrypted with AES-128 CCM to facilitate confidentiality and integrity. The key exchange is based
on an out-of-band mechanism.

Resilience Measures: Description of the measures to ensure that the connection establishment is
performed in an orderly fashion including an expected, operational and stable
state to achieve a stable connection.

Note: Resilience measures consider the sequence of the used protocol, the capability of the
infrastructure, reset and initialization of the protocol and problems caused by mass reconnections.

IXIT 27-UserIntf: User Interfaces

Description: Brief description of the user interface enabling data input from the user. It is
indicated additionally how the interface can be accessed by the user.

IXIT 28-ExtAPI: External APIs

Description: Description of the API enabling data input from external sources of the DUT.

Note: External APIs are typically used for machine-to-machine communication.

IXIT 29-InpVal: Data Input Validation

Description: Description of the method for validating the data input via user interfaces, or
transferred via APIs and between networks in services and devices including
the handling of unexpected data. It is indicated additionally which of the
sources for data input are addressed by the method.

Note: To validate the data input, it can be checked whether it is of an allowed type (format and
structure), of allowed value, an allowed cardinality or an allowed ordering.
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Provision 5.13-1

M C(27): The consumer IoT device software shall validate data input via user interfaces or transferred via
Application Programming Interfaces (APIs) or between networks in services and devices.

TC _VALIDATE_INPUT#1 / Test Case 5.13-1-1

Security requirement

Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 5.13-1
IXIT analysis

Conditional (data input via user interfaces or transferred via APls or between
networks in services and devices is supported)

Verify that the device validates input via user interfaces

- Collected data input validation methods in IXIT 29-InpVal, data input from
external sources in IXIT 28-ExtAPI, data input from the user in IXIT 27-
Userlintf , remotely accessible communication methods in IXIT 11-ComMech.

v a) Tester assess whether the combination of data input validation
methods in IXIT 29-InpVal covers all sources for data input including:
- The user interfaces, which enable data input from the user in
IXIT 27-Userintf; AND

- The application programming interfaces (APIs), which enable
data input from external sources in IXIT 28-ExtAPI; AND

- The network communications, which enable data input
according to the corresponding remotely accessible
communication methods in IXIT 11-ComMech.

v" b) For each data input validation method in IXIT 29-InpVal, assess

whether it is effective for validating the corresponding data input.
Note: Validation typically includes checks that data input is of an allowed format and
structure, of an allowed value, of an allowed cardinality and of an allowed ordering with
the aim to prevent misuse.

The verdict PASS is assigned if:

- The data input validation methods cover data input via user interfaces,
transmitted via APIs and between networks in services and devices;

Verdict AND
- Every described data input validation method is effective for validating
the corresponding data input.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

IXIT 29-InpVal: Data Input Va
ID:

lidation

Description:

Applicability |Applicable

Applicable

For each user data transferred to the DUT over one of its APIs a defined validation rule is applied. A validation rule consists of at least one regular
expression which receives the input data and gives back whether the input matches the expression. In case the input is more complex, the input can be
matched against not just one but a set of regular expressions so that only valid values are processed by the DUT. Invalid values are rejected. The regular
expressions are applied on any data received from the web interface and the app

Based on the information provided by IXIT 29-InpVal, the testers combined with the DUT inspection and
confirmed that the interfaces with external injection risk are the registration interface, login interface, password
change interface, interface for inputting device serial number, and interface for inputting device parameters.

Page 177 of 195




LYNS~-TC;: Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

For the above interfaces, authentication and authentication have been realized, security protocols have been
used for transmission, and filtering and type restrictions have been applied to the input data, etc. The service is
deployed on the Amazon platform, and defense measures such as brute-force cracking have been provided.

This test is passed.
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TC VALIDATE INPUT#2: 5.13-1-2

Security requirement PROVISION 5.13-1

Type of work Test CAB

Applicability Conditional (data input via user interfaces or transferred via APIs or between
networks in services and devices is supported)

Test objectives Verify that the device validates input via user interfaces

Evaluation inputs - At least one device suitable for testing

- Collected data input validation methods in IXIT 29-InpVal, data input from
external sources in IXIT 28-ExtAPI, data input from the user in IXIT 27-UserIntf

Test scenario Precondition:
v' The devices shall be operating under normal conditions.
Test sequence:

v'  a) Tester assess ssess whether each data input validation method in
IXIT 29-InpVal prevents the processing of unexpected data input.

NOTE 1: The tester is free to choose a source of data input for each data input validation
method.

NOTE 2: The tester possesses all credentials of a user to attempt the misuses.

NOTE 3: Automated tools can be used to generate unexpected data which does not suit to
the expected input, e.g. in format and structure, value, cardinality or ordering.

v' b) Tester assess whether all user interfaces of the DUT are described in
IXIT 27-UserIntf according to the documentation for the user, e.g. user
manual.

v' ¢) Tester assess whether all remotely accessible APIs of the DUT are
described in IXIT 28-ExtAPI.

Expected result:
v" Device functionality.
Verdict The verdict PASS is assigned if:

- There is no indication that any data input validation does not protect
against the processing of unexpected data input; AND

- Every discovered user interface is documented in the IXIT; AND

- Every discovered remotely accessible APl is documented in the IXIT.

The verdict FAIL is assigned otherwise.

Test Result
PASS
Testlab Comments
IXIT 29-InpVal: Data Input Validation
|LD: Description:
Applicability |Applicable Applicable
InpVal-1 For each user data transferred to the DUT over one of its APIs a defined validation rule is applied. A validation rule consists of at least one regular

expression which receives the input data and gives back whether the input matches the expression. In case the input is more complex, the input can be
matched against not just one but a set of regular expressions so that only valid values are processed by the DUT. Invalid values are rejected. The regular
expressions are applied on any data received from the web interface and the app

Based on the information provided by IXIT 29-InpVal, the testers combined with the DUT inspection and
confirmed that the interfaces with external injection risk are the registration interface, login interface, password
change interface, interface for inputting device serial number, and interface for inputting device parameters.

For the above interfaces, authentication and authentication have been realized, security protocols have been
used for transmission, and filtering and type restrictions have been applied to the input data, etc. The service is
deployed on the Amazon platform, and defense measures such as brute-force cracking have been provided.

This test is passed.
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6.17 Data protection for consumer IoT

6.17.1 IXIT Data
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are:

IXIT 2-Userinfo: User Information:

The completed IXIT lists documentations, publications and information provided to users.

Documentation of Description of the way the information about processing personal data is
Personal Data: documented for the user, including all information to access the
documentation.

IXIT 21-PersData: Personal Data

ID: Unigue per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the category of personal data processed by the DUT.

Example: Log data on the usage of the DUT, payment information, timestamped location data,
audio input stream or biometric data.

Processing Activities: Description of how the personal data is being processed, including all involved
parties. It is described additionally for what purposes the processing is done.

Note: Processing personal data can also include storage of such data.

Communication Reference to communication mechanisms in IXIT 11-ComMech that are used

Mechanisms: for communicating the personal data and an indication whether the recipient is
an associated service (Yes/No). An empty list of communication mechanisms
indicates that the personal data is not transmitted.

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in
the provision 5.8-2 in ETSI TS 103 645 [1J/ETSI EN 303 645 [2].

Obtaining Consent: If the personal data is processed on the basis of consumer's consent:
Description of how the consent for the processing is obtained from the
consumer.

Withdrawing Consent: If the personal data is processed on the basis of consumer's consent:

Description of how the consumer can withdraw the consent for processing the
personal data.

IXIT 24-TelData: Telemetry Data

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering
scheme or some other labelling scheme.

Description: Brief description of the telemetry data being collected and provided to the
manufacturer by the DUT.

Purpose: Brief description for what purpose the data is collected.

Security Examination: If the data is used for security examination: Description of how and by whom
(device or associated service) the telemetry data is examined for security
anomalies.

Note:The security anomaly examination can be realized outside the DUT, i.e. by associated
services.

Note:A device telemetry service captures crash logs and data on usage (telemetry data) from the
DUT in order to enable the developers to determine security flaws (security anomaly detection).

Personal Data: Reference to personal data in IXIT 21-PersData that are processed in the
telemetry data.
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M C (28): The manufacturer shall provide consumers with clear and transparent information about what
personal data is processed, how it is being used, by whom, and for what purposes, for each device and service.
This also applies to third parties that can be involved, including advertisers.

TC _DATA PROTECTION#1 / Test Case 6-1-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 6-1
Doc
Conditional (Personal data is processed)

The purpose of this test case is the conceptual assessment of the user
information about the processing of personal data.

Documentation related to personal data (“Documentation of Personal Data” in
IXIT 2-UserInfo)

a) The tester shall assess whether the "Documentation of Personal Data" in
IXIT 2-UserInfo is suitable for the consumer to obtain the information about
processing personal data.

Verdict The verdict PASS is assigned if:
v The information about processing personal data is suitably provided to
the consumer.
The verdict FAIL is assigned otherwise.
Test Result

FAIL

Testlab Comments

1. General Provisions

the users of IECloud.

{ User Agreement

User Registration Agreement

1.1. You should read the terms and conditions of this
Agreement carefully and complete the registration procedure
according to the instructions on the page. When you check
the "consent” option In the registration process, you
voluntarily reach an agreement with EAST GROUP COQ,, LTD.
(hereinafter referred to as "EAST"), agree to accept all the
terms and conditions under this agreement, and are willing to
undertake the corresponding user obligations, and become

1.2. In order to contact you conveniently to solve all matters,
please use your valid mobile phone number and e-mail when
you register. You should bear legal responsibility for all
activities and events of this account.

1 2 Tha mambarchin carvica aaraamant and anns rcarmant
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4 User Agreement

damage or l0ss arising rrom the use or reliance of any such
wehsite or resource cr fram any content, goods or services
obtained through such website or resource,

4.7 You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damagde, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services far a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the Documentation of Personal Data in IXIT 2-Userinfo, the manufacturer does not provide relevant
information, and according to the user manual, there is an explanation for the collection of the user's cell phone
and email address.

The User Agreement stipulates that all content of the Service will be removed and deleted upon termination of
the Service by the User or the Service Provider.

However, the service does not provide the user with the function of personal data processing.
The test fails.
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TC DATA PROTECTION#2 / Test Case 6-1-2

PROVISION 6-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

Verdict

Doc

Conditional(Personal data is processed)

The purpose of this test case is the functional assessment of the user
information about the processing of personal data.

“Documentation of Personal Data” in IXIT 2-UserInfo

“Processing Activities” in IXIT 21-PersData

a)

b)

c)

d)

The tester shall functionally assess whether the provided information
about processing personal data (obtained information) is consistent to
the description in "Documentation of Personal Data" in IXIT 2-
Userinfo.

The tester shall functionally assess whether the obtained information
about processing personal data accessing the "Documentation of
Personal Data" in IXIT 2-Userinfo match their description in
"Processing Activities" in IXIT 21- PersData.

The tester shall functionally assess whether the obtained information
describes what personal data is processed in a way understandable for
a user with limited technical knowledge (cf. ETSI 103 701 Annex D.3).

d) The tester shall functionally assess whether the obtained information
describe how personal data is being used, by whom, and for what
purposes in a way understandable for a user with limited technical
knowledge (cf.ETSI 103 701 Annex D.3).

The verdict PASS is assigned if:

The information about processing personal data can be obtained as
described; AND

The obtained information about processing personal data match their
description; AND

The personal data being processed is clearly and transparently
described; AND

It is clearly and transparently described how personal data is being used,
by whom, AND for what purposes.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments
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4 User Agreement

User Registration Agreement

1. General Provisions

1.1. You should read the terms and conditions of this
Agreement carefully and complete the registration procedure
according to the instructions on the page, When you check
the "consent" option in the registration process, you
voluntarily reach an agreement with EAST GROUP CQ,, LTD.
(hereinafter referred to as "EAST"), agree to accept all the
terms and conditions under this agreement, and are willing to
undertake the corresponding user obligations, and become
the users of IECloud.

1.2. In order to contact you conveniently to solve all matters,
please use your valid mobile phone number and e-mail when
you register. You should bear legal responsibility for all
activities and events of this account.

1 2 Tha mambarchin carvica aaraamant and anns rcarmant

4 User Agreement

damage or loss arising from the use ar reliance of any such
website or resource or from any content, goods or services
obtained through such website or resource.

4.7.You clearly agree that the risks arising from the use of
EAST network services will be borne solely by themselves,
confirm that you download information independently or
ohtain information through EAST services, and are willing to
bear any possible system damage, data loss and any other
risks.

4.8 Termination of Services: You agree that EAST has the
right to terminate the use of your password, account number
or any part of the Services (or any part of the Services) for
any reason, including, but not limited to, the fact that you
have not been using the Services for a long time, or that
EAST has violated the letter you have viclated D spirit of the
Services Agreement, and to remove and delete any content
of your Services. Except. You agree to discontinue or
terminate the services provided in accordance with this
Service Agreement without prior notice. You acknowledge
and agree that the Service may close or delete your account
and all relevant information and documents in your service
Account at any time, or prohibit you from continuing to use
the aforementioned documents or services. In addition, you
agree that in the event that the use of this service is
interrupted, terminated or your account number and related
information and documents are closed or deleted, EAST shall
not be liable to you or any third party.

Based on the Documentation of Personal Data in IXIT 2-UserInfo, the manufacturer did not provide relevant
information, according to the user manual, in order to have the convenience of contacting the user, the user's
cell phone and email will be collected.

In addition, the application solicits location information, but confirms this with the manufacturer.

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function
and weather information, and no location data is stored or displayed.

This test is passed.
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6.17.2.2 Provision 6-2

M C (7): Where personal data is processed on the basis of consumers' consent, this consent shall be obtained
in a valid way.

TC DATA PROTECTION#3 / Test Case 6-2-1

Security requirement PROVISION 6-2
Type of work Doc
Applicability Conditional(Personal data is processed on the basis of consumers’ consent)
Document analysis The purpose of this test case is the conceptual assessment of the consumers'
objectives consent for the processing of personal data.
Evaluation inputs - At least one device suitable for testing
- Information related to user consent (“Obtaining Consent” in IXIT 21-
PersData)
Document analysis personal data in IXIT 21-PersData that is processed on the basis of
rocedure consumers' consent according to "Obtaining Consent", the tester shall
P assess whether the opt-in choice:
¢ Is given freely; AND
¢ Is given obviously; AND
¢ Is given explicitly
according to the description of "Obtaining Consent".
Verdict The verdict PASS is assigned if for each category of personal data that is
processed on the basis of consumers' consent:
¢ ltis described how to express consent (opt-in choice) to the processing of
personal data for specific purposes; AND
e The opt-in choice is given freely, obviously and explicitly.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

Based on IXIT 21-PersData, it was confirmed that the user account password, phone number and email
address are personal data. This information is entered by the customer during registration.

In addition, the application solicits location information, but confirms this with the manufacturer.

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function
and weather information, and no location data is stored or displayed.

This test is passed.
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TC DATA PROTECTION#4 / Test Case 6-2-2

Security requirement PROVISION 6-2

Type of work Test CAB

Applicability Conditional (Personal data is processed on the basis of consumers’ consent)

Test objectives The purpose of this test case is the functional assessment of the consumers'
consent for the processing of personal data.

Evaluation inputs - At least one device suitable for testing
- Information related to user consent (“Obtaining Consent” in IXIT 21-
PersData)

Test scenario Precondition:

v" The devices shall be in initial state (before commissioning step)
Test sequence:

v'a) For each personal data in IXIT 21-PersData that is processed on the
basis of consumers' consent according to "Obtaining Consent", the
tester shall functionally assess whether consumers' consent to
processing personal data is obtained as described in the IXIT.

- Tester shall perform commissioning step on device, often consents
are asked during this step

Expected result:
v/ Ability to device to obtain consent for personal data processing

Verdict The verdict PASS is assigned if for each category of personal data that is
processed on the basis of consumers' consent:

e The way of obtaining consumers' consent matches the description.

The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

Based on IXIT 21-PersData, it was confirmed that the user account password, phone number and email
address are personal data. This information is entered by the customer during registration.

In addition, the application solicits location information, but confirms this with the manufacturer.

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function
and weather information, and no location data is stored or displayed.

This test is passed.
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M C (7): Consumers who gave consent for the processing of their personal data shall have the capability to

withdraw it at any time.

TC _DATA _PROTECTION#5 / Test Case 6-3-1

Security requirement
Type of work
Applicability

Documentation analysis
objectives

Evaluation inputs

Documentation analysis
procedure

PROVISION 6-3
Doc
Conditional (Personal data is processed on the basis of consumers’ consent)

The purpose of this test case is the conceptual assessment of withdrawing
consumers' consent for the processing of personal data.

- “Withdrawing Consent” & “Obtaining consent” in IXIT 21-PersData

a) For each personal data in IXIT 21-PersData that is processed on the
basis of consumers' consent according to "Obtaining Consent”, the
tester shall assess whether the information on "Withdrawing
Consent" describes how to withdraw consent to the processing of
personal data at any time by configuring I0T device and service
functionality appropriately.

The verdict PASS is assigned if for each category of personal data that is
processed on the basis of consumers' consent:

Verdict = jtis described how to withdraw consent to the processing of personal
data at any time.
The verdict FAIL is assigned otherwise.
Test Result

FAIL

Testlab Comments

This test, failed.

The service does not provide the user with personal data processing functionality.

Page 188 of 195




LYNS_TC. Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

TC DATA PROTECTION#6 / Test Case 6-3-2

Security requirement PROVISION 6-3

Type of work Test CAB

Applicability Conditional (Personal data is processed on the basis of consumers’ consent)
Test objectives The purpose of this test case is the functional assessment of withdrawing

consumers' consent for the processing of personal data.
Evaluation inputs - Atleast one device suitable for testing
- “Withdrawing Consent” & “Obtaining consent” in IXIT 21-PersData
Test scenario Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v'a) For each personal data in IXIT 21-PersData that is processed on the
basis of consumers' consent according to "Obtaining Consent", the
tester shall functionally assess whether consumers' consent to
processing personal data can be withdrawn as described in
"Withdrawing Consent".

Expected result:

v Ability for the user to withdraw consent for the processing of its
personal data

Verdict The verdict PASS is assigned if for each category of personal data that is
processed on the basis of consumers' consent:

v' The way of withdrawing consumers' consent matches the description.

The verdict FAIL is assigned otherwise.

Test Result

FAIL

Testlab Comments

The service does not provide the user with personal data processing functionality.
This test, failed.
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6.17.2.4 Provision 6-4

R C (6): If telemetry data is collected from consumer 10T devices and services, the processing of personal data
should be kept to the minimum necessary for the intended functionality.

TC_DATA_PROTECTION#7 / Test Case 6-4-1

Security requirement PROVISION 6-4
Type of work Doc
Applicability Conditional (if telemetry data is collected)

Documentation analysis The purpose of this test case is the conceptual assessment of the processing
objectives of telemetry data.

Evaluation inputs “Personal Data” in IXIT 24-TelData

a) The tester shall assess whether the personal data in IXIT 21-PersData
that are referenced in "Personal Data" in IXIT 24-TelData is
Documentation analysis necessary for the intended functionality as described in the "Purpose"
procedure of collecting the data.

Note: Telemetry data are considered to be necessary for the intended functionality if and
only if they are needed for achieving the processing purposes.

The verdict PASS is assigned if for each telemetry data:

Verdict v’ Their processing is necessary for the intended functionality.
The verdict FAIL is assigned otherwise.

Test Result

PASS

Testlab Comments

The app solicits location information from the user, however, we confirmed with the manufacturer that the
location information is only used for Bluetooth functionality and weather information, that no location data is
stored or displayed, and that the location information is not used for any other purpose.

This test, passed.
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6.17.2.5 Provision 6-5

M C (6): If telemetry data is collected from consumer loT devices and services, consumers shall be provided
with information on what telemetry data is collected, how it is being used, by whom, and for what purposes.

TC_DATA_PROTECTION#8 / Test case 6-5-1

Security requirement PROVISION 6-5

Type of work Doc

Applicability Conditional (if telemetry data is collected)

Documentation analysis | The purpose of this test case is the conceptual assessment of the user
objectives information about the processing of telemetry data.

Evaluation inputs “Documentation of Telemetry Data” in IXIT 2-Userinfo

b) The tester shall assess whether the "Documentation of Telemetry

Documentation analysis Data" in IXIT 2-UseriInfo is suitable for the consumer to obtain the

BIEEEILS information about processing telemetry data.
The verdict PASS is assigned if:
verdict - The information about processing telemetry data is suitably provided to
the consumer.
The verdict FAIL is assigned otherwise.
Test Result

PASS

Testlab Comments

The app solicits location information from the user, however, we confirmed with the manufacturer that the
location information is only used for Bluetooth functionality and weather information, that no location data is
stored or displayed, and that the location information is not used for any other purpose.

This test, passed.
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TC _DATA _PROTECTION#9 / Test Case 6-5-2

Security requirement
Type of work
Applicability

Document objectives

Evaluation inputs

Document analysis

PROVISION 6-5
Doc
Conditional (Telemetry data being collected)

The purpose of this test case is the functional assessment of user the
information about the processing of telemetry data.

- “Documentation of Telemetry Data” in IXIT 2-UserInfo

- List of telemetry data collected by DUT (IXIT 24-TelData)

Precondition:
v" The devices shall be operating under normal conditions.
Test sequence:

v’ a) The tester shall functionally assess whether the provided information
about processing telemetry data (obtained information) is consistent with
the description in "Documentation of Telemetry Data" in IXIT 2-
Userlinfo.

v' b) The tester shall functionally assess whether the obtained information

procedure about processing telemetry data accessing the "Documentation of
Telemetry Data" in IXIT 2-Userinfo match their "Purpose" described in
IXIT 24-TelData.

v’ ¢) The tester shall functionally check whether the obtained information
describes what telemetry data is collected.

v'd) The tester shall functionally check whether the obtained information
describes how telemetry data is being used, by whom, and for what
purposes.

The verdict PASS is assigned if:

e The information about processing telemetry data can be obtained as
described; and

e The obtained information about processing telemetry data match their

Verdict description; and

e The telemetry data being collected is described; and

e Ttis completely described how telemetry data is being used, by whom,
and for what purposes.

The verdict FAIL is assigned otherwise.
Test Result

FAIL

Testlab Comments

Documentation of Telemetry Data based on IXIT 2-Userinfo, no information provided by manufacturer. So
there is no description of the location information obtained by the application and the user has no way of
knowing what the information is used for.

This test, failed.

Page 192 of 195




‘.YNs-ch Cybersecurity Assessment

Test Report No.: HC2407190100GCO03

Annex 1 - Photo of the unit

Enclosure front view

Enclosure side view-1
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Enclosure side view-2
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Enclosure bottom view

»>>> End of Test Report «K«K«
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