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1 REPORT HISTORY 

 

1.1 Report Revision History 

Test Report No Date Change Description Validity 

HC2407190100GC03 2024-12-10 Final Valid 

 

1.2 Report Template Revision History 

Date Version Comments 
Changed by Approved by 

2024/05/22 Rev1 Creation Boeing Huang Lukes Lin 

 

2 Terms and Conditions 

The test results presented in this report relate only to the object tested.  

This report is for the exclusive use of Lyns-tci Technology Guangdong Co., Ltd. (abbreviation: Lyns-tci) Client 
and is provided pursuant to the agreement between Lyns-tci and its Client. This report shall not be reproduced, 
except in full, without the written approval of Lyns-tci. Test reports without seal and signature are not valid. 

Lyns-tci responsibility and liability are limited to the terms and conditions of the agreement. Lyns-tci assumes 
no liability to any party, other than to the Client in accordance with the agreement, for any loss, expense or 
damage occasioned using this report. 

Information on derived or extended models of the range as provided by the applicant (if any) is included in this 
report for information purposes only. Lyns-tci shall not be liable for any incorrect results due to unclear, 
incorrect, incomplete, misleading or false information provided by client. 
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3 INTRODUCTION 

 

3.1 Scope & Methodology 

 

This test report documents the cybersecurity assessment performed by Lyns-tci Technology Guangdong Co., 
Ltd. 

The assessment is based on the Lyns-tci Technology Guangdong Co., Ltd Consumer Products Services 
Cybersecurity Assessment Methodology for ETSI EN 303 645 (CYBER-ETSI-EN-303 645). 

The cybersecurity assessment of IoT devices is intended to verify and confirm that the Device under Test is in 
conformance with the baseline provisions as specified by ETSI in EN 303 645. 

The assessment fully applies the procedures and methodology defined by ETSI in TS 103 701. 

Due to the generic character of these ETSI documents some amendments are necessary for the performance 
of a conformance assessment. Lyns-tci Technology Guangdong Co., Ltd follows and applies the specific 
amendments as published by the German Federal Office for Information Security (BSI - Bundesamt für 
Sicherheit in der Informationstechnik) in BSI TR-03173. 

The versions of referenced documents applied for this assessment are specified in the following table. 

 

3.2 References 

 

Document Date Version Comments 

ETSI EN 303 645 2020-06 V2.1.1 
Cyber Security for Consumer Internet of Things:  

Baseline Requirements 

ETSI TS 103 701 2021-08 V1.1.1 
Cyber Security for Consumer Internet of Things:  

Conformance Assessment of Baseline Requirements 

BSI TR-03173 2022-04-27 V1.0 
Amendments for Conformance Assessments based on 

ETSI EN 303 645/TS 103 701 
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4 TARGET OF EVALUATION 
 

The target of evaluation for this assessment is the IoT device including it’s interfaces and interactions with 
associated services. 

As input to the assessment the manufacturer has provided information in the form of an Implementation 
Conformance Statement (ICS) and eXtra Information for Testing (IXIT). The proforma is defined by ETSI. 

Additionally samples of the Device under Test (DUT) have been provided by the manufacturer to the Bureau 
Veritas. 

 

4.1 Manufacturer Contact Information 

Information Manufacturer 

Company Name EAST Group Co., Ltd. 

Address 
No.6 Northern Industry Road, Songshan Lake Sci. & Tech. Industrial Park, Dongguan  

City, Guangdong Province, China 

Contact Person zhangjunfeng 

E-Mail address psirt@eastups.com 

Phone Number 8613138038110 

 

4.2 Vendor Questionnair (ICS&IXIT) 

Filename of the ICS/IXIT provided by the manufacturer Date/Version 

ETSI_ICS_IXIT_v2024-11-13_EAST 2024-11-13 

 

4.3 Device Under Test (DUT) 

Information Manufacturer 

Product Name Converter (Hybrid Inverter) 

Type or Model EAHI-6000-SL-S 

Serial Number(s) HI06CS2404220001 

Software Version(s) MCU:1035,DSP:1037/Version 1.3.709 

Intended Use smart home system is a 6kW solar storage charging system 

Date of receipt 2024-11-12 

 

Foto(s) of the DUT 

See appendix Annex 1 - Photo of the unit on page 193 

 

Foto(s) of the Marking Plate 

/ 
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Foto(s) of Architecture 

/ 

 

 

4.4 Auxilliary Equipment 

The following additional equipment and devices were used during the assessment but they are not included in 
the device under test. (e.g. used to bring the DUT into operation). Auxilliary Equipment is typically provided by 
the manufacturer. 

Auxiliiary Equipment 

Component Function Manufacturer Model/Version Serial Number 

Smartphone 
Commissioning steps with 

DUT sample 
(Google) Pixel 5 Android Original / 
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5 TEST SETUP 
 

The test setup consists of the DUT, auxiliary equipment, test equipment and test software tools. It is operated by 
the test lab and provides the environment in which the DUT is assessed. 

The test equipment and test software tools are provided, maintained and are used by the test lab to execute the 
test procedures. 

 

Foto(s) of the Test Setup 

/ 

 

5.1 Test Equipment 

Test Equipment used during the assessment  

Device Name Function Manufacturer Serial Number Version 

Desktop 
computer 

Windows11 lenovo / Vostro 

 

 

5.2 Test Software Tools 

Test Software Tools used during the assessment  

Tool/Script Name Function Developer Version 

Nessus Vulnerability scanning / / 

Wireshark Network Protocol Analysis / / 

Burp Suite Community 
Edition 

Application Testing 
/ / 

Postman interface authentication forensics / / 

Nmap - Zenmap Port scanning and operating system detection / / 

mqttfx Testing and Simulating MQTT Messaging / / 
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6 ASSESSMENT RESULTS  

 

The assessment results relate only to the items tested. 

First day of testing Last day of testing 

2024-11-18 2024-12-02 

 

6.1 Overview  

- The column “Reference” provides the Provision as defined in ETSI EN 303 645 

- The column “Status” provides information, if the provision is mandatory (M) or recommended (R) and if it 

depends on a condition (C) as defined in ETSI TS 103 701 Annex A 

- The column “Support” contains the declaration provided by the manufacturer in the ICS, if the provision is 

supported (Y) or not supported (N) by the DUT. Or N/A when the provision is not applicable (allowed only if a 

provision is conditional as indicated in the status column and if it has been determined that the condition does 

not apply for the DUT) 

- The column “Detail” contains the information provided by the manufacturer in the ICS with explanations about 

the implementation or with reasons why “Support” is set to N or N/A. 

- The column “Conceptual” contains the assessment of the test lab for the test cases marked as “conceptual” in 

ETSI TS 103 701 

- The column “Functional” contains the assessment of the test lab for the test cases marked as “functional” in 

ETSI TS 103 701 

 

- “PASS” verdict is assigned when the required elements for the test case performance are present; and 

the criteria for pass defined for each test step in the "Assignment of Verdict" are fulfilled. 

- “FAIL” verdict is assigned when the required elements for the test case performance are present; and 

the criteria for fail defined for one of the test steps in the "Assignment of Verdict" are fulfilled. 

- “INCON” = “Inconclusive” verdict is assigned when the required elements (e.g. evaluation tools and IXIT 

information) for the test case performance are not present or are not sufficient to allow a proper execution of the 

test case and therefore no meaningful pass or fail verdict can be assigned. 

- “N/E” is assigned when the tester lab has not evaluated the requirement. This can be the case if the 

manufacturer answered in the ICS the Support = Not supported (N) or Not applicable (N/A).  

- “-“ means no test case for this category is specified by the standard. 
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Detail 

Provision 4-1 A justification shall be 
recorded for each recommendation in the 
present document that is considered to be 
not applicable for or not fulfilled by the 
consumer IoT device. 

M Y PASS 

Provision 5.1-1 Where passwords are 
used and in any state other than the 
factory default, all consumer IoT device 
passwords shall be unique per device or 
defined by the user. 

M C 
(1) 

Y PASS 

Provision 5.1-2 Where pre-installed 
unique per device passwords are used, 
these shall be generated with a 
mechanism that reduces the risk of 
automated attacks against a class or type 
of device. 

M C 
(2) 

N/A PASS 

Provision 5.1-3 Authentication 
mechanisms used to authenticate users 
against a device shall use best practice 
cryptography, appropriate to the properties 
of the technology, risk and usage. 

M C 
(8) 

Y PASS 

Provision 5.1-4 Where a user can 
authenticate against a device, the device 
shall provide to the user or an 
administrator a simple mechanism to 
change the authentication value used.  

M C 
(8) 

Y PASS 

Provision 5.1-5 When the device is not a 
constrained device, it shall have a 
mechanism available which makes brute 
force attacks on authentication 
mechanisms via via network interfaces 
impracticable.  

M C 
(5) 

Y PASS 

Provision 5.2-1 The manufacturer shall 
make a vulnerability disclosure policy 
publicly available. 

M Y PASS 

Provision 5.2-2 Disclosed vulnerabilities 
should be acted on in a timely manner 

R Y PASS 

Provision 5.2-3 Manufacturers should 
continually monitor for, identify and rectify 
security vulnerabilities within products and 
services they sell, produce, have 
produced and services they operate 
during the defined support period. 

R Y PASS 

Provision 5.3-1 All software components 
in consumer IoT devices should be 
securely updateable. 

R Y PASS 

Provision 5.3-2 When the device is not a 
constrained device, it shall have an update 
mechanism for the secure installation of 
updates.  

M C 
(5) 

Y PASS 
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Detail 

Provision 5.3-3 An update shall be simple 
for the user to apply.  

M C 
(12) 

Y PASS 

Provision 5.3-4 Automatic mechanisms 
should be used for software updates.  

R C 
(12) 

N/A FAIL 

Provision 5.3-5 The device should check 
after initialization, and then periodically, 
whether security updates are available.  

R C 
(12) 

N/A FAIL 

Provision 5.3-6 If the device supports 
automatic updates and/or update 
notifications, these should be enabled in 
the initialized state and configurable so 
that the user can enable, disable, or 
postpone installation of security updates 
and/or update notifications.  

R C 
(9, 12) 

N/A FAIL 

Provision 5.3-7 The device shall use best 
practice cryptography to facilitate secure 
update mechanisms.  

M C 
(12) 

Y PASS 

Provision 5.3-8 Security updates shall be 
timely. 

M C 
(12) 

Y PASS 

Provision 5.3-9 The device should verify 
the authenticity and integrity of software 
updates.  

R C 
(12) 

Y PASS 

Provision 5.3-10 Where updates are 
delivered over a network interface, the 
device shall verify the authenticity and 
integrity of each update via a trust 
relationship.  

M (11, 
12) 

Y PASS 

Provision 5.3-11 The manufacturer 
should inform the user in a recognizable 
and apparent manner that a security 
update is required together with 
information on the risks mitigated by that 
update.  

R C 
(12) 

Y N/A 

Provision 5.3-12 The device should notify 
the user when the application of a 
software update will disrupt the basic 
functioning of the device.  

R C 
(12) 

Y N/A 

Provision 5.3-13 The manufacturer shall 
publish, in an accessible way that is clear 
and transparent to the user, the defined 
support period.  

M Y PASS 

Provision 5.3-14 For constrained devices 
that cannot have their software updated, 
the rationale for the absence of software 
updates, the period and method of 
hardware replacement support and a 
defined support period should be 
published by the manufacturer in an 
accessible way that is clear and 
transparent to the user.  

R C 
(3, 4) 

N/A N/A 
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Provision 5.3-15 For constrained devices 
that cannot have their software updated, 
the product should be isolable and the 
hardware replaceable.  

R C 
(3, 4) 

N/A PASS 

Provision 5.3-16 The model designation 
of the consumer IoT device shall be 
clearly recognizable, either by labelling on 
the device or via a physical interface.  

M Y PASS 

5.4 Securely store sensitive security 
parameters 

-   

Provision 5.4-1 Sensitive security 
parameters in persistent storage shall be 
stored securely by the device.  

M C 
(14) 

Y PASS 

Provision 5.4-2 Where a hard-coded 
unique per device identity is used in a 
device for security purposes, it shall be 
implemented in such a way that it resists 
tampering by means such as physical, 
electrical or software.  

M C 
(10) 

N/A PASS 

Provision 5.4-3 Hard-coded critical 
security parameters in device software 
source code shall not be used.  

M Y PASS 

Provision 5.4-4 Any critical security 
parameters used for integrity and 
authenticity checks of software updates 
and for protection of communication with 
associated services in device software 
shall be unique per device and shall be 
produced with a mechanism that reduces 
the risk of automated attacks against 
classes of devices.  

M C 
(15) 

Y PASS 

5.5 Communicate securely -   

Provision 5.5-1 The consumer IoT device 
shall use best practice cryptography to 
communicate securely.  

M Y PASS 

Provision 5.5-2 The consumer IoT device 
should use reviewed or evaluated 
implementations to deliver network and 
security functionalities, particularly in the 
field of cryptography.  

R Y PASS 

Provision 5.5-3 Cryptographic algorithms 
and primitives should be updateable 

R Y FAIL 

Provision 5.5-4 Access to device 
functionality via a network interface in the 
initialized state should only be possible 
after authentication on that interface.  

R C 
(16) 

Y PASS 

Provision 5.5-5 Device functionality that 
allows security-relevant changes in 
configuration via a network interface shall 
only be accessible after authentication. 

M C 
(17) 

Y PASS 
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The exception is for network service 
protocols that are relied upon by the 
device and where the manufacturer 
cannot guarantee what configuration will 
be required for the device to operate 

Provision 5.5-6 Critical security 
parameters should be encrypted in transit, 
with such encryption appropriate to the 
properties of the technology, risk and 
usage.  

R C 
(18) 

Y PASS 

Provision 5.5-7 The consumer IoT device 
shall protect the confidentiality of critical 
security parameters that are 
communicated via remotely accessible 
network interfaces. 

M C 
(19) 

Y PASS 

Provision 5.5-8 The manufacturer shall 
follow secure management processes for 
critical security parameters that relate to 
the device.  

M C 
(20) 

Y PASS 

5.6 Minimize exposed attack surfaces -   

Provision 5.6-1 All unused network and 
logical interfaces shall be disabled.  

M Y PASS 

Provision 5.6-2 In the initialized state, the 
network interfaces of the device shall 
minimize the unauthenticated disclosure of 
security-relevant information.  

M Y PASS 

Provision 5.6-3 Device hardware should 
not unnecessarily expose physical 
interfaces to attack. 

R N/A PASS 

Provision 5.6-4 Where a debug interface 
is physically accessible, it shall be 
disabled in software.  

M C 
(13) 

N/A PASS 

Provision 5.6-5 The manufacturer should 
only enable software services that are 
used or required for the intended use or 
operation of the device.  

R Y PASS 

Provision 5.6-6 Code should be 
minimized to the functionality necessary 
for the service/device to operate.  

R Y PASS 

Provision 5.6-7 Software should run with 
least necessary privileges, taking account 
of both security and functionality.  

R Y PASS 

Provision 5.6-8 The device should 
include a hardware-level access control 
mechanism for memory. 

R Y PASS 

Provision 5.6-9 The manufacturer should 
follow secure development processes for 
software deployed on the device.  

R Y FAIL 

5.7 Ensure software integrity  -    
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Provision 5.7-1 The consumer IoT device 
should verify its software using secure 
boot mechanisms. 

R N N/A 

Provision 5.7-2 If an unauthorized 
change is detected to the software, the 
device should alert the user and/or 
administrator to the issue and should not 
connect to wider networks than those 
necessary to perform the alerting function.  

R N N/A 

5.8 Ensure that personal data is secure -   

Provision 5.8-1 The confidentiality of 
personal data transiting between a device 
and a service, especially associated 
services, should be protected, with best 
practice cryptography.  

R C 
(21) 

N/A PASS 

Provision 5.8-2 The confidentiality of 
sensitive personal data communicated 
between the device and associated 
services shall be protected, with 
cryptography appropriate to the properties 
of the technology and usage 

M C 
(22) 

N/A PASS 

Provision 5.8-3 All external sensing 
capabilities of the device shall be 
documented in an accessible way that is 
clear and transparent for the user.  

M C 
(23) 

N/A PASS 

5.9 Make systems resilient to outages -   

Provision 5.9-1 Resilience should be built 
in to consumer IoT devices and services, 
taking into account the possibility  
of outages of data networks and power.  

R Y PASS 

Provision 5.9-2 Consumer IoT devices 
should remain operating and locally 
functional in the case of a loss of network  
access and should recover cleanly in the 
case of restoration of a loss of power.  

R Y PASS 

Provision 5.9-3 The consumer IoT device 
should connect to networks in an 
expected, operational and stable state and  
in an orderly fashion, taking the capability 
of the infrastructure into consideration.  

R Y PASS 

5.10 Examine system telemetry data -   

Provision 5.10-1 If telemetry data is 
collected from consumer IoT devices and 
services, such as usage and 
measurement  
data, it should be examined for security 
anomalies.  

R C 
(6) 

N/A FAIL 

5.11 Make it easy for users to delete 
user data 

-   
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Provision 5.11-1 The user shall be 
provided with functionality such that user 
data can be erased from the device in a 
simple manner.  

M C 
(24) 

Y FAIL 

Provision 5.11-2 The consumer should 
be provided with functionality on the 
device such that personal data can be 
removed from associated services in a 
simple manner.  

R C 
(25) 

Y FAIL 

Provision 5.11-3 Users should be given 
clear instructions on how to delete their 
personal data.   

R C 
(26) 

Y N/A 

Provision 5.11-4 Users should be 
provided with clear confirmation that 
personal data has been deleted from 
services, devices and applications.  

R C 
(26) 

Y N/A 

5.12 Make installation and maintenance 
of devices easy 

-   

Provision 5.12-1 Installation and 
maintenance of consumer IoT should 
involve minimal decisions by the user and 
should follow security best practice on 
usability.  

R Y PASS 

Provision 5.12-2 The manufacturer 
should provide users with guidance on 
how to securely set up their device. 

R Y FAIL 

Provision 5.12-3 The manufacturer 
should provide users with guidance on 
how to check whether their device is  
securely set up. 

R Y FAIL 

5.13 Validate input data -   

Provision 5.13-1 The consumer IoT 
device software shall validate data input 
via user interfaces or transferred via 
Application Programming Interfaces (APIs) 
or between networks in services and 
devices.  

M C 
(27) 

Y PASS 

6 Data protection provisions for 
consumer IoT 

-   

Provision 6-1 The manufacturer shall 
provide consumers with clear and 
transparent information about what 
personal data is processed, how it is being 
used, by whom, and for what purposes, for 
each device and service. This also applies 
to third parties that can be involved, 
including advertisers.  

M C 
(28) 

Y FAIL 

Provision 6-2 Where personal data is 
processed on the basis of consumers' 

M C 
(7) 

Y PASS 
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consent, this consent shall be obtained in 
a valid way.  

Provision 6-3 Consumers who gave 
consent for the processing of their 
personal data shall have the capability to 
withdraw it at any time.  

M C 
(7) 

Y FAIL 

Provision 6-4 If telemetry data is 
collected from consumer IoT devices and 
services, the processing of personal data 
should be kept to the minimum necessary 
for the intended functionality.  

R C 
(6) 

N/A FAIL 

Provision 6-5 If telemetry data is 
collected from consumer IoT devices and 
services, consumers shall be provided 
with  
information on what telemetry data is 
collected, how it is being used, by whom, 
and for what purposes.  

M C 
(6) 

N/A PASS 
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6.2 Overview 1 

Provision Description Verdict 

Reporting implementation 

4-1-1 ICS reporting implementation PASS (M) 

No universal default passwords 

5.1-1 Unique per device passwords PASS (M) 

5.1-2 Pre-installed password randomness N/E (M) 

5.1-3 Authentication mechanism cryptography PASS (M) 

5.1-4 Ability to change authentication value PASS (M) 

5.1-5 Network interface brute force protection PASS (M) 

Implement a means to manage reports of vulnerabilities 

5.2-1 Means to report vulnerabilities PASS (M) 

5.2-2 Acting on disclosed vulnerabilities N/E 

5.2-3 Company monitoring, vulnerability identifying and rectifying N/E 

Keep software update  

5.3-1 Securely updateable N/E 

5.3-2 Secure installation of updates PASS (M) 

5.3-3 Ease of updating PASS (M) 

5.3-4 Automatic update N/E 

5.3-5 Timeliness of security updates N/E 

5.3-6 Software update mechanism modification N/E 

5.3-7 Cryptography in update mechanism PASS (M) 

5.3-8 Security updates shall be timely PASS (M) 

5.3-9 Authenticity and integrity of updates N/E 

5.3-10 Network cryptography in update mechanism PASS (M) 

5.3-11 Security update information N/E 

5.3-12 Disruption of basic functionality N/E 

5.3-13 Product support PASS (M) 

5.3-14 Period and method of hardware replacement support N/E 

5.3-15 Hardware isolation and replacement N/E 

5.3-16 Informing of model number PASS (M) 

Securely store sensitive security parameters 

5.4-1 Sensitive security parameters storage PASS (M) 

5.4-2 Hard coded unique id tamper protection N/E 

5.4-3 Hard coded critical security parameters PASS (M) 

5.4-4 Unique resistant critical security parameters PASS (M) 

Communicate securely 

5.5-1 Cryptography in communication PASS (M) 

5.5-2 Usage of reviewed or evaluated implementations N/E 
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5.5-3 Cryptoagility N/E 

5.5-4 Network access in initialized state before authentication N/E 

5.5-5 Security relevant changes through network access before 
authentication 

PASS (M) 

5.5-6 Encryption of critical security parameters in transit N/E 

5.5-7 Confidentiality of critical security parameters in transit PASS (M) 

5.5-8 Critical security parameters management PASS (M) 

Minimize exposed attack surface 

5.6-1 Justification concerning interfaces exposure  PASS (M) 

5.6-2 Unauthenticated exposure in the initialized state through 
network 

PASS (M) 

5.6-3 Exposure of physical interfaces N/E 

5.6-4 Software setting for debug interfaces N/E 

5.6-5 Unnecessary software services N/E 

5.6-6 Code attack surface N/E 

5.6-7 Least necessary privilege N/E 

5.6-8 Memory access control N/E 

5.6-9 Secure development training N/E 

Ensure software integrity 

5.7-1 Secure boot implementation N/E 

5.7-2 Unauthorized access alert N/E 

Ensure that personal data is secure 

5.8-1 Cryptography used for personal data communication N/E 

5.8-2 Cryptography used for sensitive personal communication N/E 

5.8-3 Data protection and privacy N/E 

Make system resilient to outages 

5.9-1 Resilience against power/network outages N/E 

5.9-2 Basic function during outage and clean recover N/E 

5.9-3 Stable (re)connection N/E 

Examine system telemetry data 

5.10-1 Telemetry data examination N/E 

Make it easy for users to delete user data 

5.11-1 Ease of personal data deletion from device PASS (M) 

5.11-2 Ease of personal data deletion from services N/E 

5.11-3 Instructions on deletion of personal data N/E 

5.11-4 Confirmation of deletion N/E 

Make installation and maintenance of devices easy 

5.12-1 Ease and security of installation and maintenance N/E 

5.12-2 Guidance on securing the device N/E 

5.12-3 Guidance on checking security N/E 
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Validate input data 

5.13-1 Input data validation PASS (M) 

Data protection for consumer IoT 

6-1 Personal data usage PASS (M) 

6-2 Obtaining consumer consent PASS (M) 

6-3 Consumer consent withdrawal PASS (M) 

6-4 Confidentiality of personal data N/E 

6-5 Confidentiality of sensitive personal data N/E 
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6.3 Test Case Assessments 

The test case assessment has been executed according the test procedures described in ETSI TS 103 701. 

 

6.3.1 Reporting implementation 

Test Case 4.1-1 

PROVISION 4.1 A justification shall be recorded for each recommendation in the present 

document that is considered to be not applicable for or not fulfilled by the 

consumer IoT device. 

Applicability Mandatory 

Type of Assessment Conceptual 

Assignment of verdict 

The verdict PASS is assigned if: 

- a justification is given for every recommendation that is considered to 

be not applicable for the DUT; AND 

- a justification is given for every recommendation that is considered to 

be not fulfilled by the DUT. 

The verdict FAIL is assigned otherwise. 
 

Test Result 

PASS 

Note: 

Conformity statement are decided in accordance with ILAC-G8:09/2019 Binary Statement for Simple 

Acceptance Rule, unless otherwise normatively specified or contractually agreed. 
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6.4 No universal default passwords 

 

6.4.1.1 Unique per device 

Test Case 5.1-1-1 

PROVISION 5.1-1 Where passwords are used and in any state other than the factory default, all 

consumer IoT device passwords shall be unique per device or defined by the user. 

Applicability M C(1) = Mandatory Conditional 

C(1) = Where passwords are used. 

Type of Assessment Conceptual 

Assignment of verdict The verdict PASS is assigned if:  

- Each password of a password-based authentication mechanism being 

used in any state other than the factory default, that is not defined by the 

user, is unique per device.  

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

According to the information provided by IXIT 1-AuthMe, the device has two types of connectivity. 
in AuthMech-2 the connection is made via MQTTs, using account password authentication, where 
the username and password are generated from the device serial number and the device number, 
and the user password is 32 in length and consists of alphanumeric characters; and in AuthMech-
4 the connection is made to the device via an app, where the username and password are 
generated by the user registration, the minimum length of user password is 8 and consists of 
letters and numbers. 

Therefore, this test case is considered passed. 

 

Test Case 5.1-1-2 

PROVISION 5.1-1 Where passwords are used and in any state other than the factory default, all 

consumer IoT device passwords shall be unique per device or defined by the user. 
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Applicability M C(1) =Mandatory Conditional 

C(1) = Where passwords are used. 

Type of Assessment Conceptual 

Assignment of verdict 

The verdict PASS is assigned if: 

• Every discovered password-based authentication mechanism is 

documented in the IXIT; AND 

• The user is required to define all passwords before being used, that are 

stated as defined by the user in the IXIT AND 

• There is no indication that the generation of a not user-defined password of 

the DUT used in any state other than the factory default differs from the 

generation mechanism described in the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on AuthMech-2 and AuthMech-3 in IXIT 1-AuthMech, the tester logs in to the client on 
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port 8883 and needs to log in using an account password, which is made up of the device serial 
number and the device number and is encrypted by sha256. The integrity and authenticity 
verification of the communication is done through key pairs. 

 

 

 

The tester needs to register the account password first, and then use the registered account password to 

log into the app. complexity checks were done on the username and user password, and both met the 

complexity requirements. 

This test, passes. 

 

 

 

Test Case 5.1-2-1 

PROVISION 5.1-2 Where pre-installed unique per device passwords are used, these shall be 

generated with a mechanism that reduces the risk of automated attacks against a 

class or type of device. 

Applicability M C(2) =Mandatory Conditional 

C(2) = Where pre-installed passwords are used. 

Type of Assessment Conceptual 
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Assignment of verdict The verdict PASS is assigned if: 

- No obvious regularities in pre-installed passwords is found; AND 

- No common strings or other common patterns in pre-installed passwords is 

found; AND 

- The generation mechanisms for pre-installed passwords do not induce 

passwords, That are related in an obvious 

- way to public information; AND 

- The generation mechanisms for pre-installed passwords are considered 

appropriate in terms of complexity 

The verdict FAIL is assigned otherwise 

Test Result 

PASS 

Testlab Comments 

 

 

According to the information provided in AuthMech-2 in IXIT 1-AuthMech, referenced in 5.1-1-2, the device 

login password is compliant with the strength, and by searching the database, there is no apparent pattern 

in the password, which is consistent with randomness. 

The user password in AuthMech-4 is user-set and conforms to the complexity requirements in IXIT. 

Therefore, this test case is considered passed. 

 

 

Test Case 5.1-2-2 
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PROVISION 5.2-1 Where pre-installed unique per device passwords are used, these shall be 

generated with a mechanism that reduces the risk of automated attacks against a 

class or type of device. 

Applicability M C(2) =Mandatory Conditional 

C(2) = Where pre-installed passwords are used. 

Type of Assessment Conceptual 

Assignment of verdict The verdict PASS is assigned if: 

- for each pre-installed password there is no indication, that its generation 

differs from the generation mechanism described in the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
Refer to Test Case 5.1-2-1 above. 
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6.4.1.2 Provision 5.1-3 

M (8): Authentication mechanisms used to authenticate users against a device shall use best practice 
cryptography, appropriate to the properties of the technology, risk and usage. 
 

This provision relates to the cryptography usage of the device in authentication mechanisms, both in terms of 
protocols and algorithms. They have to be appropriate as define by the risk analysis done during preliminary 
tasks. 

TC_UNIVERSAL_PASSWORDS#5 / Test case 5.1.3-1 

Security requirement PROVISION 5.1-3 

Type of work IXIT analysis 

Applicability Conditional (the device allowing user authentication) 

Documentation analysis 

objectives 

Verify that the device does not implement insecure or obsolete authentication 

mechanisms 

Evaluation inputs - Collected authentication management from IXIT 1-AuthMech 

Documentation analysis 

procedure 

a) For each authentication mechanism in IXIT 1-AuthMech used to 

authenticate users against the DUT, tester assess whether the 

Security Guarantees are appropriate for the use case of user 

authentication, at least integrity and authenticity are required to be 

fulfilled. 

b) For each authentication mechanism in IXIT 1-AuthMech used to 

authenticate users against the DUT, assess whether the 

mechanism according to Description is appropriate to achieve the 

Security Guarantees. 

c) For each authentication mechanism in IXIT 1-AuthMech used to 

authenticate users against the DUT, tester assess whether the 

Cryptographic Details are considered as best practice 

cryptography for the use case of user authentication based on a 

reference catalogue. General reference catalogues of best practice 

cryptography are available, for example: SOGIS Agreed 

Cryptographic Mechanisms (https://www.sogis.eu). For other cases 

please refer to ETSI 701 details 

d) For each authentication mechanism in IXIT 1-AuthMech used to 

authenticate users against the DUT, tester assess whether the 

Cryptographic Details are not known to be vulnerable to a feasible 

attack for the desired security property on the base of the Security 

Guarantees by reference to competent cryptanalytic reports. 

Verdict The verdict PASS is assigned if for all user authentication mechanisms: 

- The security guarantees are appropriate for the use case of user 

authentication; AND 

- The mechanism is appropriate to achieve the security guarantees with 

respect to the use case; AND 

- All used cryptographic details are considered as best practice for the 

use case; AND 

- All used cryptographic details are not known to be vulnerable to a 

feasible attack for the desired security property. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

https://www.sogis.eu/
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Testlab Comments 

 

 
Based on the description of IXIT 1-AuthMech, the MQTT connection method in AuthMech-2/3, the tester 
performed login verification and confirmed that the TLS1.2 protocol, certificate, and user password login 
authentication were used, in accordance with the documentation information. 

 
The application connection method in AuthMech-4, with tester login verification, confirms that the service uses 
the https+tls1.2 protocol and conforms to the documented information. 
The test passed. 
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TC_UNIVERSAL_PASSWORDS#6 / Test case 5.1.3-2 

Security requirement PROVISION 5.1-3 

Type of work Test CAB 

Applicability Conditional (the device allowing user authentication) 

Test objectives Functional evaluation of the authentication mechanisms 

Evaluation inputs - At least one device suitable for testing 

- Collected authentication management from IXIT 1-AuthMech  

Test scenario Precondition: 

- The devices shall be operating under normal conditions. 

- Test plan for authentication mechanisms after usage analysis 

Test sequence: 

a) For each authentication mechanism in IXIT 1-AuthMech used to 

authenticate users against the DUT,  tester assess whether the 

described Cryptographic Details are used by the DUT. 

Expected result: 

✓ Functional status of authentication mechanisms 

Verdict The verdict PASS is assigned if: 

- There is no indication that any used cryptographic setting differs from its 

IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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According to the information provided by IXIT 1-AuthMe, the device has two connection methods. 
In AuthMech-2 /3, the connection is made via MQTT, using account password authentication, the 
username and password are generated from the device serial number and the device number, and 
the user password has a length of 32 and consists of alphanumeric characters. In conjunction with 
5.1-1-2, this encryption method is consistent with the IXIT documentation. 
In AuthMech-4, the connection to the device is made through the application, the username and 
password are generated from the user registration, and the minimum length of the user password is 
8, consisting of alphanumeric characters. In conjunction with 5.1-1-2, this encryption method is 
compliant with the IXIT documentation. 
Therefore, the test case is considered passed. 
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6.4.1.3 Provision 5.1-4 
 

M C (8): where a user can authenticate against a device, the device shall provide to the user or an administrator 
a simple mechanism to change the authentication values used 

TC_UNIVERSAL_PASSWORDS#7 / Test case 5.1.4-1 

Security requirement PROVISION 5.1-4 

Type of work Test CAB 

Applicability Conditional (the device allowing user authentication) 

Test objectives Check if means provided by the manufacturer to change authentication values is 

simple for a common user 

Evaluation inputs - At least one device / User Guide / list of change authentication mechanism 

- Collected authentication management from IXIT 1-AuthMech 

- Documentation of Change Mechanisms from IXIT 2-UserInfo 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether for every authentication mechanism in IXIT 1-

AuthMech where Description indicates that the mechanism is used for 

user authentication, the resource of Documentation of Change 

Mechanisms in IXIT 2-UserInfo considers the mechanism and 

describes how to change the authentication value for the mechanism in a 

manner that is understandable for a user with limited technical 

knowledge (cf. Annex D.3 of ETSI EN 103 701). 

Expected result: 

✓ Benchmark of the simplicity for a common user to change authentication 

value  

Verdict The verdict PASS is assigned if: 

- For all user based authentication mechanisms the published resource 

describes how to change the authentication value with a simple 

mechanism. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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According to IXIT 2-UserInfo, the user can make changes to the user password on the app. 
The tester views the app and refers to the guidance provided in the documentation to perform a change 
operation on the user's password. 
The test, passed. 
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TC_UNIVERSAL_PASSWORDS#8: / Test case 5.1.4-2 

Security requirement PROVISION 5.1-4 

Type of work Test CAB 

Applicability Conditional (the device allowing user authentication) 

Test objectives Check if authentication values modification mechanisms provided by the 

manufacturer works like expected 

Evaluation inputs - At least one device 

- Collected authentication management from IXIT 1-AuthMech 

- Documentation of Change Mechanisms from IXIT 2-UserInfo 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester perform a change of the authentication values for all user 

authentication mechanisms in IXIT 1-AuthMech as documented in the 

resource from Documentation of Change Mechanism in IXIT 2-

UserInfo. 

b) Tester assess whether all changes of user authentication values are 

successful. 

Expected result: 

✓ Modification of authentication values successes  (old ones are no 

longer valid, and the new ones are valid after change) 

Verdict The verdict PASS is assigned if: 

- All mechanisms for the user to change authentication values for user 

authentication mechanisms work as described. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Users can change your password by going to “Me-Setting-Reset Password” in the app. 

 
The tester conducts a change password test, changing the original password “Test@001” to a new password 
“Test@002”, which requires verification of the old password, and the strength of the new password is also 
verified. 
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After the tester changed the password, the old password login test was performed and the old password 
was no longer available. 
This test, passed. 
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6.4.1.4 Provision 5.1-5  

M.C (5):  When the device is not a constrained device, it shall have a mechanism available which makes brute-
force attacks on authentication mechanisms via network interfaces impracticable. 

This provision relates to counter-measures to avoid brute force attacks through network interfaces. 

 

TC_UNIVERSAL_PASSWORDS#9 / Test case 5.1.5-1 

Security requirement PROVISION 5.1-5 

Type of work Doc 

Applicability Conditional (the device is not contrained) 

Documentation analysis 

objectives 

Verify that the device does not allow brute force authentication mechanisms 

Evaluation inputs - Collected authentication management from IXIT 1-AuthMech 

Documentation analysis 

procedure 
a) Tester assess whether for each authentication mechanism in IXIT 1-

AuthMech, where Description indicates that the mechanism is directly 

addressable via a network interface, the mechanism in Brute Force 

Prevention makes brute force attacks via network interfaces 

impracticable. 

Verdict The verdict PASS is assigned if: 

- The documented mechanisms make brute force attacks via network 

interfaces impracticable. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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According to the description in IXIT 1-AuthMech, the service is deployed on Amazon, whose PAAS platform 
provides hosted DDoS protection services. 

 
Testers conducted a brute-force attack test on the login interface, which was unsuccessful. 
This test, passed. 
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TC_UNIVERSAL_PASSWORDS#10 / Test case 5.1.5-2 

Security requirement PROVISION 5.1-5 

Type of work Test CAB 

Applicability Conditional (the device is not contrained) 

Test objectives Assess that brute force attacks are impracticable 

Evaluation inputs - At least one device 

- Collect authentication management from IXIT 1-AuthMech 

Test scenario Precondition:  

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether there exist further network-based authentication 

mechanisms, that are not listed in IXIT 1-AuthMech. 

b) Tester attempt to brute force every network-based authentication 

mechanisms described in IXIT 1-AuthMech. 

Expected result: 

✓ Result authentication mechanisms 

Verdict The verdict PASS is assigned if: 

- Ever discovered network-based authentication mechanism is 

documented in the IXIT; AND 

- For all authentication mechanism via network interfaces there is no 

indication that the implementation of brute force prevention differs from 

its IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 1-AuthMech, has provided various authentication methods of brute force breaking defense 
mechanism. 
Testers using tools to violently break and inject were unsuccessful. 
This test is judged to have passed. 
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6.5 Implement a means to manage reports of vulnerabilities 

 

6.5.1 IXIT Data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

IXIT 2-UserInfo: User Information: 
The completed IXIT lists documentations, publications and information provided to users.  

Publication of Vulnerability 

Disclosure Policy:  

Description of the way the vulnerability disclosure policy is published, 

including all information to access the publication.  

IXIT 3-VulnTypes: Relevant Vulnerabilities  
The completed IXIT lists all types of vulnerabilities that are relevant for the DUT.  

ID: Unique per IXIT identifier, that may be assigned using a sequential 

numbering scheme or some other labelling scheme.  

Description: Brief description of the kind of vulnerability that is relevant for the DUT.  

NOTE: Hardware, software and firmware are possible kinds of vulnerabilities. If all 

vulnerabilities are covered by a single process a separation is not necessary. 

Action: Description of the way of acting on this kind of vulnerability in case of a 

vulnerability disclosure including all entities and responsibilities.  

NOTE: Rolling out patches and publishing advisories are possible actions in this 

case.  

Time Frame: Targeted time frame in which the given steps of the action in case of a 

vulnerability are scheduled.  

EXAMPLE: 5 days for initial response and 90 days until publication of the patch.  

IXIT 4-Conf: Confirmations  
The completed IXIT lists confirmations for the establishment of processes.  

Confirmation of Vulnerability 
Actions (Yes/No): 

Confirmation that for every "Action" described in IXIT 3- VulnTypes the 
required infrastructure is in place and operators are briefed in order to 
achieve the targeted "Time Frame".  

Confirmation of Vulnerability 
Monitoring (Yes/No): 

Confirmation that for every vulnerability monitoring, identifying and 
rectifying described in IXIT 4-VulnMon the required infrastructure is in 
place and operators are briefed.  

IXIT 5-VulnMon: Vulnerability Monitoring  

ID: Unique per IXIT identifier, that may be assigned using a sequential 

numbering scheme or some other labelling scheme. 

Description: Description of the way security vulnerabilities are monitored, identified and 

rectified in products and services. 

NOTE: Procedures for identifying vulnerabilities commonly include assessments 

whether a potential vulnerability is relevant for a certain product, responsible 

persons, an approach to gather information and a workflow to perform in case a 

vulnerability is discovered.  
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6.5.2 Evaluation tasks 

 

6.5.2.1 Provision 5.2-1 

• M: The manufacturer shall make a vulnerability disclosure policy publicly available. This policy shall 
include, at a minimum: 

- Contact information for reporting issues; and 
- All Information’s related to disclosure policy must be publicly available, which means that anyone has 

access to it. 

TC_VULNERABILITY_REPORTING#1 / Test case 5.2-1-1 

Security requirement PROVISION 5.2-1 

Type of work Doc 

Applicability Always 

Documentation analysis 

objectives 

Verify that vulnerability disclosure policy publication is available to anybody 

Evaluation inputs “Publication of vulnerability disclosure” in IXIT 2-UserInfo 

Documentation analysis 

procedure 

Do a short analysis of the vulnerability disclosure policy publication (for instance 

referring to ISO/IEC 29147). 

a) Tester access to the publication as described in “Publication of 

Vulnerability Disclosure Policy” in IXIT 2-UserInfo is possible without 

meeting criteria such as user account,  

i.e. whether anybody can access the documentation.  

Verdict The verdict PASS is assigned if: 

- Publication of the vulnerability disclosure policy is available to anybody  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-UserInfo, the manufacturer's vulnerability 
disclosure policy is available at http://devops.aws.idbkmonitor.com/#/security. 

 

 
Testers can see that the manufacturer manages security vulnerabilities from the manufacturer's 
security vulnerability slip-up site, which allows every user to view and submit questions. 
This test, passed. 
 

 

 

http://devops.aws.idbkmonitor.com/#/security.
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TC_VULNERABILITY_REPORTING #2 / Test case 5.2-1-2 

Security requirement PROVISION 5.2-1 

Type of work Doc 

Applicability Always 

Documentation analysis 

objectives 

Verify that vulnerability disclosure policy publication contains contact information 

and information about timelines regarding acknowledgement of receipt and status 

updates. 

Evaluation inputs “Publication of Vulnerability Disclosure Policy” in IXIT 2-UserInfo 

Documentation analysis 

procedure 

a) Tester assess whether the vulnerability disclosure policy is publicly 

accessible as described in “Publication of Vulnerability Disclosure 

Policy” in IXIT 2-UserInfo 

b) Tester do a short analysis of the vulnerability disclosure policy 

publication 

Tester check whether in the user manual and in the information’s bonded 
to the device that vulnerability disclosure policy contains 

- Contact information 

- Information about timelines regarding acknowledgement of receipt 
and status updates 

Verdict The verdict PASS is assigned if: 

- The vulnerability disclosure policy is publicly accessible; AND  

- The vulnerability disclosure policy contains contact information and 

information on timelines regarding acknowledgement of receipt and status 

updates.  

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-UserInfo, the manufacturer's vulnerability 
disclosure policy is available at http://devops.aws.idbkmonitor.com/#/security. 

 

 
Testers can see that the manufacturer manages security vulnerabilities from the manufacturer's 
security vulnerability slip-up site, which allows every user to view and submit questions. 
The site provides a complete vulnerability management process, an email address for submitting 
vulnerabilities, and a response time for receiving vulnerability questions. 
This test, passed. 
 

 

http://devops.aws.idbkmonitor.com/#/security.
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6.5.2.2 Provision 5.2-2 

 

R:  Disclosed vulnerabilities should be acted on in a timely manner 
 

TC_VULNERABILITY_REPORTING# 3 / Test case 5.2-2-1 

Security requirement PROVISION 5.2-2 

Type of work Doc 

Applicability Always 

Documentation analysis 

objectives 

Assess declaration from manufacturer on the way he manages vulnerability 

disclosure, and whether is done in a timely manner 

Evaluation inputs - “Action” & “Time Frame” from IXIT 3-Vulntypes 

- “Publication of vulnerability disclosure policy” from IXIT 2-UserInfo 

- “Confirmation of vulnerability actions” from IXIT 4- Conf 

Documentation analysis 

procedure 

a) Assess whether the "Action" and the "Time Frame" of each disclosed 

vulnerability in IXIT 3-VulnTypes facilitate that vulnerabilities are acted 

on in a timely manner under consideration of the vulnerability disclosure 

policy according to "Publication of Vulnerability Disclosure Policy" in 

IXIT 2-UserInfo. 

b) Assess whether “Confirmation of vulnerability actions” in IXIT 4-

Confirmations states a confirmation 

Verdict The verdict PASS is assigned if: 

• There is no indication that any described kind of vulnerability is not acted 

on timely; AND 

• A confirmation for the implementation is given. 

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on the Publication of Vulnerability Disclosure Policy in IXIT 2-UserInfo, describes the actions and 
timeframe when a potential security vulnerability is identified. Users who report the issue through the correct 
channels can expect to receive an initial response from the security team on the matter within 7 days. Later, 
within 30 days, the security team may contact the researcher for additional details or evidence to validate the 
issue. If the issue is confirmed, the next 90 days or so will be spent by the software development department 
developing and integrating a solution. 
This test, passed. 
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6.5.2.3 Provision 5.2-3 

 

R: Manufacturer should continually monitor for, identify, and rectify security vulnerabilities within products and 
services they sell, produce, have produced and services they operate during the defined support period. 

 

TC_VULNERABILITY_REPORTING#4 / Test case 5.2-3-1 

Security requirement PROVISION 5.2-3 

Type of work Doc 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of continuous 

monitoring, identifying and rectifying security vulnerabilities concerning the 

described procedures (a-c) and the confirmation that the preconditions for the 

implementation are ensured (d).  

Evaluation inputs - Information about vulnerabiliy monitoring procedures described in IXIT 5-

VulnMon 

- Information about vulnerability identification procedure described in IXIT 5-

VulnMon 

- Information about vulnerability mitigation procedure described in IXIT 5-

VulnMon 

- “Confirmation of vulnerability monitoring” in IXIT 4-Conf 

Documentation analysis 

procedure 
a. Assess whether the way of continuously monitoring for security 

vulnerabilities documented in IXIT 5- VulnMon is suited to systematically 

gather information about security vulnerabilities that potentially can affect 

the DUT.  

b. Assess whether the way of identifying security vulnerabilities documented 

in IXIT 5-VulnMon is suited to determine if and how a security vulnerability 

can affect the DUT.  

c. Assess whether the way of rectifying security vulnerabilities documented in 

IXIT 5-VulnMon is suited to address and mitigate the susceptibility of a 

DUT against a security vulnerability.  

d. Assess check whether "Confirmation of Vulnerability Monitoring" in IXIT 

4-Conf states a confirmation.  

Verdict The verdict PASS is assigned if:  

• The described way is suited for continuously monitoring for security 

vulnerabilities; AND  

• The described way is suited for identifying security vulnerabilities; AND  

• The described way is suited for rectifying security vulnerabilities; AND  

• A confirmation for the implementation is given.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 5- VulnMon, the manufacturer provides a security vulnerability monitoring and remediation 
process. 
Vulnerability feedback submitted by the security team or user vulnerability disclosure URLs/emails are used 
to detect emerging vulnerabilities and provide appropriate remediation recommendations. The manufacturer 
also has a clear process in place to ensure that each time a vulnerability is found, it is verified to confirm that 
the issue has been resolved. 
This test, passed. 

 

 

6.6 Keep software update 

 

6.6.1 IXIT data  

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

 

 

IXIT 2-UserInfo: User Information 

The completed IXIT lists documentations, publications and information provided to users. The pro forma 
contains the following entries, which are independent from each other, and is typically filled out in form of a list. 

Documentation of 

Replacement: 

If the DUT is not updatable: Description of the way the guidance to isolate 

the DUT and the hardware replacement plan is documented for the user, 

including all information to access the documentation. 

Support Period: Time during which the product or service is maintained by the 

manufacturer, e.g. in terms of updates. 

Publication of Support Period: Description of the way the defined "Support Period" is published and 

documented to the user, including all information to access the 

publication. 

Publication of Non-Updatable: If the DUT is not updatable: Description of the way the rationale for the 

absence of software updates is published, including all information to 

access the publication. 

 

 

IXIT 6-SoftComp: Software Components 

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and 
is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential 

numbering scheme or some other labelling scheme. 

Description: Brief description of the software component. 

Update Mechanism: Reference to update mechanisms in IXIT 7-UpdMech that are used for 

updating the software component. An empty list of update mechanisms 
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indicates the absence of updates for the software component and in this 

case a justification is provided. 

Cryptographic Usage: Indicates, if the software component makes use of cryptographic 

algorithms or primitives (Yes/No) and if so, it is included additionally, 

whether side effects of updating those algorithms and primitives are 

considered by the manufacturer (Yes/No). 
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IXIT 7- UpdMech: Update Mechanisms 

 

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and 
is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential 

numbering scheme or some other labelling scheme. 

Description: Brief description of the update mechanism including its major 

characteristics. It is indicated additionally whether the delivery of an 

update is network-based. 

Security Guarantees: Description of the realized security objectives and the threats the 

mechanism is protected against. For authenticity and integrity is indicated 

additionally whether the security guarantee is given by the DUT itself. 

Cryptographic Details: Description of the cryptographic methods (protocols, operations, 

primitives, modes and key-sizes) used to secure the update mechanism 

considering key management, and to facilitate the described "Security 

Guarantees". 

Initiation and Interaction: Brief description of the procedure an update is initiated and a brief 

description of the user interaction, which is necessary to initiate and apply 

an update. 

Configuration: Brief description of how automation and notification of software updates 

can be configured by the user and which options the user can choose 

from. The default configuration is indicated additionally. 

Update Checking: Brief description of the mechanism and the schedule for querying for 

security updates. It is indicated additionally whether the availability check 

is performed by the DUT itself. 

User Notification: Brief description of how the user is informed about an available update 

and about disruptions caused by the update mechanism, e.g. limited 

availability of certain features. It is indicated additionally which information 

are contained in the notification and if the notification is realized by the 

DUT itself. 

 

 

IXIT 8-UpdProc: Update Procedures 

The completed IXIT lists all software components of the DUT. The pro forma contains the following entries and 
is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential 

numbering scheme or some other labelling scheme. 

Description: Brief description of the procedure for deploying security updates including 

all entities and responsibilities. 

Time Frame: Targeted time frame for completing the procedure. 
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IXIT 9-ReplSup: Replacement Support 

The completed IXIT lists information about the isolation and hardware replacement of the DUT. The pro forma 

contains the following entries, which are independent from each other, and is typically filled out in form of a list. 

 

Isolation: Description of the method and its including steps to isolate the DUT. 

Hardware Replacement: Description of the method and its including steps to replace the 

hardware of the DUT. 
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6.6.2 Evaluation tasks 

 

6.6.2.1 Provision 5.3-1 

 

R: All software components in consumer IoT devices should be securely updateable  

 

This provision requires that adequate measures exist to prevent any misuses by an attacker of the update 
mechanisms. 

TC_SOFTWARE_UPDATE_#1 / Test case 5.3-1-1 

Security requirement PROVISION 5.3-1 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the updatability of 

software components concerning the absence of software updates and the 

update mechanisms. 

Evaluation inputs Update Mechanism in IXIT 6-SoftComp 

Documentation analysis 

procedure 

✓ a) For each software component in IXIT 6-SoftComp with an empty list of 

"Update Mechanisms", the tester shall assess whether the implementation 

of software updates is beyond practicability or for a security reason as 

described in the justification for the absence of software updates. 

✓ b) The tester shall apply all test units as specified in the Test case 5.3-2-1 to 

every referenced "Update Mechanism" in IXIT 6-SoftComp. 

Verdict The verdict PASS is assigned if: 

- For all software components without the ability for software updates, a 

software update is not possible for practicability reasons or security 

reasons AND 

- No update mechanism can be misused by an attacker. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the content of IXIT 6-SoftComp, it can be confirmed that there is a software update function in the 
APP that provides the device with support for OTA updates, which is triggered by the user clicking on the view 
and performing the update. 
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The installer downloads the package and asks whether to install it, the tester confirms the installation and then 
automatically completes the installation and finishes the update. 

Update failure test: 

After the download of the update package is completed, cancel the update, the app functions normally. 

Update package download, change the download parameters, prompt download failure, return to the original 
state, app function is normal. 

The tester tested the updated app, the functions are normal, check the latest version, prompted that it is the 
latest version. 

This test, passed. 
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TC_SOFTWARE_UPDATE_#2 / Test Case 5.3-1-2 

Security requirement PROVISION 5.3-1 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the effectiveness of 

the update mechanisms to avoid misuse. 

Evaluation inputs Update Mechanism in IXIT 6-SoftComp 

Test scenario ✓ a) The tester shall apply all test units as specified in the Test case 5.3-2-

2 to every referenced "Update Mechanism" in IXIT 6-SoftComp. 

Verdict The verdict PASS is assigned if: 

- There is no indication that a misuse of any update mechanism is possible. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the content of IXIT 6-SoftComp, it can be confirmed that there is a software update function in the 
APP that provides the device with support for OTA updates, which is triggered by the user clicking on the view 
and performing the update. 

 

 

The tester has tested and confirmed that the update interface has been authenticated and transmitted using the 
https protocol, taking into account secure transmission and data integrity, as described in IXIT 6-SoftComp. 

This test, passed. 
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6.6.2.2 Provision 5.3-2 
 

M.C.(5): When the device is not a constrained device, it shall have an update mechanism for the secure 
installation of updates. 

The provision requires the implementation of at least one update mechanism for not constrained devices. 

TC_SOFTWARE_UPDATE_#3 / Test case 5.3-2-1 

Security requirement PROVISION 5.3-2 

Type of work IXIT analysis 

Applicability Conditional (only if the device is not a contrained device) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the update 

installation mechanism concerning adequate measures to prevent an attacker 

misusing the update installation on the DUT. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech 

Documentation analysis 

procedure 

✓ a) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the design of the update mechanism prevents misuse 

from an attacker according to the "Security Guarantees", the 

corresponding "Description", "Cryptographic Details" and "Initiation 

and Interaction". 

Verdict The verdict PASS is assigned if: 

- One update mechanism of the DUT cannot be misused by an attacker. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

The test results meet the safety requirements as described in IXIT 7-UpdMech in conjunction with 5.3-1-2. 

Test passed. 
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TC_SOFTWARE_UPDATE_#4 / Test case 5.3-2-2 

Security requirement PROVISION 5.3-2 

Type of work Test CAB 

Applicability Conditional (only if the device implements software updates and is not constraint 

device) 

Test objectives The purpose of this test case is the functional assessment of the effectiveness of 

the update mechanism to avoid misuse. 

Evaluation inputs Update mechanism in IXIT 7-UpdMech 

Test scenario ✓ a) For each update mechanism in IXIT 7-UpdMech, the tester shall devise 

functional attacks to misuse the update mechanism based on the 

"description". 

✓ b) The tester shall attempt to misuse each update mechanism on the base 

of the devised adverse actions and assess whether the design of the 

mechanism (see "Description", the "Cryptographic Details" and 

"Initiation and Interaction") effectively prevents the misuse of software 

updates as described in the "Security Guarantees". 

Verdict The verdict PASS is assigned if: 

- There is no indication that a misuse of one update mechanism of the DUT 

is possible. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Testers made parameter modifications to the update interface, injected and other tests, and the update 
download interface prompted a download failure. 

Testers made changes to the downloaded installation package, the installation shows installation failure. 

This test passed. 
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6.6.2.3 Provision 5.3-3 

 

M.C.(12): An update shall be simple for the user to apply 

This provision requires the simplicity for the user. Here simplicity means. 

- Automatically without requiring to apply 
- Doable through a service 
- No technical skills required 
- Easy access through web interface for instance. 

TC_SOFTWARE_UPDATE_#5 / Test case 5.3-3-1 

Security requirement PROVISION 5.3-3 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Test objectives The purpose of this test case is the conceptual assessment of the update 

mechanisms concerning simplicity for the user to apply an update. 

Evaluation inputs Each software component in IXIT 6-SoftComp and "Initiation and 

Interaction" in IXIT 7-UpdMech 

Test scenario ✓ a) For each software component in IXIT 6-SoftComp, tester shall assess 

whether at least one "Update Mechanism" is described, which is simple 

for the user to apply according to "Initiation and Interaction" in IXIT 7-

UpdMech based on the following factors: 

- The software update is automatically applied without requiring any user interaction OR 

- The software update is initiated via an associated service OR 

- The software update is initiated via a web interface on the device OR 

- The software update uses a comparable approach which is applicable for the user with 

limited technical knowledge. 

Verdict The verdict PASS is assigned if: 

• Each software component is covered by at least one update 

mechanism, which is simple for the user to apply. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on the description of Update Mechanism in IXIT 6-SoftComp, the testers checked the update function 
of the application, the entrance is in “My-Settings-Check for Updates”, the display is clear, the update is 
triggered by the user's click to view, the user's consent is asked for, and the installation is completed 
automatically, which is intuitive and easy to understand. It is intuitive and easy to understand. 

This test is passed. 
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6.6.2.4 Provision 5.3-4 

 

R.C.(12): Automatic mechanisms should be used for software updates 

 

The provision requires that automatic mechanisms exist for software updates. It means: 

✓ No user interaction to perform the update or to check the availability. 

TC_SOFTWARE_UPDATE_#6 / Test case 5.3-4-1 

Security requirement PROVISION 5.3-4 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation 

analysis objectives 

The purpose of this test case is the conceptual assessment of the update 

mechanisms concerning automatic mechanisms. 

Evaluation inputs Each software component in IXIT 6-SoftComp and "Update Mechanism" in 

IXIT 7-UpdMech 

Documentation 

analysis procedure 

✓ For each software component in IXIT 6-SoftComp, the tester shall 

assess whether at least one "Update Mechanism" is described in 

IXIT 7-UpdMech, that allows 

• The performance of updates without requiring any user interaction 

according to "Initiation and Interaction" AND 

• The "Update Checking" without requiring any user interaction. 

✓ For each software component in IXIT 6-SoftComp covered by an 

"Update Mechanism" in IXIT 7-UpdMech with the capability to 

configure the automation according to "Configuration", the tester 

shall check whether at least one of the automatic mechanisms is 

enabled by default. 

Verdict The verdict PASS is assigned if: 

• Each software component is covered by at least one update 

mechanism that does not require any user interaction for performing 

an update and for checking the availability of an update AND 

• For each software component covered by an configurable update 

mechanism at least one of the automatic mechanisms is enabled by 

default. 

The verdict FAIL is assigned otherwise. 

 

Test Result 

FAIL 

Testlab Comments 

 

Based on the Update Mechanism in IXIT 6-SoftComp, which does not provide a description of automatic 
software updates, the tester checked the update function for the application, and after testing and 
confirmation from the manufacturer, the application does not have an automatically detected update function, 
and requires the user to check the version and manually trigger an update. 

This test, failed. 
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6.6.2.5 Point 1 Provision 5.3-5 

 

R.C.(12):The device should check after initialization, and then periodically, whether security updates are 
available. 

TC_SOFTWARE_UPDATE_#7 / Test case 5.3-5-1 

Security requirement PROVISION 5.3-5 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the update 

mechanisms concerning the checks for available security updates. 

Evaluation inputs Each software component in IXIT 6-SoftComp 

Documentation analysis 

procedure 

a) For each software component in IXIT 6-SoftComp, the tester shall 

assess whether at least one "Update Mechanism" is described in IXIT 

7-UpdMech, that checks the availability of security updates according to 

the schedule for querying for security updates in "Update Checking":  

- After initialization of the DUT AND 

- Periodically 

Note: A daily security update check at a randomized time can be 

appropriate depending on the type of device 

Verdict The verdict PASS is assigned if every software component is covered by at 

least one update mechanism, where: 

• The checking of the availability of software updates is triggered by the 

DUT itself AND 

• The availability of software updates is checked after initialization of the 

DUT AND 

• The availability of software updates is checked periodically. 

The verdict FAIL is assigned otherwise. 

 

Test Result 

FAIL 

Testlab Comments 

Testers logged in using the old version of the installation and were not prompted for a new version that 
needed to be updated. 

Restarted the old version of the installed app, no indication that there is a new version that needs to be 
updated. 

Reboot the device and open the old version of the app, no indication that a new version needs to be updated. 

This test, the software automatic update detection mechanism, failed. 
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6.6.2.6 Provision 5.3-6 

 

R.C.(9, 12): If the device supports automatic updates and/or update notifications, these should be enabled in 
the initialized state and configurable so that the user can enable, disable, or postpone installation of security 
updates and/or update notifications. 

TC_SOFTWARE_UPDATE_#8 / Test case 5.3-6-1 

Security requirement PROVISION 5.3-6 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Conditional (the device supports automatic updates and/or update 

notifications) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the 

configuration of automatic updates (a-c) and update notifications (d-e).  

Evaluation inputs Each update mechanism in IXIT 7-UpdMech 

Documentation analysis 

procedure 

a) The tester shall apply all test units as specified in the Test case 5.3-4-

1 to identify all automatic update mechanisms in IXIT 7-UpdMech. 

b) For each update mechanism in IXIT 7-UpdMech that provides 

automatic software updates, the tester shall check whether it provides 

the user with the ability to: 

 Enable, OR disable OR postpone the automatic installation of 

security updates according to "Configuration" in IXIT 7-UpdMech. 

c) For each update mechanism in IXIT 7-UpdMech that provides 

automatic software updates, the tester shall check whether automatic 

software updates are enabled in the initialized state according to 

"Configuration". 

d) For each update mechanism in IXIT 7-UpdMech that provides update 

notifications according to "User Notification" the tester shall check 

whether it provides the user with the ability to: 

 Enable, OR disable OR postpone update notifications according to 

“Configuration” in IXIT 7-UpdMech. 

e) For each update mechanism in IXIT 7-UpdMech that provides update 

notifications according to “User Notification”, the tester shall check 

whether update notifications are enabled in the initialized state 

according to “Configuration”. 

Verdict The verdict PASS is assigned if: 

• The DUT supports automatic updates and for all update mechanisms 

the user is provided with the ability to enable, disable or postpone 

automatic installation of security updates and automatic updates are 

enabled in the initialized state; or the DUT does not support automatic 

updates AND 

• The DUT supports update notifications and for all update mechanisms 

the user is provided with the ability to enable, disable or postpone 

update notifications and update notifications are enabled in the 

initialized state; or the DUT does not support update notifications. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 
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Based on IXIT 7-UpdMech, there is no description of the automatic update mechanism. The tester tested the 
app, and there is no configurable item for the update mechanism, and there is no automatic detection of the 
update mechanism. 

This test fails. 
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TC_SOFTWARE_UPDATE_#9 / Test case 5.3-6-2 

Security requirement PROVISION 5.3-6 

Type of work Test CAB 

Applicability Conditional (an update mechanism is implemented) 

Conditional (the device supports automatic updates and/or update 

notifications ) 

Test objectives The purpose of this test case is the functional assessment of the configuration 

of automatic updates and update notifications. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech 

Test scenario a) For each update mechanism in IXIT 7-UpdMech that provides 

automatic software updates (compare identification in Test case 5.3-6-

1) the tester shall functionally assess whether automatic updates are 

configured to be enabled in the initialized state of the DUT. 

b) For each update mechanism in IXIT 7-UpdMech that provides 

automatic software updates (compare identification in Test case 5.3-6-

1) the tester shall perform a modification of the configuration of 

automatic update as described in “Configuration” and assess whether 

the user is provided with the ability to : 

 Enable OR  disable OR postpone automatic installation of security 

updates. 

c) For each update mechanism in IXIT 7-UpdMech that provides update 

notifications according to “User Notification” the tester shall functionally 

assess whether update notifications are configured to be enabled in the 

initialized state of the DUT. 

d) For each update mechanism in IXIT 7-UpdMech that provides update 

notifications according to “User Notification” the tester shall perform a 

modification of the configuration of update notifications as described in 

“Configuration” and assess whether the user is provided with the ability 

to: 

 Enable OR disable OR  postpone update notifications. 

Verdict The verdict PASS is assigned if: 

• The DUT supports automatic updates and the configuration of 

automatic updates is enabled in the initialized state and can be 

modified by the user as described; or the DUT does not support 

automatic updates AND 

• The DUT supports update notifications and the configuration of update 

notifications is enabled in the initialized state and can be modified by 

the user as described; or the DUT does not support update 

notifications. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 
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Based on IXIT 7-UpdMech, there is no description of the automatic update mechanism. The tester tested the 
app, and there is no configurable item for the update mechanism, and there is no automatic detection of the 
update mechanism. 

This test fails. 
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6.6.2.7 Provision 5.3-7 

 

M.C.(12): The device shall use best practice cryptography to facilitate secure update mechanisms 

The provision requires that the device use best practice cryptography protocols and algorithms to implement the 
secure update. The cryptography protocols and algorithms used must be appropriate. In particular, the potential 
of attacker must be estimated with regards to the risk analysis and the usage of the device.  

TC_SOFTWARE_UPDATE_#10 / Test case 5.3-7-1 

Security requirement PROVISION 5.3-7 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation 

analysis objectives 

The purpose of this test case is the conceptual assessment of the 

cryptography used for the update mechanisms concerning the use of best 

practice cryptography and the vulnerability to a feasible attack. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech 

Documentation 

analysis procedure 

a) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the “Security Guarantees” are appropriate for the 

use case of secure updates, at least integrity and authenticity are 

required to be fulfilled. 

b) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the mechanism according to “Description” is 

appropriate to achieve the “Security Guarantees”. 

c) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the “Cryptographic Details” are considered as best 

practice cryptography for the use case of secure updates based on a 

reference catalogue. If “Cryptographic Details” are not included in a 

reference catalogue for the corresponding use case (e.g. novel 

cryptography), the SO shall provide evidences, e.g. a risk analysis, to 

justify the cryptography is appropriate as best practice for the use 

case. In such case the tester shall assess whether the evidence is 

appropriate and reliable for the use case. 

d) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the “Cryptographic Details” are not known to be 

vulnerable to a feasible attack for the desired security property on the 

base of the “Security Guarantees” by reference to competent 

cryptanalytic reports. 

Verdict The verdict PASS is assigned if for all update mechanisms: 

• The security guarantees are appropriate for the use case of secure updates 

AND 

• The mechanism is appropriate to achieve the security guarantees with respect 

to the use case AND 

• All used cryptographic details are considered as best practice for the use case 

AND 

• All used cryptographic details are not known to be vulnerable to a feasible 

attack for the desired security property. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA 
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to 
ensure transmission security. 

This test, passed. 
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6.6.2.8 Provision 5.3-8 

 

M.C.(12): Security updates shall be timely 

The provision requires that the secure updates happens timely and with established procedures, like for 
instance: 

✓ Management of vulnerabilities (disclosure, corrections, deployment of patches) 
✓ Scheduling of updates 

TC_SOFTWARE_UPDATE_#11 / Test case 5.3-8-1 

Security requirement PROVISION 5.3-8 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the manner in 

which security updates are deployed and the confirmation that the 

preconditions for the implementation are ensured. 

Evaluation inputs Each security update procedure in IXIT 8-UpdProc 

Documentation analysis 

procedure 

a) The tester shall assess whether the “Description” and the “Time 

Frame” of each security update procedure in IXIT 8-UpdProc facilitate 

that security updates are deployed in a timely manner. 

b) The tester shall check whether “Confirmation of Update 

Procedures” in IXIT 5-Conf states a confirmation. 

Verdict The verdict PASS is assigned if: 

• There is an indication that the described management procedure 

allows a timely deployment of security updates AND 

• A confirmation for the implementation is given. 

The verdict FAIL is assigned otherwise. 

 

 

Test Result 

PASS 

Testlab Comments 

 

Based on the description in IXIT 8-UpdProc, The Software Development Team (SDD) is responsible for the 
release of the DUT firmware.The SDD is in charge of fixing issues and conducting tests. Once the new 
firmware has been thoroughly tested, the SDD rolls out the update via the official update server. The specific 
changes for each firmware version are documented by the SDD and published on the product website. 

This test, passed. 
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6.6.2.9 Provision 5.3-9 

 

R.C.(12): The device should verify the authenticity and integrity of software updates. 

 

Implicitly this provision is close to 5.3.7 or at least in some cases the correct implementation of 5.7 implies the 
correct implementation of 5.3.9 

TC_SOFTWARE_UPDATE_#12 / Test case 5.3-9-1 

Security requirement PROVISION 5.3-9 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the verification 

of software updates concerning authenticity, integrity and the performing entity. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech. 

Documentation analysis 

procedure 

a) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the authenticity of software updates is suitably verified 

according to “Security Guarantees” and the corresponding 

“Cryptographic Details”, including, in particular, the originality of the 

software update in regard to its source (manufacturer) and target 

(DUT) prior to the installation. 

 

b) For each update mechanism in IXIT 7-UpdMech, the tester shall 

assess whether the integrity of software updates is suitably verified 

according to “Security Guarantees” and the corresponding 

“Cryptographic Details”. 

 

c) For each update mechanism in IXIT 7-UpdMech, the tester shall 

check whether the authenticity verification is performed by the DUT 

itself according to “Security Guarantees”. 

 

d) For each update mechanism in IXIT 7-UpdMech, the tester shall 

check whether the integrity verification is performed by the DUT itself 

according to “Security Guarantees”. 

Verdict The verdict PASS is assigned if: 

• Each update mechanism is effective for the verification of authenticity 

of software updates AND 

• Each update mechanism is effective for the verification of integrity of 

software updates AND 

• The verification of authenticity and integrity of software updates is 

performed by the DUT itself. 

 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA 
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to 
ensure transmission security. 

This test, passed. 
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6.6.2.10 Provision 5.3-10 

 

M.(11, 12): Where updates are delivered over a network interface, the device shall verify the authenticity and 
integrity of each update via a trust relationship. 

 

The provision requires a network interface. 

TC_SOFTWARE_UPDATE_#13 / Test case 5.3-10-1 

Security requirement PROVISION 5.3-10 

Type of work IXIT analysis / test CAB 

Applicability - Conditional (updates are delivered over a network interface) 

- Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the verification of 

software updates via a trust relationship concerning authenticity and integrity and 

the performing entity, and the functional assessment of the completeness of the 

IXIT documentation 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech. 

Documentation analysis 

procedure 

a) The tester shall apply the test units a-b as specified in the Test case 

5.3-9-1. 

b)  For each network based update mechanism in IXIT 7-UpdMech, the 

tester shall assess whether the verification of integrity and authenticity 

relies on a valid trust relationship according to “Description” and 

“Security Guarantees”. A valid trust relationship includes: 

- Authenticated communication channels OR 

- Presence on a network that requires the device to possess a 

critical security parameter or password to join OR 

- Digital signature based verification of the update OR 

- Confirmation by the user OR 

- A comparable secure functionality. 

c) The tester shall functionally assess whether update mechanisms that are 

not documented in IXIT 7-UpdMech are available via a network interface 

on the DUT. 

Verdict The verdict PASS is assigned if: 

• Each update mechanism is effective for the verification of authenticity of 

software updates AND 

• Each update mechanism is effective for the verification of integrity of 

software updates AND 

• The verification of authenticity and integrity of software updates is based 

on a valid trust relationship AND 

• Every discovered network-based update mechanism is documented in 

the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 



 
Cybersecurity Assessment   

Test Report No.: HC2407190100GC03  

 

Page 73 of 195 
 

 

 

Based on IXIT 7-UpdMech, the update package uses the AES algorithm for encryption and the RSA 
algorithm for integrity checking. Testers tested the interface, which uses the https and TLS1.2 protocols to 
ensure transmission security. 

This test, passed. 
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6.6.2.11 Provision 5.3-11 

 

R.C.(12): The manufacturer should inform the user in a recognizable and apparent manner that a security 
update is required together with information on the risks mitigated by that update. 

TC_SOFTWARE_UPDATE_#14 / Test case 5.3-11-1 

Security requirement PROVISION 5.3-11 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the method and 

content of information for the user about required security updates. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech. 

Documentation analysis 

procedure 

a) For each update mechanism in IXIT 7-UpdMech the tester shall assess 

whether the method to inform the user about the availability of required 

security updates is recognizable and apparent according to “User 

Notification”. 

b) For each update mechanism in IXIT 7-UpdMech the tester shall assess 

whether the user notification on required security updates includes 

information about the risks mitigated by the update according to “User 

Notification”. 

Verdict The verdict PASS is assigned if for all update mechanisms: 

• The method to inform the user about required security updates is 

recognizable and apparent AND 

• The notification on required security updates includes information about 

the risks mitigated by the update. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

 

Based on the description of IXIT 7-UpdMech, firmware updates are triggered by the user's initiative, and the 
user's consent is sought before the update is performed. 

Testers tested and did not find any active notification to the user of the update function. 

This test, not applicable. 
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6.6.2.12 Provision 5.3-12 

 

R.C.(12): The device should notify the user when the application of a software update will disrupt the basic 
functioning of the device. 

NOTE: When the basic functioning of the DUT is never disrupted by a software update, no user notification is necessary. In such a situation 
the test cases of this test group are fulfilled. 

TC_SOFTWARE_UPDATE_#15 / Test case 5.3-12-1 

Security requirement PROVISION 5.3-12 

Type of work IXIT analysis 

Applicability Conditional (an update mechanism is implemented) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of user notifications 

in case of disruptive software updates. 

Evaluation inputs Each update mechanism in IXIT 7-UpdMech. 

Documentation analysis 

procedure 

The tester shall check whether each update mechanism in IXIT 7-UpdMech 

supports user notification in case of disruptive software updates according to 

“User Notification” and it is indicated as realized on the DUT itself. 

Verdict 

The verdict PASS is assigned if for each update mechanism: 

• The user is appropriately notified about the disruption of basic 

functioning during the software update AND 

• The user notification is realized on the DUT itself. 

The verdict FAIL is assigned otherwise. 

Test Result 

NA 

Testlab Comments 

According to the information provided by the vendor regarding IXIT 7-UpdMech, it is mentioned in the User 
Notification field that the DUT does not possess update notification functionality. Therefore, this test item is 
deemed not applicable. 
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6.6.2.13 Provision 5.3-13 

 

M: The manufacturer shall publish, in an accessible way that is clear and transparent to the user, the defined 
support period. 

TC_SOFTWARE_UPDATE_#16 / Test case 5.3-13-1 

Security requirement PROVISION 5.3-13 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the publication of 

the defined support period. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

The tester shall assess whether access to the “Publication of Support Period” 

in IXIT 2-UserInfo is understandable and comprehensible for a user with limited 

technical knowledge. 

Verdict The verdict PASS is assigned if: 

• The publication of software update support period is understandable and 

comprehensible for a user with limited technical knowledge. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

 

Based on the vulnerability disclosure URL provided in IXIT 2-UserInfo, testers could find a description of the 
support period for the vulnerability on the website. 

This test passed. 
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TC_SOFTWARE_UPDATE_#17 / Test case 5.3-13-2 

Security requirement PROVISION 5.3-13 

Type of work Test CAB 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the functional assessment of the publication of 

the defined support period. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

a) The tester shall functionally check whether the user information on 

accessing the resource for publishing the defined support period 

according to “Publication of Support Period” in IXIT 2-UserInfo is 

provided as described. 

b) The tester shall functionally check whether the resource for publishing 

the defined support period according to “Publication of Support 

Period” in IXIT 2-UserInfo is accessible without restrictions (like e.g. a 

registration prior to the access). 

c) The tester shall functionally check whether the published support period 

according to “Publication of Support Period” in IXIT 2-UserInfo 

actually defines the support period with respect to the updateable 

software components as described in “Support Period” in IXIT 2-

UserInfo. 

Verdict The verdict PASS is assigned if: 

• The access to the resource for publishing the defined support period to 

the user is provided as described in the IXIT AND 

• The access to the resource for publishing the defined support period is 

unrestricted AND 

• The defined support period is published. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the vulnerability disclosure URL provided in IXIT 2-UserInfo, testers could find a description of the 
support period for the vulnerability on the website. 

 

This test passed. 
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6.6.2.14 Provision 5.3-14 

 

R,C (3, 4): For constrained devices that cannot have their software updated, the rationale for the absence of 
software updates, the period and method of hardware replacement support and a defined support period should 
be published by the manufacturer in an accessible way that is clear and transparent to the user. 

TC_SOFTWARE_UPDATE_#18 / Test case 5.3-14-1 

Security requirement PROVISION 5.3-14 

Type of work IXIT analysis 

Applicability Conditional (Software components are not updateable) 

Conditional (The device is constrained) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the publication of 

the rationale for absence of updates and hardware replacement support. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

The tester shall assess whether the access to the “Publication of Non-

Updatable” and “Documentation of Replacement” in IXIT 2-UserInfo is 

understandable for a user with limited technical knowledge. 

Verdict The verdict PASS is assigned if: 

• The publication of the rationale for absence of updates and hardware 

replacement support is understandable for a user with limited technical 

knowledge. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

 

 

Based on Publication of Non-Updatable and Documentation of Replacement in IXIT 2-UserInfo, there are no 
non-updatable components in the DUT. 

this test item is deemed not applicable. 
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TC_SOFTWARE_UPDATE_#19 / Test case 5.3-14-2 

Security requirement PROVISION 5.3-14 

Type of work Test CAB 

Applicability 
Conditional (Software components are not updateable) 

Conditional (The device is constrained) 

Documentation analysis 

objectives 

The purpose of this test case is the functional assessment of the publication of 

the rationale for absence of updates and hardware replacement support. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

a) The tester shall functionally check whether the user information on 

accessing the resource for the rationale for absence of updates and 

publishing the hardware replacement support according to “Publication 

of Non-Updatable” and “Documentation of Replacement” in IXIT 2-

UserInfo is provided as described. 

b) The tester shall functionally check whether the resource for publishing the 

rationale for absence of updates and hardware replacement support 

according to “Publication of Non-Updatable” and “Documentation of 

Replacement” in IXIT 2-UserInfo is accessible without restrictions (like 

e.g. a registration prior to the access). 

c) The tester shall functionally check whether the published rationale for 

absence of updates according to “Publication of Non-Updatable” in 

IXIT 2-UserInfo contains the rationale for the absence of software 

updates. 

d) The tester shall functionally check whether the published hardware 

replacement support according to “Documentation of Replacement” in 

IXIT 2-UserInfo contains the hardware replacement plan in terms of the 

period and method of hardware replacement support. 

e) The tester shall functionally check whether the published rationale for 

absence of updates according to “Publication of Non-Updatable” in 

IXIT 2-UserInfo contains a defined support period. 

Verdict 

The verdict PASS is assigned if: 

• The access to the resource for publishing the rationale for absence of 

updates AND hardware replacement support to the user is provided as 

described in the IXIT AND 

• The access to the resource for publishing the rationale for absence of 

updates AND hardware replacement support is unrestricted AND 

• The rationale for the absence of software updates is published AND 

• The period and method of hardware replacement support is published 

AND 

• A support period is published. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

Based on the results of the conceptual test items, this test item is deemed not applicable. 
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6.6.2.15 Provision 5.3-15 

 

R.C. (3,4): For constrained devices that cannot have their software updated, the product should be isolable and 
the hardware replaceable. 

TC_SOFTWARE_UPDATE_#20 / Test case 5.3-15-1 

Security requirement PROVISION 5.3-15 

Type of work IXIT analysis 

Applicability 
Conditional (Software components are not updateable) 

Conditional (The device is constrained) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the isolation 

capabilities and hardware replacement support of the DUT. 

Evaluation inputs IXIT 9-ReplSup 

Documentation analysis 

procedure 

a) The tester shall assess whether the described method in "Isolation" in 

IXIT 9-ReplSup is suitable to isolate the IoT product, i.e. to remove the 

IoT product from the network it is connected to, or to place the IoT 

product in a selfcontained environment. 

b) The tester shall assess whether the described method in "Hardware 

Replacement" in IXIT 9-ReplSup is suitable to be able to replace the 

hardware. 

Verdict 

The verdict PASS is assigned if: 

• The described method is suited for the isolation of the IoT product AND 

• The described method is suited for the replacement of the hardware. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the Isolation and Hardware Replacement descriptions in IXIT 9-ReplSup, testers can easily perform 
isolation operations such as disconnecting from the network or shutting down the device. 

The devices are designed with replaceable batteries, and after the tester replaces the batteries, the test device 
still works and the software performs normally. 

Each product carries a paper and electronic copy of the user manual, which allows users to easily access 
guidelines for hardware replacement. 

This test, passed. 
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TC_SOFTWARE_UPDATE_#21 / Test case 5.3-15-2 

Security requirement PROVISION 5.3-15 

Type of work Test CAB 

Applicability 
Conditional (Software components are not updateable) 

Conditional (The device is constrained) 

Documentation analysis 

objectives 

The purpose of this test case is the functional assessment of the isolation 

capabilities and hardware replacement support of the DUT. 

Evaluation inputs IXIT 9-ReplSup 

Documentation analysis 

procedure 

a) The tester shall set up the IoT product in the intended environment. 

b) The tester shall perform the method described in "Isolation" in IXIT 9-

ReplSup in order to isolate the IoT product, i.e. to remove the IoT 

product from the network it is connected to, or to place the IoT product in 

a self-contained environment, as appropriate. 

c) The tester shall functionally assess whether on the isolated IoT product: 

- In case of removing the IoT product from the network 

connection: any functionality loss caused is related only to that 

connectivity and not to the main function of the DUT, OR 

- In case of placing the IoT product in a self-contained 

environment 

- with other devices: the integrity of devices within that 

environment is ensured. 

d) The tester shall perform the method described in "Hardware 

Replacement" in IXIT 9-ReplSup in order to replace the hardware in the 

intended environment. 

e) The tester shall functionally assess whether the connectivity and 

associated functionality can be regained on the replaced DUT. 

Verdict 

The verdict PASS is assigned if: 

• The IoT product can be isolated successfully according to the described 

method for isolation. AND 

• The hardware can be replaced successfully according to the described 

method for hardware replacement. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the product specification mentioned in IXIT 9-ReplSup. 

Testers operating according to the product manual can easily perform isolation operations such as 
disconnecting from the network or shutting down the device. 

Battery replacement can be easily performed by the tester by following the product manual. 

This test, passed. 
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6.6.2.16 Provision 5.3-16 

 

M: The model designation of the consumer IoT device shall be clearly recognizable, either by labelling 

on the device or via a physical interface. 

TC_SOFTWARE_UPDATE_#22 / Test case 5.3-16-1 

Security requirement PROVISION 5.3-16 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the model 

designation. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

The Tester shall assess whether the model designation of the DUT can be 

obtained in a clearly recognizable way, either by labelling on the DUT or via a 

physical interface according to "Model Designation" in IXIT 2-UserInfo. 

Verdict 

The verdict PASS is assigned if: 

• The model designation of the DUT can be obtained clearly recognizable 

by labelling on the DUT or via a physical interface. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Testers can clearly see the device model number on the device casing. 

The currently connected device can be viewed in the APP and the device model can be clearly displayed. 

This test, passed. 
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TC_SOFTWARE_UPDATE_#23 / Teste case 5.3-16-2 

Security requirement PROVISION 5.3-16 

Type of work Test CAB 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the functional assessment of the model 

designation. 

Evaluation inputs IXIT 2-UserInfo 

Documentation analysis 

procedure 

a) The tester shall functionally check whether the model designation of the 

DUT can be obtained applying the described way of recognition in 

"Model Designation" in IXIT 2-UserInfo. 

 

b) The tester shall functionally assess whether the obtained model 

designation is available in simple text and corresponds with the expected 

model designation described in "Model Designation" in IXIT 2-

UserInfo. 

Verdict 

The verdict PASS is assigned if: 

• The model designation of the DUT can be extracted according to the 

described way of recognition AND 

• The model designation is available in simple text AND 

• The model designation is corresponding with the expected model 

designation according to the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Testers can clearly see the device model number on the device casing. 

The currently connected device can be viewed in the APP and the device model can be clearly displayed. 

The test result matches the document description and passed. 
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6.7 Securely store sensitive security parameters 

 

6.7.1 IXIT data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

 

IXIT 10-SecParam: Security Parameters 

The completed IXIT lists all sensitive (public and critical) security parameters that are persistently stored on the 
DUT during intended usage. The pro forma contains the following entries and is typically filled out in form of a 
table. 

ID:  Unique per IXIT identifier, that may be assigned using a sequential 
numbering scheme or some other labelling scheme. 

Description:  Brief description of the security parameter, including its purpose. It is 
indicated additionally whether the parameter is a hard-coded unique per 
device identity used in a device for security purposes (hardcoded identity) 
and/or hard-coded in device software source code. 

Type: Indication whether the security parameter is public or critical. 

Note: Public and critical security parameters are defined in ETSI TS 103 645 [1]/ETSI EN 303 
645 [2]. 

Security Guarantees:  Description of the realized baseline security objectives and threats the 
security parameter is protected against during persistent storage. 

Protection Scheme:  Description of the measures that are applied to achieve the Security 
Guarantees. This includes the principals and roles through which access to 
the parameter is possible, including the privileges associated to each role. 

Provisioning Mechanism:  f the “Type” indicates that the parameter is critical: Description of the 
mechanism through which the parameter is assigned its value for the 
operation of the DUT. 

Note1: Such assignment can happen during initialization or in initialized state (e.g. 
when a device functionality relying on the parameter is activated by the user). 

Note2: Persistent configuration data, runtime configuration data, protocol negotiation 
and assignment to a default value are potentially possible provisioning mechanisms. 

Communication 
Mechanisms: 

Reference to communication mechanisms in IXIT 11-ComMech that are 
used for communicating the parameter and an indication whether the 
communication is done via remotely accessible interfaces. 

Generation Mechanism:  If the "Type" indicates that the parameter is critical and used for integrity 
and authenticity checks of software updates or for protection of 
communication with associated services: 

- Description of the mechanism used to generate the values of the 
parameter and it is indicated additionally that the parameter is used 
for integrity and authenticity checks of software updates or for 
protection of communication with associated services. 

Example: References to a standard random number generator and applicable design 

documents. 
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6.7.2 Evaluation tasks 

 

6.7.2.1 Provision 5.4-1 

 

M (14): Sensitive security parameters in persistent storage shall be stored securely by the device 

TC_SENSITIVE_DATA#1 / Test case 5.4-1-1 

Security requirement PROVISION 5.4-1 

Type of work IXIT analysis 

Applicability Conditional (sensitive security parameters are stored persistently) 

Documentation 

analysis objectives 

Verify that sensitive security parameters described in user manual and public 

information’s bonded to the device are securely stored 

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam 

Documentation 

analysis procedure 

✓ Tester assess whether the declaration in “Type” of each sensitive security 

parameter provided in IXIT 10-SecParam is consistent with the Description. 

✓ Tester assess whether the “Security Guarantees” of each sensitive security 

parameter provided in IXIT 10-SecParam matches at least the protection 

needs indicated by Type. 

NOTE 1: Criftical security parameter require integrity and confidentiality protection while public 

security parameter require integrity protection only. 

✓ Tester assess whether the “Protection Scheme” of each sensitive security 

parameter provided in IXIT 10-SecParam provides the claimed Security 

Guarantees. 

NOTE 2: Consider the usage of external evidences (see clause 4.7) to (partially) cover the 

provision if a secure element is used. 

✓ Tester assess the completeness of the sensitive security parameters in IXIT 

10-SecParam by considering indications for sensitive security parameters in 

the provided information in all other IXITs. 

EXAMPLE: If there are authentication mechanisms described in IXIT 1-AuthMech, the 

verification whether the corresponding cryptographic parameters are listed in IXIT 10-SecParam 

can be helpful tocollect indications. 

Verdict 

The verdict PASS is assigned if: 

• For every sensitive security parameter the declaration is consistent with its 

description; AND 

• For every sensitive security parameter the claimed security guarantees match its 

minimal protection needs; AND 

• Every sensitive security parameter has a suitable protection mechanism for the 

claimed security guarantees; AND 

• There is no indication, that the listed sensitive security parameters are 

incomplete. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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According to the information provided by the vendor regarding IXIT 10-SecParam.  The content mentioned in 
the Security Guarantees section meets the requirements for ensuring confidentiality and integrity.  Therefore, 
this test item is deemed to pass. 

 

TC_SENSITIVE_DATA _#2 / Test case 5.4-1-2 

Security requirement PROVISION 5.4-1 

Type of work Test CAB 

Applicability Conditional (sensitive security parameters are stored persistently) 

Test objectives 
Verify that secure storage mechanism of sensitive security parameters works as 

expected  

Evaluation inputs 
- At least three devices suitable for testing  

- Collected sensitive security parameter from IXIT 10-SecParam 

Test scenario 

Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether for all sensitive security parameters provided in 

IXIT 10-SecParam, Protection Scheme is implemented according to 

the IXIT documentation 

Expected result: 

✓ Result of sensitive parameter secure storage robustness 

Verdict 

The verdict PASS is assigned if: 

- For every sensitive security parameter there is no indication that the 

implementation of the corresponding protection scheme differs from its 

IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on the test results above, SecParam-1、SecParam-2、SecParam-3 and SecParam-4 are no differs from 

the "Protection Scheme " in the IXIT documentation. It is determined that the requirement passed. 
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6.7.2.2 Provision 5.4-2 

 

M C (10): Where a hard-coded unique per device identity is used in a device for security purposes, it shall be 
implemented in such a way that it resists tampering by means such as physical, electrical or software. 

TC_SENSITIVE_DATA#3 / Test case 5.4-2-1 

Security requirement PROVISION 5.4-2 

Type of work IXIT analysis 

Applicability Conditional (a hard-coded unique per device identity is used for security 

purposes) 

Documentation analysis 

objectives 

Verify that sensitive security parameters described in user manual and public 

information’s bonded to the device are securely stored 

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam 

Documentation analysis 

procedure 

a) Check whether for each sensitive security parameter in IXIT 10-

SecParam where the Description indicates that it is used as an hard-

coded identity, a corresponding explicit statement is provided. 

b) Assess whether for each hard-coded identity as indicated in 

Description in IXIT 10-SecParam the corresponding "Security 

Guarantee" provides tamper-resistance. 

NOTE 1: Tamper-resistance addresses protection against means such as physical, 

electrical and software means. 

NOTE 2: Consider the usage of external evidences (see clause 4.7) to (partially) cover the 

provision if a secure element is used. 

c) Assess whether the Protection Scheme of each hard-coded identity as 

indicated in Description in IXIT 10-SecParam provides the claimed 

Security Guarantees with respect to tamper-resistance. 

Verdict The verdict PASS is assigned if: 

- There is no indication that any hard-coded identity is not documented as 

such; AND 

- For all hard-coded identities the security guarantee includes tamper-

resistance; AND 

- Every hard-coded identity has a suitable protection mechanism for 

tamper-resistance. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on the sensitive parameters described in IXIT 10-SecParam, SecParam-1, SecParam-2, and SecParam-
3, hardcoded in the device software, the device is not directly networked, and an attacker would need access to 
the file system or firmware package on the DUT to access the key. Software updates are also transmitted and 
encrypted using secure protocols for processing, so these two parameters are judged to be secure. 

Based on the sensitive parameters described in IXIT 10-SecParam, SecParam-4, for the user account 
password, the application uses a secure transport and irreversible hash function to encrypt and store the cloud, 
and login access requires authentication forensics. 

This test, passed. 
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TC_SENSITIVE_DATA _#4 / Test case 5.4.2-2 

Security requirement PROVISION 5.4-2 

Type of work Test CAB 

Applicability Conditional (hard-coded unique per device identity is used for security purposes) 

Test objectives Verify that hard-coded unique per device identity could resist tampering by 

physical means  

Evaluation inputs - At least three devices suitable for testing  

- Collected sensitive security parameter from IXIT 10-SecParam 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether for all each hard-coded identity as indicated 

in Description in IXIT 10-SecParam the Protection Scheme with 

respect to tamper-resistance is implemented according to the IXIT 

documentation. 

Expected result: 

✓ Result of tampering enforcement 

Verdict The verdict PASS is assigned if: 

- For every hard-coded identity, there is no indication that the 

implementation of any protection scheme with respect to tamper-

resistance differs from its IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

Based on the Protection Scheme description in IXIT 10-SecParam, the tester was tested for compliance. 

This test, passed. 

 



 
Cybersecurity Assessment   

Test Report No.: HC2407190100GC03  

 

Page 92 of 195 
 

 

6.7.2.3 Provision 5.4-3 

 

M: Hard-coded critical security parameters in device software source code shall not be used. 

TC_SENSITIVE_DATA _#5 / Test case 5.4.3-1 

Security requirement PROVISION 5.4-3 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 

objectives 

Check that hard-coded security parameters defined as critical is not present 

inside source-code  

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam 

Documentation analysis 

procedure 

a) Check whether for all critical security parameters provided in IXIT 10-

SecParam where Provisioning Mechanism indicates that it is hard coded in 

device software source code, the fact is reflected in Description. 

b) Assess whether for all critical security parameters in IXIT 10-SecParam, 

which are hard coded in device software source code according to 

Description, the corresponding Provisioning Mechanism ensures that it is 

not used during the operation of the DUT. 

Verdict The verdict PASS is assigned if: 

- There is no indication that any critical security parameter hard-coded in 

device software source code is not documented as such; AND 

- For all critical security parameter hard-coded in device software source 

code, the “Provisioning Mechanism” ensures that it is not used during 

the operation of the DUT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Tester testing confirmed that the RSA key hardcoded in SecParam-1 of IXIT 10-SecParam is used to verify the 
integrity check of the update packet, the AES key hardcoded in SecParam-2 is used to decrypt the update 
packet, and the ID hardcoded in SecParam-3 is used for device authentication. The above three sensitive 
parameters are used for updates only and are all singularized for their purpose. 

The user account password for SecParam-4 in IXIT 10-SecParam is used for app login authentication, 
singularized usage. 

This test, passed. 
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TC_SENSITIVE_DATA _#6 / Test case 5.4.3-2 

Security requirement PROVISION 5.4-3 

Type of work Test CAB 

Applicability Always 

Test objectives Check that hard-coded security parameters defined as critical is not present 

inside source-code 

Evaluation inputs - At least three devices suitable for testing  

- Collected sensitive security parameter from IXIT 10-SecParam 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether for all critical security parameters hard-coded in 

device software source code documented in “Description” of IXIT 10-

SecParam, the Provisioning Mechanism is indeed applied during the 

operation of the DUT. 

Expected result: 

✓ Result of tampering enforcement. 

Verdict The verdict PASS is assigned if: 

- For all critical security parameter hard-coded in device software source 

code there is no indication that the application of the provisioning 

mechanism differs from its IXIT documentation. 

 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

Tester testing confirms that the description in the IXIT 10-SecParam matches the actual test. 

This test passed. 
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6.7.2.4 Provision 5.4-4 

 

M C (15): Any critical security parameters used for integrity and authenticity checks of software update and for 
protection of communication with associated services in device software shall be unique per device and shall be 
produced with a mechanism that reduces the risk of automated attacks against classes of devices. 

TC_SENSITIVE_DATA _#7 / Test case 5.4.4-1 

Security requirement PROVISION 5.4-4 

Type of work IXIT analysis 

Applicability Conditional (critical security parameters used for integrity and authenticity 

checks of software updates in device software or for protection of communication 

with associated services in device software exist) 

Documentation analysis 

objectives 

Check that critical security parameters used for integrity and authenticity 

(software update and protection of communication) shall be unique per device 

Evaluation inputs - Collected sensitive security parameter from IXIT 10-SecParam 

Documentation analysis 

procedure 

a) Check whether all critical security parameter provided in IXIT 10-

SecParam, where Description indicates that the critical security 

parameters are used for integrity and authenticity checks of software 

updates or for protection of communication with associated services are 

documented as such in Generation Mechanism. 

 

b) Assess for all critical security parameters provided in IXIT 10-SecParam, 

whether the Generation Mechanism ensures that the critical security 

parameter is unique per device and produced with a mechanism that 

reduces the risk of automated attacks against classes of devices. 

Verdict The verdict PASS is assigned if: 

- All critical security parameter where the purpose in Description indicates 

that the critical security parameters are used for integrity and authenticity 

checks of software updates or for protection of communication with 

associated services are documented as such in Generation Mechanism; 

AND 

- For all critical security parameters the Generation Mechanism ensures 

that the critical security parameters are unique per device and produced 

with a mechanism that reduces the risk of automated attacks against 

classes of devices. 

 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on SecParam-2 in IXIT 10-SecParam, AES keys are generated by secure random number generation. 

SecParam-4 is a user setting that passes the strength check. 

This test passed. 
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6.8 Communicate Securely 

 

6.8.1 IXIT Data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

IXIT 11-ComMech: Communication Mechanisms 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the communication mechanism, including its purpose and a 
description of the used protocol. For standardized protocols a reference is 
sufficient. It is indicated additionally whether the mechanism is remotely 
accessible 

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local 
connection between an mobile application and the DUT.  

Security Guarantees: Description of the realized security objectives and the threats the mechanism 

is protected against.  

Note: The most common security guarantees to be considered include authentication of peers, 
authentication of origin, integrity protection, confidentiality protection, and anti-replay.  

Cryptographic Details: Description of the cryptographic methods (protocols, operations, primitives, 

modes and key-sizes) used to secure the communication mechanism 

considering key management, and to facilitate the described "Security 

Guarantees".  

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2 

Command Class v1 is used for the communication. The transferred data is authenticated 

encrypted with AES-128 CCM to facilitate confidentiality and integrity. The key exchange is based 

on an out-of-band mechanism.  

Resilience Measures: Description of the measures to ensure that the connection establishment is 

performed in an orderly fashion including an expected, operational and stable 

state to achieve a stable connection.  

Note: Resilience measures consider the sequence of the used protocol, the capability of the 

infrastructure, reset and initialization of the protocol and problems caused by mass reconnections  

 

 

IXIT 12-NetSecImpl: Network and Security Implementations  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description: Brief description of the implementation of the network or security functionality, 

including its purpose and scope.  

Note:The kind of implementation (e.g. software library or separate microcontroller) is helpful to 

determine the relevant functionality for an evaluation or review. 

Review/Evaluation 

Method: 

Description of the method used to review or evaluate the implementation, 

including the principles it is based on (e.g. audit, peer review, automated code 

analysis). Additionally the implementation scope is described, that is covered 

by the method.  

Report  Outcome of the review or evaluation or a reference to the certificate or the 

evaluation report that proves that the implementation has been successfully 

evaluated.  

Note: The outcome of the review or evaluation does not need to be a single document. For 

instance, it is also possible to use the documentation of bug tracking in a software management 

tool to demonstrate that the implementation is reviewed.  
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IXIT 6-SoftComp: Software Components  

ID Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description Brief description of the software component. 

Update Mechanism Reference to update mechanisms in IXIT 7-UpdMech that are used for 

updating the software component. An empty list of update mechanisms 

indicates the absence of updates for the software component and in this case 

a justification is provided.  

Cryptographic Usage: Indicates, if the software component makes use of cryptographic algorithms or 

primitives (Yes/No) and if so, it is included additionally, whether side effects of 

updating those algorithms and primitives are considered by the manufacturer 

(Yes/No). 

 

IXIT 13-SoftServ: Software Services  

ID Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description Brief description of the service, including its purpose. It is indicated additionally 

whether the service is accessible via network interface and whether this is the 

case in the initialized state  

Status: Indication whether the service is enabled or disabled in the initialized state.  

Justification: If the service is enabled: Justification why the service is necessary for the 

intended use or operation of the DUT.  

Allows Configuration 

(Yes/No): 

If the service is accessible via network interface: Indication whether the service 

allows security-relevant changes in configuration and if so, a brief description 

of the possible configuration. 

Authentication 

Mechanism: 

If the service is accessible via network interface: Reference to authentication 

mechanisms in IXIT 1-AuthMech that are used for authentication prior the use 

of the service.  

 

IXIT 1-AuthMech: Authentication Mechanisms  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description: Brief description of the authentication mechanism and its corresponding 

authorization process. It is indicated additionally whether the mechanism is 

used for user or machine-to-machine authentication and whether it is directly 

addressable from a network interface.  

Authentication Factor:  The type of attribute used for authentication. For passwords it is indicated 

additionally whether the password is set by the user and used in the initialized 

state.  

Password Generation 

Mechanism: 

If the authentication factor is a password, which is not set by the user: 

Description of the mechanism to generate the password. It is indicated 

additionally whether the password is unique per device and whether it is pre-

installed.  

Note: A detailed specification of the password generation mechanism is not necessary.It is 

considered as sufficient when the description explains the measures to ensure that the passwords 

are unique per device in any state other than the factory default and to reduce the risks of 

automated attacks based on obvious regularities, common strings, public available information or 

inappropriate complexity when used as pre- installed and unique per device password.  

Security Guarantees: Description of the realized security objectives and the threats the mechanism is 

protected against.  
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Example: The mechanisms attests that the authenticated entity is in possession of a valid 

password. The confidentiality and integrity protection of the password during transfer is also 

guaranteed within the session.  

Cryptographic Details: Description of the cryptographic methods (protocols, operations, primitives, 

modes and key-sizes) used to secure the authentication mechanism 

considering key management, and to facilitate the described "Security 

Guarantees".  

Example: Authentication is performed via http authentication framework (IETF RFC 7235 [i.10]). 

Integrity and confidentiality of the password transfer to the DUT is realized with the TLS cipher 

suite TLS_DHE_RSA_WITH_AES_128_CBC_SHA256.  

Brute Force Prevention: If the authentication mechanism is directly addressable from a network 

interface: Description of the method to prevent an attacker from brute forcing 

credentials via network interfaces.  

Example: A time delay of 5 seconds after an unsuccessful login before a new login can follow.  

 

IXIT 10-SecParam: Security Parameters 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description: Brief description of the security parameter, including its purpose. It is indicated 

additionally whether the parameter is a hard-coded unique per device identity 

used in a device for security purposes (hard- coded identity) and/or hard-coded 

in device software source code. 

Type: Indication whether the security parameter is public or critical.  

Note: Public and critical security parameters are defined in ETSI TS 103 645 [1]/ETSI EN 303 645 

[2].  

Security Guarantees: Description of the realized baseline security objectives and threats the security 

parameter is protected against during persistent storage.  

Protection Scheme: Description of the measures that are applied to achieve the Security 

Guarantees. This includes the principals and roles through which access to the 

parameter is possible, including the privileges associated to each role.  

Provisioning Mechanism: If the "Type" indicates that the parameter is critical: Description of the 

mechanism through which the parameter is assigned its value for the operation 

of the DUT.  

Note: Such assignment can happen during initialization or in initialized state (e.g. when a device 

functionality relying on the parameter is activated by the user).  

Note: Persistent configuration data, runtime configuration data, protocol negotiation and 

assignment to a default value are potentially possible provisioning mechanisms.  

Communication 
Mechanisms: 

Reference to communication mechanisms in IXIT 11-ComMech that are used 

for communicating the parameter and an indication whether the communication 

is done via remotely accessible interfaces.  

Generation Mechanism: If the "Type" indicates that the parameter is critical and used for integrity and 

authenticity checks of software updates or for protection of communication with 

associated services: Description of the mechanism used to generate the 

values of the parameter and it is indicated additionally that the parameter is 

used for integrity and authenticity checks of software updates or for protection 

of communication with associated services.  

Note: References to a standard random number generator and applicable design documents.  
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IXIT 4-Conf: Confirmations  

Confirmation of Secure 

Management (Yes/No): 

Confirmation that the secure management processes described in IXIT 14-

SecMgmt are established.  
 

IXIT 14-SecMgmt: Secure Management Processes  

ID  Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description Brief description of the secure management process regarding the whole life 

cycle for critical security parameters. If an existing standard is used, a 

reference to the corresponding standard is provided.  

Note: The life cycle of a critical security parameters typically considers generation, provisioning, 

storage, updates, decommissioning, archival, destruction, processes to handle the expiration and 

compromise of the parameter.  
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6.8.2 Evaluation tasks 

 

6.8.2.1 Provision 5.5-1 

M: The consumer IoT device shall use best practice cryptography to communicate securely. 

TC_COMMUNICATE_SECURELY_#1 / Test case 5.5-1-1 

Security requirement PROVISION 5.5-1 

Type of work Doc 

Applicability Always 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the cryptography used for 

the communication mechanisms concerning the use of best practice cryptography (a-c) 

and the vulnerability to a feasible attack (d).  

Evaluation inputs List of communication mechanism in IXIT 11-ComMech: 

for each communication mechanism described in IXIT11-ComMech following 

information is required: 

- security guarantees 

- cryptographic details 

Documentation analysis 

procedure 

a) For each communication mechanism in IXIT 11-ComMech, assess whether the 

"Security Guarantees" are appropriate for the use case of the communication.  

b) For each communication mechanism in IXIT 11-ComMech, assess whether the 

mechanism according to "Description" is appropriate to achieve the "Security 

Guarantees".  

c) For each communication mechanism in IXIT 11-ComMech, assess whether the 

"Cryptographic Details" are considered as best practice cryptography for the use 

case of secure communication based on a reference catalogue. If "Cryptographic 

Details" are not included in a reference catalogue for the corresponding use case 

(e.g. novel cryptography), the SO shall provide evidences, e.g. a risk analysis, to 

justify the cryptography is appropriate as best practice for the use case. In such 

case the TESTER shall assess whether the evidence is appropriate and reliable for 

the use case.  

d) For each communication mechanism in IXIT 11-ComMech, the TESTER shall 

assess whether the "Cryptographic Details" are not known to be vulnerable to a 

feasible attack for the desired security property on the base of the "Security 

Guarantees" by reference to competent cryptanalytic reports.  

Verdict The verdict PASS is assigned if for all communication mechanisms:  

• The security guarantees are appropriate for the use case of secure 

communication; AND  

• The mechanism is appropriate to achieve the security guarantees with 

respect to the use case; AND  

• All used cryptographic details are considered as best practice for the use 

case; AND  

• All used cryptographic details are not known to be vulnerable to a 

feasible attack for the desired security property.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on the IXIT 11-ComMech, the device has two modes of networking, one via WALA to the computer and 
one via the app. Testers have tested that the various interfaces of the app, which involve the transmission or 
display of sensitive information, have been used with the Secure Transmission Protocol and TLS1.2, and the 
security suite has been used. 

This test, passed. 
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TC_COMMUNICATE_SECURELY_#2 / Test case 5.5-1-2 

Security requirement PROVISION 5.5-1 

Type of work Test CAB 

Applicability Always 

Test objectives 
Verify whether cryptography used for the communication mechanism by 
manufacturer is implemented on device 

Evaluation inputs 

- At least one device suitable for testing  

- List of communication mechanism in IXIT 11-ComMech: 

for each communication mechanism described in IXIT11-ComMech following 
information is required: 

- security guarantees 
- cryptographic details 

Test scenario 

Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) For each communication mechanism in IXIT 11-ComMech, the tester 
functionally assess whether the described "Cryptographic Details" are 
used by the DUT.  

Expected result: 

✓ Evaluation of implementation of cryptographic settings as declared on 
IXIT documentation 

Verdict 

The verdict PASS is assigned if: 

- There is no indication that any used cryptographic setting differs from its 
IXIT documentation.  

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 11-ComMech, testers have tested that the encryption settings described in the documentation 
are consistent with actual use. 
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The login interface in the application uses the https protocol, TLS 1.2 protocol, as described in IXIT 11-
ComMech. 

This test, passed. 
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6.8.2.2 Provision 5.5-2 

 

R: The consumer IoT device should use reviewed or evaluated implementations to deliver network and security 
functionalities, particularly in the field of cryptography. 

TC_COMMUNICATE_SECURELY_#3 / Test case 5.5-2-1 

Security requirement PROVISION 5.5-2 

Type of work Doc 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the 
implementations of network and security functionalities concerning reviews and 
evaluations.  

Evaluation inputs 

- Evaluation & Review Methods regarding on network and security functionalities 
on device in particular in cryptography domain (“Review/Evaluation Method” 
from IXIT 12-NetSecImpl) 

- Outcome of the review or evaluation (“Report” from IXIT 12-NetSecImpl) 

Documentation analysis 
procedure 

a) For each implementation in IXIT 12-NetSecImpl, assess whether it has been 
reviewed or evaluated according to "Review/Evaluation Method".  

b) For each review or evaluation method associated to an implementation in IXIT 
12-NetSecImpl, assess whether the "Review/Evaluation Method" and its 
"Report" covers the related implementation scope as described in 
"Description".  

Verdict 

The verdict PASS is assigned if:  

• All implementations of network and security functionalities are reviewed or 
evaluated; AND  

• All review and evaluation methods cover the scope of the related 
implementation.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 12-NetSecImpl, The DUT uses Quectel's FC41D module to implement network functionality. The 
FC41D module integrates network communication capabilities, and by enabling the SSL service on the module, 

it facilitates data ，Information about the module can be found on this website: 

https://www.quectel.com/download-zone/ 

This test, passed. 
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TC_COMMUNICATE_SECURELY_#4 / Test case 5.5-2-2 

Security requirement PROVISION 5.5-2 

Type of work Test CAB 

Applicability Always 

Test objectives 
The purpose of this test case is the functional assessment of the 
implementations of network and security functionalities concerning reviews and 
evaluations.  

Evaluation inputs 

- Evaluation & Review Methods regarding on network and security functionalities 
on device in particular in cryptography domain (“Review/Evaluation Method” 
from IXIT 12-NetSecImpl) 

- outcome of the review or evaluation (“Report” from IXIT 12-NetSecImpl) 

Test scenario 

Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) For each implementation associated with a review or evaluation method 
in IXIT 12-NetSecImpl, check whether the identification of the 
implementation (name and version) on the DUT matches the 
identification of the implementation provided in the "Report".  

Expected result: 

✓ Matching between identification of the implementation (name & version) 
on device compare to what is provided in IXIT statement 

Verdict 

The verdict PASS is assigned if:  

• The name and version of every provided implementation matches the 
name and version provided in the related report; or  

• The necessary information are not obtainable, because the DUT does 
not provide any information on the implementation name and version.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

 

According to IXIT 12-NetSecImpl, the DUT has two NetSecImpl. 

However, the manufacturer did not provide any report of the identification of the implementation (name and 
version) on the DUT. The tester cannot verify that the name and version of every provided implementation 
matches the name and version specified in the related report. Therefore, it is determined that the requirement 
fails. 
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6.8.2.3 Provision 5.5-3 

 

R: Cryptographic algorithms and primitives should be updateable. 

TC_COMMUNICATE_SECURELY_#5 / Test case 5.5-3-1 

Security requirement PROVISION 5.5-3 

Type of work Doc 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of implementations 
providing cryptographic algorithms and primitives concerning the updatability.  

Evaluation inputs For each software component, “cryptographic Usage” & “Update 
Mechanism” from IXIT 6-SoftComp 

Documentation analysis 
procedure 

a) For each software component in IXIT 6-SoftComp indicating 
"Cryptographic Usage”, assess whether an "Update Mechanism" to 
update the software component is referenced.  

b) For each software component in IXIT 6-SoftComp indicating 
"Cryptographic Usage", assess whether side effects of updating those 
algorithms and primitives are considered by the manufacturer.  

Verdict The verdict PASS is assigned if: 

- For every software component indicating cryptographic usage an update 
mechanism is referenced; AND  

- Side effects of updating those algorithms and primitives are considered 
by the manufacturer.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

 

Based on the information provided by the vendor regarding IXIT 6-SoftComp, SoftComp-1 referencing 
Cryptographic Usage includes an Update Mechanism, while SoftComp-2, being ineligible for updates, is not 
applicable. Therefore, this test item is deemed to fail. 
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6.8.2.4 Provision 5.5-4 
 

RC (16): Access to device functionality via a network interface in the initialized state should only be possible 
after authentication on that interface. 

TC_COMMUNICATE_SECURELY_#6 / Test case 5.5-4-1 

Security requirement PROVISION 5.5-4 

Type of work Doc 

Applicability Conditional (access to device functionality via a network interface in the initialized state is 
possible) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of device functionality via a 
network interface in the initialized state concerning authentication and authorization.  

Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ) 

List of all Authentication mechanism (IXIT 1-AuthMech) 

Documentation analysis 
procedure 

a) For each device functionality in IXIT 13-SoftServ indicated as accessible via 
network interface in the initialized state according to "Description", assess 
whether there is at least one "Authentication Mechanism" referenced.  

b) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, assess 
whether the authentication mechanism described in IXIT 1-AuthMech allows to 
discriminate between multiple authentication subjects and can reject 
authentication attempts based on invalid identities and/or authentication factors.  

Note: Discriminating is typically done based on unique identities and/or authentication factors.  

c) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, assess 
whether the means protecting the authentication mechanism in "Cryptographic 
Details" in IXIT 1-AuthMech provide the "Security Guarantees" identified for 
the mechanism and are resistant to attempts at compromising the mechanism.  

d) d) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, 
assess whether the authorization process described in "Description" in IXIT 1-
AuthMech allows authenticated subjects with proper access rights to be granted 
access and denies authenticated subjects with inadequate access rights or 
unauthenticated subjects to be granted access.  

Verdict The verdict PASS is assigned if:  

• At least one authentication mechanism is referenced for every device 
functionality accessible via network interface in the initialized state; AND  

• Every authentication mechanism allows to discriminate between multiple 
authentication subjects and to reject authentication attempts based on invalid 
identities AND/OR authentication factors; AND  

• The means used to protect an authentication mechanism provide the expected 
security guarantees and are resistant at attempts to compromise the 
mechanism; AND  

• Every authorization mechanism allows access to authenticated subjects with 
proper access rights; AND  

• Every authorization mechanism denies access to authenticated subjects with 
inadequate access rights and to unauthenticated subjects.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 13-SoftServ, the DUT offers three connection methods. 

The tester connects through the application login and performs an override test, where unauthorized content 
cannot be viewed and this test is successful. 

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to 
unauthorized topics, etc. This test succeeds. 

This test passes. 
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TC_COMMUNICATE_SECURELY_#7 / Test case 5.5-4-2 

Security requirement PROVISION 5.5-4 

Type of work Test CAB 

Applicability Conditional (access to device functionality via a network interface in the initialized state is 
possible) 

Test objectives The purpose of this test case is the functional assessment of device functionality via a 
network interface in the initialized state concerning authentication and authorization.  

Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ) 

List of all Authentication mechanism (IXIT 1-AuthMech) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence:  

✓ a) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, 
assess whether an unauthenticated subject and a subject with invalid identity or 
credentials and an authenticated subject without appropriate access rights 
cannot access the device functionality in the initialized state. 
Note: This test unit cannot in principle distinguish between the authentication and the authorization 
step - implementation aiming at reducing information leak will not disclose which step would fail to the 

subject.  

✓ b) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, 
functionally assess whether an authenticated subject with appropriate access 
rights can access the device functionality in the initialized state.  

✓ c) For each "Authentication Mechanism" referenced in IXIT 13-SoftServ, 
functionally assess whether the protection of the authentication mechanism 
conforms to the description in "Security Guarantees" and "Cryptographic 
Details" in IXIT 1-AuthMech.  

Expected result: 

✓ a) Evaluation of software services authentication in the context of inappropriate 
access right 

✓ b) Evaluation of software services authentication in the context of appropriate 
access right 

✓ c) Evaluation whether protection of authentication mechanism is in conformance 
with IXIT statement 

Verdict The verdict PASS is assigned if for every device functionality accessible via 
network interface in the initialized state:  

• An unauthenticated subject, a subject with invalid identity or invalid credentials 
and an authenticated subject without appropriate access rights cannot access 
the functionality in the initialized state; AND  

• An authenticated subject with appropriate access rights can access the device 
functionality in the initialized state; AND  

• There is no indication that the mechanism to secure the authentication differs 
from its IXIT documentation.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 13-SoftServ, the DUT offers three connection methods. 

The tester connects through the application login and performs an override test, where unauthorized content 
cannot be viewed and this test is successful. 

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to 
unauthorized topics, etc. This test succeeds. 

This test passes. 
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6.8.2.5 Provision 5.5-5 

 

MC (17): Device functionality that allows security-relevant changes in configuration via a network interface shall 
only be accessible after authentication. The exception is for network service protocols that are relied upon by 
the device 

TC_COMMUNICATE_SECURELY_#8 / Test Case 5.5.5-1 

Security requirement PROVISION 5.5-5 

Type of work Doc 

Applicability Conditional (device functionality that allows security-relevant changes in configuration via 
a network interface exists) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of device functionality 
allowing security-relevant changes via a network interface concerning the authentication 
and authorization.  

Evaluation inputs List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ) 

List of all Authentication mechanism (IXIT 1-AuthMech) 

Documentation analysis 
procedure 

a) Tester apply all test units as specified in the Test case 5.5-4-1 with restriction to 
the functionalities that allow security-relevant changes according to "Allows 
Configuration" in IXIT 13-SoftServ. Network service protocols that are relied 
upon by the DUT and where the manufacturer cannot guarantee what 
configuration will be required for the DUT to operate are excluded.  

Note: Network service protocols that are designed to enable external configuration without 
authentication, e.g. DHCP, are excluded in context of this provision.  

Verdict The verdict PASS is assigned if:  

• Every authentication mechanism allows to discriminate between multiple 
authentication subjects and to reject authentication attempts based on invalid 
identities and/or authentication factors; AND  

• The means used to protect an authentication mechanism provide the expected 
security guarantees and are resistant at attempts to compromise the 
mechanism; AND  

• Every authorization mechanism allows access to authenticated subjects with 
proper access rights; AND  

• Every authorization mechanism denies access to authenticated subjects with 
inadequate access rights and to unauthenticated subjects. 

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 13-SoftServ, the authentication method provided by the DUT is to connect via app login, the user 
needs to register for an account should connect using the device's unique serial number. 

The device has only one permission and requires authentication to log in and connect to the device before it can 
be operated. 

This test, passed. 
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TC_COMMUNICATE_SECURELY_#9 / Test Case 5.5.5-2 

Security requirement PROVISION 5.5-5 

Type of work Test CAB 

Applicability Conditional (device functionality that allows security-relevant changes in configuration via 
a network interface exists) 

Test objectives The purpose of this test case is the functional assessment of device functionality allowing 
security-relevant changes via a network interface concerning the authentication and 
authorization (a) and the completeness of the IXIT documentation (b).  

Evaluation inputs - At least one device suitable for testing  

- List of all software services (“Authentication Mechanism” from IXIT 13-SoftServ) 

- List of all authentication mechanism (IXIT 1-AuthMech) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ Try to access security configuration functionality though network interfaces with 

authorized and unauthorized credentials 

✓ a) Tester shall apply all test units as specified in the Test case 5.5-4-2 for all 

states of the DUT with restriction to the functionalities that allow security-

relevant changes according to "Allows Configuration" in IXIT 13-SoftServ. 

Network service protocols that are relied upon by the DUT and where the 

manufacturer cannot guarantee what configuration will be required for the DUT 

to operate are excluded. 

Note: Network service protocols that are designed to enable external configuration without 

authentication, e.g. DHCP, are excluded in context of this provision. 

✓ b) Tester shall functionally assess whether communication mechanisms that are 

not documented in IXIT 11- ComMech are available via a network interface on 

the DUT.  

Example: Network scanning tools allow for discovery of network-based communication mechanisms  

Expected result: 

✓ Denial or authorization access to configuration functionality  

Verdict The verdict PASS is assigned if:  

• An unauthenticated subject, a subject with invalid identity or invalid credentials 
AND 

• an authenticated subject without appropriate access rights cannot access the 
functionality; AND  

• An authenticated subject with appropriate access rights can access the device 
functionality; AND  

• There is no indication that the mechanism to secure the authentication differs 
from its IXIT documentation; AND  

• Every discovered network-based communication mechanism is documented in 
the IXIT.  

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 13-SoftServ, the DUT offers three connection methods. 

The tester connects through the application login and performs an override test, where unauthorized content 
cannot be viewed and this test is successful. 

The tester logs in to the MQTT client and can only subscribe to public or authorized topics, cannot subscribe to 
unauthorized topics, etc. This test succeeds. 

This test passes. 
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6.8.2.6 Provision 5.5-6 

 

RC(18): Critical security parameters should be encrypted in transit, with such encryption appropriate to the 
properties of the technology, risk and usage. 

TC_COMMUNICATE_SECURELY_#10 / Test Case 5.5-6-1 

Security requirement PROVISION 5.5-6 

Type of work Doc 

Applicability Conditional (Critical security parameters are transmitted) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the cryptography 
used for communicating critical security parameters.  

Evaluation inputs 

List of communication mechanism (“Communication Mechanisms” in IXIT 11-
ComMech) 

List of Security parameters (IXIT 10-SecParam) 

Documentation analysis 
procedure 

a) For all "Communication Mechanisms" in IXIT 11-ComMech 
referenced in any critical security parameter in IXIT 10-SecParam, tester 
apply all test units as specified in the Test case 5.5-1-1 with restriction, 
that at least the security guarantee of confidentiality is required to be 
fulfilled.  

Verdict 

The verdict PASS is assigned if for all communication mechanisms used for 
communicating critical security parameters:  

• The security guarantees are appropriate for the use case of secure 
communication; AND  

• The mechanism is appropriate to achieve the security guarantees with respect to 
the use case; AND  

• All used cryptographic details are considered as best practice for the use case; 
AND  

• All used cryptographic details are not known to be vulnerable to a feasible 
attack.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 13-SoftServ, reference 5.1-3-1. 

This test, passes. 
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TC_COMMUNICATE_SECURELY_#11 / Test Case 5.5-6-2 

Security requirement PROVISION 5.5-6 

Type of work Test CAB 

Applicability Conditional (Critical security parameters are transmitted) 

Test objectives The purpose of this test case is the functional assessment of the cryptography 
used for communicating critical security parameters.  

Evaluation inputs - At least one device suitable for testing  

-  List of communication mechanism in IXIT 11-ComMech 

-  List of security parameters in IXIT 10-SecParam 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) For all "Communication Mechanisms" in IXIT 11-ComMech 
referenced in any critical security parameter in IXIT 10-SecParam, 
tester apply all test units as specified in the Test case 5.5-1-2. 

Expected result: 

✓ Implementation of secure communication in particular for critical 
security parameter 

Verdict The verdict PASS is assigned if for all communication mechanisms used for 
communicating critical security parameters:  

• The security guarantees are appropriate for the use case of secure 
communication; AND  

• The mechanism is appropriate to achieve the security guarantees with 
respect to the use case; AND  

• All used cryptographic details are considered as best practice for the use 
case; AND  

• All used cryptographic details are not known to be vulnerable to a 
feasible attack.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 13-SoftServ, reference 5.1-3-1. 

This test, passes. 
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6.8.2.7 Provision 5.5-7 

 

MC(19): The consumer IoT device shall protect the confidentiality of critical security parameters that are 

communicated via remotely accessible network interfaces. 

TC_COMMUNICATE_SECURELY_#12 / Test Case 5.5-7-1 

Security requirement PROVISION 5.5-7 

Type of work Doc 

Applicability Conditional (critical security parameters are transmitted via remotely accessible 
network interfaces) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the cryptography 
used for communicating critical security parameters via remotely accessible 
network interfaces.  

Evaluation inputs - List of critical security parameters (IXIT 10-SecParam) 
- List of communication mechanisms (IXIT 11-ComMech) 

Documentation analysis 
procedure 

a) For all "Communication Mechanisms", that are remotely accessible 
according to their "Description" in IXIT 11- ComMech referenced in 
any critical security parameter in IXIT 10-SecParam, tester shall apply 
all test units as specified in the Test case 5.5-1-1 with restriction, that at 
least the security guarantee of confidentiality is required to be fulfilled.  

Verdict The verdict PASS is assigned if for all communication mechanisms used for 
communicating critical security parameters via remotely accessible network 
interfaces:  

• The security guarantees are appropriate for the use case of secure 
communication; AND  

• The mechanism is appropriate to achieve the security guarantees with respect to 
the use case; AND  

• All used cryptographic details are considered as best practice for the use case; 
AND  

• All used cryptographic details are not known to be vulnerable to a feasible 
attack.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 13-SoftServ, reference 5.1-3-1. 

This test, passes. 
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TC_COMMUNICATE_SECURELY_#13 / Test Case 5.5-7-2 

Security requirement PROVISION 5.5-7 

Type of work Test CAB 

Applicability Conditional (critical security parameters are transmitted via remotely accessible 
network interfaces) 

Test objectives The purpose of this test case is the functional assessment of the cryptography 
used for communicating critical security parameters via remotely accessible 
network interfaces.  

Evaluation inputs - At least one device suitable for testing  

- List of “Communications Mechanisms” from IXIT 11-ComMech 

- List of critical security parameters (IXIT 10-SecParam) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) For all "Communication Mechanisms", that are remotely 
accessible according to their "Description" in IXIT 11- ComMech 
referenced in any critical security parameter in IXIT 10-SecParam, 
Tester shall apply all test units as specified in the Test case 5.5-1-2.  

Expected result: 

✓ implementation results that cryptographic settings used for 
communicating critical security parameters via remotely accessible 
network interfaces are to those declared by manufacturer in IXIT 

Verdict The verdict PASS is assigned if: 

-  There is no indication that any used cryptographic setting differs from its 
IXIT documentation.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

Based on the description provided by IXIT, the tester has tested and determined that the documentation is met. 

This test, passed. 

 



 
Cybersecurity Assessment   

Test Report No.: HC2407190100GC03  

 

Page 118 of 195 
 

 

6.8.2.8 Provision 5.5-8 

 

MC(20): The manufacturer shall follow secure management processes for critical security parameters that relate 
to the device. 

TC_COMMUNICATE_SECURELY_#14 / Test Case 5.5-8-1 

Security requirement PROVISION 5.5-8 

Type of work Doc 

Applicability Conditional (critical security parameters relating to the device exist) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the secure 
management processes concerning the coverage of the parameter life cycles (a) 
and the confirmation that the preconditions for the implementation are ensured 
(b).  

Evaluation inputs - “Processes” in IXIT 14-SecMgmt 
- “Confirmation of Secure Management” in IXIT 4-Conf 

Documentation analysis 
procedure 

a) The Tester assess whether the secure management of critical security 
parameters covers the whole life cycle of an  

critical security parameter considering its:  

• - generation; AND  

• - provisioning; AND  

• - storage; AND  

• - updates; AND  

• - decommissioning, archival, and destruction; AND  

• - processes to handle the expiration and compromise according to the 
processes in IXIT 14-SecMgmt. 

b) Tester check whether "Confirmation of Secure Management" in IXIT 4-
Conf states a confirmation. 

Verdict The verdict PASS is assigned if:  

• The secure management covers the whole life cycle of a critical 
security parameter according to its processes; and  

• A confirmation for the implementation is given.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

 

Based on Confirmation of Secure Management in IXIT 4-Conf, the manufacturer did not provide the information. 

This test, fails. 
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6.9 Minimize exposed attack surfaces 

 

6.9.1 IXIT data 

 

IXIT 4-Conf: Confirmations 

The completed IXIT lists confirmations for the establishment of processes. The pro forma contains the following 
entries, which are independent from each other, and is typically filled out in form of a list. 

Confirmation of Secure 
Development (Yes/No): 

Confirmation that the secure development processes 

described in IXIT 19-SecDev are established. 

 

IXIT 15-Intf: Interfaces 

The completed IXIT lists all network, physical and logical interfaces of the DUT. The pro forma contains the 
following entries and is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the interface, including its purpose. For physical interfaces, 
it is described additionally whether the interface is always required, never 
required or required only in specific cases (e.g. intermittently usage), which are 
briefly described then. 

Type: Indication whether the interface is network, physical (includes also air 
interfaces), logical or several types. 

Status: Indication whether the interface is enabled or disabled in the initialized state. 
For enabled interfaces a justification is given. 

Disclosed Information: If the interface is a network interface: Description of the information disclosed 
without authentication in the initialized state and the reason for the disclosure. 
It is indicated additionally whether the information is security-relevant. 

Debug Interface: If the interface is a physical interface: Indication whether the interface can be 
used as debug interface. 

Protection: If the interface is a physical interface: Description of the protection methods 
necessary to limit exposure of the interface. 

 

IXIT 13-SoftServ: Software Services 

This completed IXIT lists all software services of the DUT. The pro forma contains the following entries and is 
typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the service, including its purpose. It is indicated additionally 
whether the service is accessible via network interface and whether this is the 
case in the initialized state. 

Status: Indication whether the service is enabled or disabled in the initialized state. 

Justification: If the service is enabled: Justification why the service is necessary for the 
intended use or operation of the DUT. 

 

IXIT 16-CodeMin: Code Minimization 

The completed IXIT lists all methods for minimizing code. The pro forma contains the following entries and is 
typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 
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Description: Brief description of the method used to minimize code to the necessary 
functionality. 

 

IXIT 17-PrivlCtrl: Privilege Control 

The completed IXIT lists all privilege control mechanisms. The pro forma contains the following entries and is 
typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the mechanism to control privileges of software on the 
DUT. 

 

IXIT 18-AccCtrl: Access Control 

The completed IXIT lists all access control mechanisms for memory on hardware-level. The pro forma contains 
the following entries and is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the hardware-level access control mechanism. It is 
described additionally how it is supported by the operating system of the DUT. 

 

IXIT 19-SecDev: Secure Development Processes 

The completed IXIT lists all secure development processes implemented by the SO for the DUT. The pro forma 
contains the following entries and is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the secure development process. If an existing standard is 
used, a reference to the corresponding standard is provided. 
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6.9.2 Evaluation tasks 

 

6.9.2.1 Provision 5.6-1 

 

M: All unused network and logical interfaces shall be disabled 

TC_ATTACK_SURFACE#1 / Test Case 5.6-1-1 

Security requirement PROVISION 5.6-1 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the network and 
logical interfaces of the DUT. 

Evaluation inputs Each network and logical interface in IXIT 15-Intf 

Documentation analysis 
procedure 

a) For each network and logical interface in IXIT 15-Intf that is described as 
enabled according to "Status", the tester shall assess whether the 
purpose of the interface in "Description" provides a valid justification for 
being enabled. 

Verdict 

The verdict PASS is assigned if: 

• For every network or logical interface that is marked as enabled in the 
IXIT documentation, there is a purpose that provides a valid justification 
for the interface to be enabled. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 15-Intf, the tester reviewed the interface documentation to test against the application and all 
application interfaces were documented in the interface documentation and there were no undisclosed or 
unused interfaces. The equipment was tested and the hardware interfaces were all in use. 

This test, passed. 
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TC_ATTACK_SURFACE#2 / Test Case 5.6-1-2 

Security requirement PROVISION 5.6-1 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the network and 
logical interfaces of the DUT (a) and the completeness of the IXIT 
documentation. 

Evaluation inputs Each network and logical interface in IXIT 15-Intf 

Test scenario a) For each network and logical interface in IXIT 15-Intf, the tester shall 
functionally check whether the status of the interface matches the 
"Status" in the IXIT documentation. 

b) The tester shall functionally assess whether network or logical interfaces 
that are not documented in IXIT 15-Intf are available via a network 
interface on the DUT. 

Verdict The verdict PASS is assigned if: 

• Every documented network or logical interface that is marked as 
disabled in the IXIT documentation is found to be disabled or not 
accessible on the DUT AND 

• Every discovered network and logical interface is documented in the 
IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 15-Intf, the tester reviewed the interface documentation to test against the application and all 
application interfaces were documented in the interface documentation and there were no undisclosed or 
unused interfaces. The equipment was tested and the hardware interfaces were all in use. 

This test, passed. 
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6.9.2.2 Provision 5.6-2 

 

M: In the initialized state, the network interfaces of the device shall minimize the unauthenticated disclosure of 
security relevant information 

TC_ATTACK_SURFACE#3 / Test Case 5.6-2-1 

Security requirement PROVISION 5.6-2 

Type of work IXIT analysis 

Applicability Always 

Test objectives The purpose of this test case is the conceptual assessment of the information 
disclosed by network interfaces without authentication in the initialized state. 

Evaluation inputs Each network and logical interface in IXIT 15-Intf 

Test procedure a) For each network interface in IXIT 15-Intf, the tester shall assess 
whether the "Disclosed Information" disclosed by the interface without 
authentication in the initialized state and indicated as not security-
relevant, is however security relevant. 

b) For each network interface in IXIT 15-Intf, the tester shall assess 
whether the "Disclosed Information" disclosed by the interface without 
authentication in the initialized state and indicated as security-relevant, is 
necessary for the operation of the DUT. 

Verdict The verdict PASS is assigned if for every network interface: 

• Every security-relevant information disclosed by the interface without 
authentication in the initialized state is documented as such AND 

• All security-relevant information disclosed by the interface without 
authentication in the initialized state is necessary for the operation of the 
DUT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the evaluation of the Disclosed Information description in IXIT 15-Intf, testers viewed the interface 
documentation to test the application, and all application interfaces were documented in the interface 
documentation; there were no undisclosed or unused interfaces. 

Interfaces use security protocols for transmission, return information, non-essential not to return, sensitive 
parameters to do anonymization operations. 

This test, passed. 
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TC_ATTACK_SURFACE#4 / Test case 5.6-2-2 

Security requirement PROVISION 5.6-2 

Type of work Test CAB 

Applicability Always 

Test objectives 
The purpose of this test case is the functional assessment of the information 
disclosed by the network interfaces without authentication in the initialized state. 

Evaluation inputs Each network and logical interface in IXIT 15-Intf 

Test procedure 

a) For each network interface in IXIT 15-Intf, the tester shall functionally 
assess whether security-relevant information can be observed from the 
interface without authentication in the initialized state, that is not 
described in "Disclosed Information". 

Verdict 

The verdict PASS is assigned if: 

• For every network interface, only security-relevant information can be 
observed that is described in the IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

Based on the relevant information provided in IXIT 15-Intf, the tester tested the interface and it conforms to the 
description. 

This test passed. 
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6.9.2.3 Provision 5.6-3 

 

R: Device hardware should not unnecessarily expose physical interfaces to attack 

TC_ATTACK_SURFACE#5 / Test case 5.6-3-1 

Security requirement PROVISION 5.6-3 

Type of work IXIT analysis 

Applicability Always 

Test objectives The purpose of this test case is the conceptual assessment of the physical 
interfaces of the DUT concerning interfaces that do not require exposure in 
general and interfaces that do not require permanent exposure. 

Evaluation inputs Each physical interface in IXIT 15-Intf 

Test procedure a) For each physical interface in IXIT 15-Intf that does not require exposure 
according to "Description", the TL shall assess whether the protection 
means of the interface in "Protection" include protection by the device 
casing or similar measures. 
NOTE: For air interfaces it is acceptable that the antenna part remains outside of the device 
casing. 

b) For each air interface in IXIT 15-Intf that does not require exposure 
according to "Description", tester shall check whether the interface is 
disabled according to "Status". 

c) For each physical interface in IXIT 15-Intf that does not require 
permanent exposure according to "Description", tester shall check 
whether the interface is disabled according to "Status" for all periods in 
which the use of the interface is not required. 

Verdict The verdict PASS is assigned if: 

- For every physical interface that does not require exposure, the 
protection means of the interface includes protection by the device 
casing or similar measures; AND 

- For every air interface that does not require exposure, the interface is 
disabled; AND 

- For every physical interface that does not require permanent exposure, 
the interface is disabled for all periods in which the use of the interface is 
not required. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

According to the IXIT documentation provided by the manufacturer, the WLAN interface was the only enabled 
interface, and no physical interfaces were used on the DUT. The "Intf-1" is the required air interface and it will be 
enabled. Therefore, it is determined that the requirement passes. 
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TC_ATTACK_SURFACE#6 / Test Case 5.6-3-2 

Security requirement PROVISION 5.6-3 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the physical interfaces 
of the DUT and the completeness of the IXIT documentation. 

Evaluation inputs Each physical interface in IXIT 15-Intf 

Test procedure a) For each physical interface identified on the DUT, tester shall functionally 
check whether exposed physical interfaces on the DUT are contained in 
IXIT 15-Intf and described as required or intermittently required in 
"Description". 

b) For each physical interface identified on the DUT that does not require 
exposure according to "Description", tester shall functionally assess 
whether physical interfaces on the DUT are protected by device casing or 
similar measures. 
NOTE: For air interfaces it is acceptable that the antenna part remains outside of the device 
casing. 

c) For each air interface identified on the DUT, tester shall functionally check 
whether it is enabled or disabled as indicated in "Status" in IXIT 15-Intf. 

d) For each physical interface identified on the DUT Tester shall functionally 
assess whether the physical interfaces that are not permanently required 
are disabled for all periods in which the use of the interface is not required. 

Verdict The verdict PASS is assigned if: 

- All exposed physical interfaces on the DUT are described as "required" or 
"intermittently required" in the IXIT documentation; AND 

- All physical interfaces that are identified as never requiring exposure in the 
IXIT documentation, the interface is protected by the device casing or 
similar measures; AND 

- All air interfaces that are enabled on the DUT are marked as "required" or 
"intermittently required" in the IXIT documentation; AND 

- for all physical interfaces that are marked as "intermittently required" in the 
IXIT documentation, the interface is disabled for all periods in which the use 
of the interface is not required. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 
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Testers tested the device, which is protected by covers for each of the physical interfaces when they are not 
enabled, and the overall exterior is protected by a security latch. 

This test, passed. 
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6.9.2.4 Provision 5.6-4 

 

M C (13): Where a debug interface is physically accessible, it shall be disabled in software 

TC_ATTACK_SURFACE#7 / Test Case 5.6-4-1 

Security requirement PROVISION 5.6-4 

Type of work IXIT analysis 

Applicability Conditional (a debug interface is physically accessible) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of physically accessible 
debug interfaces of the DUT. 

Evaluation inputs Each physical interface in IXIT 15-Intf 

Documentation analysis 
procedure 

a) For each physical interface in IXIT 15-Intf that is described as an 
accessible debug interface according to "Debug Interface", the tester 
shall assess whether the protection means for the interface in "Protection" 
include a software mechanism to disable the interface. 

b) For each physical interface in IXIT 15-Intf that is described as an 
accessible debug interface, that is not indicated as intermittently required 
according to "Description", the tester shall check whether the interface is 
disabled permanently according to "Status". 

c) For each physical interface in IXIT 15-Intf that is described as an 
accessible debug interface, that is indicated as intermittently required 
according to "Description", the tester shall check whether the interface is 
disabled by default according to "Status". 

Verdict The verdict PASS is assigned if: 

• For every accessible physical debug interface, there is an software 
mechanism described to disable the interface AND 

• For every accessible physical debug interface that is not indicated as 
intermittently required, the interface is permanently disabled AND 

• For every accessible physical debug interface that is indicated as 
intermittently required, the interface is disabled by default. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

The tester viewed according to intf-1 and intf-2 in IXIT 15-Intf that the Ethernet interface is enabled and the WLAN 
interface is disabled. 

The actual test result, the device can connect to the network only in intf-1 mode, and the test result is consistent with 
the document description. 

This test passed. 
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TC_ATTACK_SURFACE#8 / Test Case 5.6-4-2 

Security requirement PROVISION 5.6-4 

Type of work Test CAB 

Applicability Always 

Test analysis objectives 
The purpose of this test case is the functional assessment of physically accessible 
debug interfaces of the DUT and the completeness of the IXIT documentation 

Evaluation inputs Each accessible physical interface in IXIT 15-Intf 

Test analysis procedure 

a) For each accessible physical interface on the DUT indicated as "Debug 
Interface" in IXIT 15-Intf, the Tester shall functionally check whether the 
interface is disabled. 

b) For each accessible physical interface on the DUT the Tester shall 
functionally assess whether the interface can be used for debugging 
purposes although it is not indicated as "Debug Interface" in IXIT 15-Intf. 

Verdict 

The verdict PASS is assigned if: 

- Every accessible physical debug interface is disabled; and 

- Every physical debug interface is indicated as such in the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

The tester viewed according to intf-1 and intf-2 in IXIT 15-Intf that the Ethernet interface is enabled and the WLAN 
interface is disabled. 

The actual test result, the device can connect to the network only in intf-1 mode, and the test result is consistent with 
the document description. 

This test passed. 
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6.9.2.5 Provision 5.6-5 

 

R: The manufacturer should only enable software services that are used or required for the intended use or 
operation of the device 

TC_ATTACK_SURFACE#9 / Test Case 5.6-5-1 

Security requirement PROVISION 5.6-5 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the enabled services 
concerning the intended use or operation of the DUT. 

Evaluation inputs Each software service in IXIT 13-SoftServ 

Documentation analysis 
procedure 

For each software service in IXIT 13-SoftServ that is enabled by default according 
to "Status", the tester shall assess whether the service is necessary for the 
intended use or operation of the DUT according to the purpose in "Description" 
and the "Justification" for enabling the service. 

Verdict The verdict PASS is assigned if: 

• for every enabled by default software service, the service is necessary for 
the intended use or operation of the DUT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by the manufacturer in IXIT 13-SoftServ, after reviewing the content in the 
"Justification" field, the tester determined that each service is deemed necessary. Therefore, this test case is 
deemed to pass. 
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6.9.2.6 Provision 5.6-6 

 

R: Code should be minimized to the functionality necessary for the service/device to operate 

TC_ATTACK_SURFACE#10 / Test Case 5.6-6-1 

Security requirement PROVISION 5.6-6 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the code minimization 
techniques. 

Evaluation inputs IXIT 16-CodeMin 

Documentation analysis 
procedure 

The tester shall assess whether the code minimization techniques in IXIT 16-
CodeMin are appropriate for reducing code to the necessary functionality. 

Verdict The verdict PASS is assigned if: 

• The described code minimization techniques are appropriate for reducing 
code to the necessary functionality. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by the manufacturer in IXIT 16-CodeMin, the tester reviewed and determined that 
the technologies used adhere to the principle of code minimization. Therefore, this test case is deemed to pass. 
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6.9.2.7 Provision 5.6-7 

 

R: Software should run with least necessary privileges, taking account of both security and functionality  

TC_ATTACK_SURFACE#11 / Test Case 5.6-7-1 

Security requirement PROVISION 5.6-7 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the privilege control 
mechanisms of the DUT. 

Evaluation inputs IXIT 17-PrivlCtrl 

Documentation analysis 
procedure 

a) The tester shall assess whether all mechanisms to control privileges of 
software on the DUT in IXIT 17-PrivlCtrl together facilitate the principles of 
separation of duty, need to know and minimization of privilege.  

Verdict The verdict PASS is assigned if: 

• The described privilege control mechanisms are adequate to facilitate the 
principles of separation of duty, need to know and minimization of privilege. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by the manufacturer in IXIT 17-PrivlCtrl, the tester reviewed and determined that the 
role-based access control division used adheres to the principle of minimize privilege design. Therefore, this test case is 
deemed to pass. 
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6.9.2.8 Provision 5.6-8 

 

R: The device should include a hardware-level access control mechanism for memory 

TC_ATTACK_SURFACE#12 / Test Case 5.6-8-1 

Security requirement PROVISION 5.6-8 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptional assessment of the hardware-level 
mechanisms for access control to memory of the DUT. 

Evaluation inputs IXIT 18-AccCtrl 

Documentation analysis 
procedure 

a) For each hardware-level access control mechanism for memory in IXIT 18-
AccCtrl, the tester shall assess whether the mechanism is implemented at 
the level of the hardware. 

b) For each hardware-level access control mechanism for memory in IXIT 18-
AccCtrl, the tester shall assess whether the mechanism allows to control 
access to memory. 

Verdict The verdict PASS is assigned if: 

• For every hardware-level access control mechanism for memory, the 
mechanism is implemented at the level of the hardware AND 

• For every hardware-level access control mechanism for memory, the 
mechanism allows to control access to memory. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the review of the IXIT 18-AccCtrl information, it has been confirmed that the hardware-level memory access 
control mechanisms used are implemented at the hardware level and allow control over memory access. Therefore, this 
test case is deemed to pass. 
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6.9.2.9 Provision 5.6-9 

 

R: The manufacturer should follow secure development processes for software deployed on the device  

TC_ATTACK_SURFACE#13 / Test Case 5.6-9-1 

Security requirement PROVISION 5.6-9 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the secure 
development processes and the confirmation that the preconditions for the 
implementation are ensured. 

Evaluation inputs IXIT 19-SecDev and "Confirmation of Secure Development" in IXIT 4-Conf 

Documentation analysis 
procedure 

The tester shall assess whether the secure development of software covers: 

• Security training of developers 

• The requirement and design phases of the software 

• Secure coding techniques 

• Security tooling for the implementation phase 

• Security testing 

• Security review 

• Archival of assets and information relevant to maintaining security of the 
software 

• Secure deployment 

• Handling of third-party software providers.according to the processes in IXIT 
19-SecDev. 

The tester shall check whether "Confirmation of Secure Development" in IXIT 4-
Conf states a confirmation. 

Verdict The verdict PASS is assigned if the secure development covers: 

• Security training of developers AND 

• The requirement and design phases of the software AND 

• Secure coding techniques AND 

• Security tolling for the implementation phase AND 

• Security testing AND 

• Security reviews AND 

• Archival of assets and information relevant to maintaining security of the 
software AND 

• Secure deployment AND 

• If applicable, handling of third-party software providers AND 

• A confirmation for the implementation is given. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 

Based on IXIT 4-Conf and IXIT 19-SecDev, the tester found no description of “Secure Development”. 

The test failed. 
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6.10 Ensure software integrity 

 

6.10.1 IXIT Data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

 

IXIT 20-SecBoot: Secure Boot Mechanisms 

The completed IXIT lists all secure boot mechanisms of the DUT. The pro forma contains the following entries 
and is typically filled out in form of a table. 

ID:  Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description:  Brief description of the mechanism (including trust assumptions) used for the 
secure boot process of the DUT and the part of the software that is protected. 

Security Guarantees:  Description of the realized security objectives of the mechanism. 

Detection Mechanisms:  Description of the mechanism detecting an unauthorized change in the 
software of 

the DUT. 

User Notification:  Brief description of how the user is informed about an unauthorized change in 
the software. It is indicated additionally which information are contained in the 
notification. 

Note: Email address of a user account, communication endpoint (e.g. network address or link 
address) of a user device (e.g. smart phone, smart watch) or status LED are possible ways to 
inform the user. 

Notification Functionality: Brief description of the network functionalities necessary to notify a user. 
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6.10.2 Evaluation tasks 

 

6.10.2.1 Provision 5.7-1 

 

R: The consumer IoT device should verify its software using secure boot mechanisms. 

TC_SOFTWARE_INTEGRITY#1 / Test Case 5.7-1-1 

Security requirement PROVISION 5.7-1 

Type of work IXI Analysis 

Applicability Always 

Documentation analysis 
objectives 

Verify that the device implements a secure boot 

Evaluation inputs - Collected secure boot mechanism from IXIT 20-SecBoot 

Documentation analysis 
procedure 

a) Tester assess whether the Security Guarantees of each secure boot 
mechanism in IXIT 20-SecBoot provide at least verification of integrity and 
authenticity of device software. 

b) Tester assess whether for each secure boot mechanism in IXIT 20-
SecBoot the Description and corresponding Detection Mechanisms are 
suitable to provide the Security Guarantees it is used. 

Verdict The verdict PASS is assigned if: 

- Every secure boot mechanism provides the security guarantees of integrity 
and authenticity of the device software; AND 

- Every secure boot mechanism and its detection mechanisms is suitable to 
provide the described security guarantee. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

 

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the 
Secure Boot mechanism. Therefore, this test case is deemed not applicable. 
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TC_SOFTWARE_INTEGRITY#2 / Test Case 5.7-1-2 

Security requirement PROVISION 5.7-1 

Type of work Test CAB 

Applicability Always 

Test objectives Verify that the device implements a secure boot 

Evaluation inputs - At least one device suitable for testing  

- Collected secure boot mechanism from IXIT 20-SecBoot 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) Tester assess whether the verification of the device software is 
implemented according to the information in IXIT 20-SecBoot. 

Expected result: 

✓ List of boot fails and successes. 

Verdict The verdict PASS is assigned if: 

- There is no indication, that the implementation of any secure boot 
mechanism differs from its IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

Based on the conceptual test items, this test item is deemed not applicable. 
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6.10.2.2 Provision 5.7-2 

 

R: If an unauthorized change is detected to the software, the device should alert the user and/or administrator to 
the issue and should not connect to wider networks than those necessary to perform the alerting function. 

TC_SOFTWARE_INTEGRITY#3 / Test Case 5.7-2-1 

Security requirement PROVISION 5.7.2 

Type of work IXIT Analysis 

Applicability Always 

Documentation analysis 
objectives 

Verify that the device implements mechanisms of alerts and prevents any wider 
networks connections in case of unauthorized changes 

Evaluation inputs - Collected secure boot mechanism from IXIT 20-SecBoot 

Documentation analysis 
procedure 

a) Assess whether the method for User Notification including its 
contained information is sufficient to inform the user and/or 
administrator about unauthorized changes in device software. 

b) Assess whether every Notification Functionality in IXIT 20-SecBoot 
is necessary for the described method of User Notification. 

Verdict The verdict PASS is assigned if: 

✓ The described way of user notification is sufficient to inform the user and/or 
administrator about unauthorized changes in device software; AND 

✓ Every described notification functionality is necessary for the user 
notification in case of detecting unauthorized software changes. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

 

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the 
Secure Boot mechanism. Therefore, this test case is deemed not applicable. 
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TC_SOFTWARE_INTEGRITY#4 / Test Case 5.7-2-2 

Security requirement PROVISION 5.7-2 

Type of work Test CAB 

Applicability Access to some interfaces /tools to modify the boot 

Test objectives Verify that the device implements mechanisms of alerts and prevents any wider 
networks connections in case of unauthorized changes 

Evaluation inputs - At least three devices suitable for testing  

- Collected secure boot mechanism from IXIT 20-SecBoot 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ Tester assess whether alerting takes place as described in User 
Notification in IXIT 20-SecBoot after the detection of an unauthorized 
change in device software. 

✓ Tester assess whether the communication capabilities of the DUT to 
wider networks are restricted to the ones described in Notification 
Functionality in IXIT 20-SecBoot after the detection of an 
unauthorized change in device software.  

Expected result: 

✓ Alert to user 

Verdict The verdict PASS is assigned if: 

- There is no indication that the implementation of any alerting mechanism of 
the DUT differs from its IXIT documentation; AND 

- Only communication to wider networks is detected after detection of 
unauthorized changes, that is described as necessary. 

The verdict FAIL is assigned otherwise. 

Test Result 

N/A 

Testlab Comments 

 

Based on the information provided by the vendor in IXIT 20-SecBoot, it is noted that the DUT does not have the 
Secure Boot mechanism. Therefore, this test case is deemed not applicable. 
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6.11 Ensure that personal data is secure 

 

6.11.1 IXIT Data 

 
According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 
 

IXIT 11-ComMech: Communication Mechanisms 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the communication mechanism, including its purpose and a 
description of the used protocol. For standardized protocols a reference is 
sufficient. It is indicated additionally whether the mechanism is remotely 
accessible 

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local 
connection between an mobile application and the DUT.  

Security Guarantees: Description of the realized security objectives and the threats the mechanism 
is protected against.  

Note: The most common security guarantees to be considered include authentication of peers, authentication 
of origin, integrity protection, confidentiality protection, and anti-replay.  

Cryptographic Details: Description of the cryptographic methods (protocols, operations, primitives, 
modes and key-sizes) used to secure the communication mechanism 
considering key management, and to facilitate the described "Security 
Guarantees".  

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2 Command Class 

v1 is used for the communication. The transferred data is authenticated encrypted with AES-128 CCM to 
facilitate confidentiality and integrity. The key exchange is based on an out-of-band mechanism.  

Resilience Measures: Description of the measures to ensure that the connection establishment is 
performed in an orderly fashion including an expected, operational and stable 
state to achieve a stable connection.  

Note: Resilience measures consider the sequence of the used protocol, the capability of the 
infrastructure, reset and initialization of the protocol and problems caused by mass reconnections  
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IXIT 21-PersData: Personal Data  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the category of personal data processed by the DUT.  

Example: Log data on the usage of the DUT, payment information, timestamped location data, 
audio input stream or biometric data.  

Processing Activities: Description of how the personal data is being processed, including all involved 
parties. It is described additionally for what purposes the processing is done.  

Note: Processing personal data can also include storage of such data.  

Communication 
Mechanisms: 

Reference to communication mechanisms in IXIT 11-ComMech that are used 
for communicating the personal data and an indication whether the recipient is 
an associated service (Yes/No). An empty list of communication mechanisms 
indicates that the personal data is not transmitted.  

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in 
the provision 5.8-2 in ETSI TS 103 645 [1]/ETSI EN 303 645 [2].  

Obtaining Consent: If the personal data is processed on the basis of consumer's consent: 

- Description of how the consent for the processing is obtained from the 
consumer.  

Withdrawing Consent: If the personal data is processed on the basis of consumer's consent:  

- Description of how the consumer can withdraw the consent for 
processing the personal data.  

 

IXIT 2-UserInfo: User Information: 
 
The completed IXIT lists documentations, publications and information provided to users.  

Documentation of 
Sensors: 

Description of the way the information about external sensing capabilities is 
documented for the user, including all information to access the 
documentation. 

 

IXIT 22-ExtSens: External Sensors  
ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 

scheme or some other labelling scheme.  

Description: Brief description of the sensing capability. 

Note: Such sensing capabilities can be a microphone or camera.  
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6.11.2 Evaluation tasks 

 

6.11.2.1 Provision 5.8-1 

 

R C (21): The confidentiality of personal data transiting between a device and a service, especially associated 
services, should be protected, with best practice cryptography. 

TC_PERSONAL_DATA#1 / Test Case 5.8-1-1 

Security requirement PROVISION 5.8-1 

Type of work Doc 

Applicability Conditional (Personal data is transmitted between a device and a service) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the cryptography 
used for communicating personal data between a device and a service.  

Evaluation inputs - List of communication mechanisms (IXIT 11-ComMech) 

- List of personal data (IXIT 21-PersData) 

Documentation analysis 
procedure 

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced in any 
personal data in IXIT 21-PersData, the thester shall apply all test units as specified 
in the Test case 5.5-1-1 with restriction, that at least the security guarantee of 
confidentiality is required to be fulfilled.  

Note: In this case the security guarantee "confidentiality" means confidentiality 
protection against unauthorized parties. This can include authenticity verification of 
a communication partner.  

Verdict The verdict PASS is assigned if for all communication mechanisms used for 
communicating personal data:  

• The security guarantees are appropriate for the use case of communicating 
personal data; AND  

• The mechanism is appropriate to achieve the security guarantees with 
respect to the use case; AND  

• All used cryptographic details are considered as best practice for the use 
case; AND  

• All used cryptographic details are not known to be vulnerable to a feasible 
attack.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 11-ComMech and IXIT 21-PersData, the personal data involved in the DUT are user account 
passwords, phone numbers and email addresses. 

Testers tested the relevant interfaces and used https+post to realize secure transmission, passwords were 
encrypted and stored using the irreversible encryption algorithm HMAC-SHA256, and the user's phone numbers and 
mailboxes were encrypted and stored using the AES algorithm, which realizes authentication and authentication and 
secure transmission. 

This test, passed. 
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TC_PERSONAL_DATA#2 / Test Case 5.8-1-2 

Security requirement PROVISION 5.8-1 

Type of work Test CAB 

Applicability Conditional (Personal data is transmitted between a device and a service) 

Test objectives The purpose of this test case is the functional assessment of the cryptography used for 
communicating personal data between a device and a service.  

Evaluation inputs - At least one device suitable for testing  

- List of communication mechanisms (IXIT 11-ComMech) 

- List of personal data (IXIT 21-PersData) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ For all "Communication Mechanisms" in IXIT 11-ComMech referenced 
in any personal data in IXIT 21-PersData, tester shall apply all test units 
as specified in the Test case 5.5-1-2. 

Expected result: 

✓ Secure communication on channel transmitting personal data  

Verdict The verdict PASS is assigned if: 

There is no indication that any used cryptographic setting differs from its IXIT 
documentation.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on IXIT 11-ComMech, IXIT 21-PersData, and the user manual, the tester confirmed that the personal data 
involved in the DUT are user account passwords, phone numbers, and email addresses. 

Consistent with the documentation description. 

This test, passed. 
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6.11.2.2 Provision 5.8-2 

 

M C (22): The confidentiality of sensitive personal data communicated between the device and associated 
services shall be protected, with cryptography appropriate to the properties of the technology and usage. 

Sensitive personal data definition: data whose disclosure has a high potential to cause harm to the individual 

example: video stream of a home security camera, payment information etc. 

 

TC_PERSONAL_DATA# 3 / Test Case 5.8-2-1 

Security requirement PROVISION 5.8-2 

Type of work Doc 

Applicability Conditional (Sensitive personal data is transmitted between a device and a service) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the cryptography 
used for communicating sensitive personal data between the device and associated 
services.  

Evaluation inputs - List of communication mechanisms (IXIT 11-ComMech) 

- List of personal data (IXIT 21-PersData) 

Documentation analysis 
procedure 

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced in any 
sensitive personal data in IXIT 21- Pers Data according to "Sensitive", where the 
recipient is an associated service, Tester shall apply all test units as specified in the 
Test case 5.5-1-1 with restriction, that at least the security guarantee of 
confidentiality is required to be fulfilled.  

Note: In this case the security guarantee "confidentiality" means confidentiality protection against 
unauthorized parties. This can include authenticity verification of a communication partner.  

Verdict The verdict PASS is assigned if for all communication mechanisms used for 
communicating sensitive personal data between the device and an associated 
service:  

• The security guarantees are appropriate for the use case of communicating 
sensitive personal data between the device and an associated service; 
AND  

• The mechanism is appropriate to achieve the security guarantees with 
respect to the use case; AND  

• All used cryptographic details are considered as best practice for the use 
case; AND  

• All used cryptographic details are not known to be vulnerable to a feasible 
attack.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 11-ComMech and IXIT 21-PersData, the personal data involved in the DUT are user account 
passwords, phone numbers and email addresses. 

Testers tested the relevant interfaces and used https+post to realize secure transmission, passwords were 
encrypted and stored using the irreversible encryption algorithm HMAC-SHA256, and the user's phone numbers and 
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mailboxes were encrypted and stored using the AES algorithm, which realizes authentication and authentication and 
secure transmission. 

This test, passed. 
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TC_PERSONAL_DATA#4 / Test Case 5.8-2-2 

Security requirement PROVISION 5.8-2 

Type of work Test CAB 

Applicability Conditional (Sensitive personal data is transmitted between a device and a service) 

Test objectives The purpose of this test case is the functional assessment of the cryptography used 
for communicating sensitive personal data between the device and associated 
services.  

Evaluation inputs - List of communication mechanisms (IXIT 11-ComMech) 

- List of personal data (IXIT 21-PersData) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

a) For all "Communication Mechanisms" in IXIT 11-ComMech referenced 
in any sensitive personal data in IXIT 21- PersData according to 
"Sensitive", where the recipient is an associated service, Tester shall 
apply all test units as specified in the Test case 5.5-1-2.  

Expected result: 

✓ Secure communication on channel transmitting sensitive personal data  

Verdict The verdict PASS is assigned if: 

✓ There is no indication that any used cryptographic setting differs from its 
IXIT documentation.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

Conforms to the description in IXIT 11-ComMech and XIT 21-Pers. 

This test, passed. 
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6.11.2.3 Provision 5.8-3 
 

MC(23):  All external sensing capabilities of the device shall be documented in an accessible way that is clear 
and transparent for the user. 

TC_PERSONAL_DATA#5 / Test Case 5.8-3-1 

Security requirement PROVISION 5.8-3 

Type of work Doc 

Applicability Conditional(External sensing capabilities exist) 

Documentation analysis 
objectives 

The purpose of this test case is the functional assessment of the documentation of 
external sensing capabilities (a-b) and the completeness of the IXIT documentation (c).  

Evaluation inputs “Documentation of Sensors” in IXIT 2-UserInfo 

List of external sensors (IXIT 22-ExtSens) 

Documentation analysis 
procedure 

a) The tester shall functionally check whether the documentation of external 
sensing capabilities is accessible as documented in "Documentation of 
Sensors" in IXIT 2-UserInfo.  

b) The tester shall functionally assess whether the documentation of external 
sensing capabilities as documented in "Documentation of Sensors" in IXIT 
2-UserInfo is understandable for a user with limited technical knowledge (cf. 
ETSI EN 103 701 Annex D.3).  

c) The tester shall functionally assess whether all obvious sensing capabilities of 
the DUT are documented in IXIT 22- ExtSens.  

Verdict The verdict PASS is assigned if:  

• The documentation is accessible according to the IXIT; AND  

• The documentation is understandable for a user with limited technical 
knowledge; AND  

• Each obvious sensing capability of the DUT is documented for the user.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided in IXIT 22- ExtSens, the device itself has the ability to sense temperature, the 
app has the permission to solicit location information, and the permission to solicit the camera for scanning SN 
numbers. 

It was confirmed by the tester that it matches the description in IXIT 22-ExtSens, and that the user's consent has 
been solicited to use this external sensing capability. 

This test, passed. 
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6.12 Make system resilient to outages 

 

6.12.1 IXIT data 

 

IXIT 23-ResMech: Resilience Mechanisms 

The completed IXIT lists all resilience mechanisms for network connectivity and power outages of the DUT. The 
proforma contains the following entries and is typically filled in the form of a table. 

ID:  Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description:  Description of the mechanism that contributes to the DUT’s resilience to 
network and/or power outages. 

Purpose: Brief description for what purpose the data is collected. 

Type: Indication whether the resilience mechanism addresses network connectivity or 
power outages or both. 

Security Guarantees: Description of the realised security objectives and the threats the mechanism 
protects against. 

 

IXIT 11-ComMech: Communication Mechanisms 

The completed IXIT lists all communication mechanisms of the DUT. The pro forma contains the following 
entries andis typically filled out in form of a table. 

Resilience Measures: Description of the measures to ensure that the connection establishment is 
performed in an orderly fashion including an expected, operational and stable 
state to achieve a stable connection. 
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6.12.2 Evaluation tasks 

 

6.12.2.1 Provision 5.9-1 

 

R: Resilience should be built into consumer IoT devices and services, taking into account the possibility of 
outages of data networks and power. 

TC_RESILIENT_TO_OUTAGES#1 / Test case 5.9-1-1 

Security requirement PROVISION 5.9-1 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the resilience 
mechanisms concerning outages of network and power. 

Evaluation inputs IXIT 23-ResMech  

Documentation analysis 
procedure 

a) The tester shall assess whether the combination of the resilience 
mechanisms in IXIT 23-ResMech are appropriate to protect against 
network connectivity and power outages according to the "Security 
Guarantees". 

b) For each resilience mechanism in IXIT 23-ResMech the tester shall assess 
whether the mechanism according to the "Description" is appropriate to 
achieve the "Security Guarantees". 

Verdict The verdict PASS is assigned if: 

• The resilience mechanisms are appropriate to protect against network 
connectivity and power outages AND 

• Every resilience mechanism is appropriate to achieve its security 
guarantees. 

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure. 

This test, passed. 
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TC_RESILIENT_TO_OUTAGES#2 / Test case 5.9-1-2 

Security requirement PROVISION 5.9-1 

Type of work Test CAB 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the functional assessment of the resilience 
mechanisms concerning outages of network and power. 

Evaluation inputs IXIT 23-ResMech  

Documentation analysis 
procedure 

a) The tester shall interrupt the DUT’s connection to the network and 
functionally assess whether the resilience mechanisms operate as 
described in IXIT 23-ResMech. 

b) The tester shall interrupt the DUT’s power supply and functionally assess 
whether the resilience mechanisms operate as described in IXIT 23-
ResMech. 

Verdict The verdict PASS is assigned if: 

• There is no indication that the operation of the resilience mechanisms 
during network connectivity and power outages differs from its IXIT 
documentation. 

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure. 

This test, passed. 
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6.12.2.2 Provision 5.9-2 

 

R: Consumer IoT devices should remain operating and locally functional in the case of a loss of network 

access and should recover cleanly in the case of restoration of a loss of power. 

TC_RESILIENT_TO_OUTAGES#3 / Test case 5.9-2-1 

Security requirement PROVISION 5.9-2 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the resilience 
mechanisms concerning outages of network and power and the operation during 
network outages and restoration after power outages. 

Evaluation inputs IXIT 23-ResMech 

Documentation analysis 
procedure 

a) The tester shall apply all test units as specified in the Test case 5.9-1-1 
for the resilience mechanisms in IXIT 23-ResMech. 

b) The tester shall assess whether the resilience mechanisms in IXIT 23-
ResMech protecting against network connectivity outages according to 
"Type" are appropriate to ensure, that the DUT remains operating and 
locally functional in the case of a loss of network connectivity. 

c) The tester shall assess whether the resilience mechanisms in IXIT 23-
ResMech protecting against power outages according to "Type" are 
appropriate to ensure, that the DUT resumes the connectivity and 
functionality after a loss of power in the same or improved state as before. 

Verdict The verdict PASS is assigned if: 

• The resilience mechanisms are appropriate to protect against network 
connectivity and power outages AND 

• Every resilience mechanism is appropriate to achieve its security 
guarantees AND 

• The resilience mechanisms are appropriate to ensure that the DUT 
remains operating and locally functional in the case of a loss of network 
connectivity AND 

• The resilience mechanisms are appropriate to ensure that the DUT 
recovers cleanly after a loss of power. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure. 

This test, passed. 
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TC_RESILIENT_TO_OUTAGES#4 / Test case 5.9-2-2 

Security requirement PROVISION 5.9-2 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the resilience 
mechanisms concerning outages of network and power, the operation during 
network outages and restoration after power outages. 

Evaluation inputs IXIT 23-ResMech 

Test scenario a) The tester shall interrupt the DUT’s connection to the network and 
functionally assess whether the resilience mechanisms operate as 
described in IXIT 23-ResMech and the DUT remains operating and locally 
functional after the loss of network connectivity. 

b) The tester shall interrupt the DUT’s power supply and functionally assess 
whether the resilience mechanisms operate as described in IXIT 23-
ResMech and the DUT resumes the connectivity and functionality after a 
loss of power in the same or improved state as before. 

Verdict The verdict PASS is assigned if: 

• There is no indication that the operation of the resilience mechanisms 
during network connectivity or power outages differs from its IXIT 
documentation AND 

• There is no indication that the DUT does not remain operating and locally 
functional after the loss of network connectivity AND 

• There is no indication that the DUT does not resume the connectivity and 
functionality after a loss of power in the same or improved state as before. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on IXIT 23-ResMech, it provides two resilience mechanisms in case of network and power failure. 

This test, passed. 

 



 
Cybersecurity Assessment   

Test Report No.: HC2407190100GC03  

 

Page 156 of 195 
 

 

6.12.2.3 Provision 5.9-3 

 

R: The consumer IoT device should connect to networks in an expected, operational and stable state and 

in an orderly fashion, taking the capability of the infrastructure into consideration.  

TC_RESILIENT_TO_OUTAGES#5 / Test case 5.9-3-1 

Security requirement PROVISION 5.9-3 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the resilience 
measures for the communication mechanisms. 

Evaluation inputs Each communication mechanism in IXIT 11-ComMech 

Documentation analysis 
procedure 

a) For each communication mechanism in IXIT 11-ComMech the tester shall 
assess whether the "Resilience Measures" are appropriate to achieve a 
connection to a network in an orderly fashion taking the capability of the 
infrastructure into consideration. 

b) For each communication mechanism in IXIT 11-ComMech the tester shall 
assess whether the "Resilience Measures" are appropriate to support the 
operation of a stable network taking the capability of the infrastructure into 
consideration. 

Verdict The verdict PASS is assigned if: 

• Every communication mechanism provides appropriate measures to 
achieve a connection to a network in an orderly fashion AND 

• Every communication mechanism provides appropriate measures to 
support the operation of a stable network. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by the manufacturer in IXIT 11-ComMech, the Resilience Measures field 
mentions the use of the TLS protocol to establish connections. It specifies that this protocol covers an ordered 
protocol sequence, defined state machines, and defined initialization and reset mechanisms. Therefore, this test 
case is deemed to pass. 
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TC_RESILIENT_TO_OUTAGES#6 / Test case 5.9-3-2 

Security requirement PROVISION 5.9-3 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the resilience 
measures for the communication mechanisms. 

Evaluation inputs "Resilience Measures" for each communication method in IXIT 11-ComMech 

Test scenario The tester shall functionally assess whether the implemented "Resilience 
Measures" for each communication method in IXIT 11-ComMech are 
implemented as described, especially considering the protection against 
simultaneous mass reconnections.  

Verdict The verdict PASS is assigned if: 

• There is no indication that the operation of any implemented resilience 
measure differs from its IXIT documentation. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

 

Based on the resiliency measures described in IXIT 11-ComMech, testers used Postman and Wireshark and 
looked at the login interface to confirm that the interface used the https and Tls1.2 protocols. 

This test, passed. 
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6.13 Examine system telemetry data 

 

6.13.1 IXIT data 

 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

 

IXIT 24-TelData: Telemetry Data 

The completed IXIT lists all telemetry data collected by the DUT. The pro forma contains the following entries 
and is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the telemetry data being collected and provided to the 
manufacturer by the DUT. 

Purpose: Brief description for what purposes the data is collected. 

Security Examination: If the data is used for security examination: Description of how and by whom 
(device or associated service) the telemetry data is examined for security 
anomalies. 

Note: The security anomaly examination can be realized outside the DUT, i.e. by associated 
services. 

Note: A device telemetry service captures crash logs and data on usage (telemetry data) from the 
DUT in order to enable the developers to determine security flaws (security anomaly detection). 

Personal Data: Reference to personal data in IXIT 21-PersData that are processed in the 
telemetry data. 
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6.13.2 Evaluation tasks 

 

6.13.2.1 Provision 5.10-1 
 

R C (6): If telemetry data are collected from consumer IoT devices and services, such as usage and 
measurement data, it should be examined for security anomalies. 

TC_TELEMETRY_DATA# 1 / Test case 5.10.1-1 

Security requirement PROVISION 5.10-1 

Type of work IXIT analysis 

Applicability Conditional (if telemetry data is collected) 

Documentation analysis 
objectives 

Check if manufacturer have implemented a security examination process from 
telemetry data 

Evaluation inputs Collected telemetry data from IXIT 24-TelData 

Documentation analysis 
procedure 

✓ Tester check whether at least one Security Examination is provided in 
IXIT 24-TelData for examining for security anomalies. 

✓ For each Security Examination of telemetry data in IXIT 24-TelData, 
tester assess whether the associated telemetry data in "Description" are 
suited for the described security examination and for examining the data 
for security anomalies.  

Verdict The verdict PASS is assigned if: 

✓ At least one security anomaly examination is provided; AND 
✓ Each security anomaly examination is suited for examining the 

associated telemetry data for a security anomaly. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 

 

Based on IXIT 24-TelData, no information provided by the manufacturer. 

This test, failed. 
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6.14 Make it easy for users to delete user data 

 

6.14.1 IXIT Data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 
 
IXIT 2-UserInfo: User Information: 
The completed IXIT lists documentations, publications and information provided to users.  

Documentation of 
Deletion 

Documentation of Deletion: Description of the way the methods for deletion of 
personal data documented to the user, including all information to access the 
documentation. 

 
IXIT 25-DelFunc: Deletion Functionalities  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the functionality used to delete data of the user. If the 
"Target Type" indicates, that an associated service is addressed: The 
concerning associated service which is covered by the functionality is indicated 
additionally.  

Target Type: Indicates whether the functionality addresses user data on the device or 
personal data on associated services or both.  

Initiation and Interaction: Brief description of the user interaction, which is necessary to initiate and apply 
the deletion functionality.  

Documentation: Description of the way the deletion functionality is provided and documented to 
the user, including all information to access the documentation.  

Confirmation: Brief description of how the user is given indication that the addressed data 
has been deleted after applying the deletion functionality.  

 
IXIT 21-PersData: Personal Data  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the category of personal data processed by the DUT.  

Example: Log data on the usage of the DUT, payment information, 
timestamped location data, audio input stream or biometric data.  

Processing Activities: Description of how the personal data is being processed, including all involved 
parties. It is described additionally for what purposes the processing is done.  

Note: Processing personal data can also include storage of such data.  

Communication 
Mechanisms: 

Reference to communication mechanisms in IXIT 11-ComMech that are used 
for communicating the personal data and an indication whether the recipient is 
an associated service (Yes/No). An empty list of communication mechanisms 
indicates that the personal data is not transmitted.  

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in 
the provision 5.8-2 in ETSI TS 103 645 [1]/ETSI EN 303 645 [2].  

Obtaining Consent: If the personal data is processed on the basis of consumer's consent: 
Description of how the consent for the processing is obtained from the 
consumer.  

Withdrawing Consent: If the personal data is processed on the basis of consumer's consent: 
Description of how the consumer can withdraw the consent for processing the 
personal data.  
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6.14.2 Evaluation tasks 

 

6.14.2.1 Provision 5.11-1 

 

M C(24): The user shall be provided with functionality such that user data can be erased from the device in a 

simple manner. 

TC_USER_DELETE_DATA #1 / Test case 5.11-1 

Security requirement PROVISION 5.11-1 

Type of work Doc 

Applicability Conditional (User data is stored on the device) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the user data 
erasure functionalities of the DUT.  

Evaluation inputs - List of deletion functionalities (IXIT 25-DelFunc) 

Documentation analysis 
procedure 

a) Tester shall assess whether at least one functionality is provided 
according to IXIT 25-DelFunc, which can be performed by the user 
with limited technical knowledge (cf. ETSI EN 103 701 Annex D.3) 
according to “Description” and “Initiation and Interaction" to erase 
user data from the device according to "Target Type".  

b) Tester shall assess whether each functionality in IXIT 25-DelFunc is 
adequate to erase the targeted user data from the device.  

Note: Erasure can be realized by overwriting with a pre-defined value or by internal 
irreversible blocking of all access to the data on the device.  

c) Tester shall assess whether the functionalities to erase user data in 
IXIT 25-DelFunc cover personal data, user configuration and user-
related cryptographic material.  

Note: The information in IXIT10-SecParam, IXIT21-PersData and other IXITs is helpful 
to identify user data.  

Note: Cryptographic material can be user passwords or keys.  

Verdict 

The verdict PASS is assigned if no user data is stored on the device; or:  

• at least one simple functionality to erase user data from the device is 
provided to the user; AND  

• the described functionality is adequate to erase the targeted user data 
from the device; AND  

• personal data, user configuration and cryptographic material is covered 
by the functionalities to erase user data from the device.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 
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Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and 
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the 
Service Provider, all of the User's content on the Service will be removed and deleted. 

However, the tester did not find any user logout or deletion of personal data in the application. 

This test failed. 
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TC_USER_DELETE_DATA #2 / Test case 5.11-1-2 

Security requirement PROVISION 5.11-1 

Type of work Test CAB 

Applicability Conditional (User data is tored on the device) 

Test objectives The purpose of this test case is the functional assessment of the user data 
erasure functionalities of the DUT. 

Evaluation inputs - At least one device suitable for testing  

- List of deletion functionalities (IXIT 25-DelFunc) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) The tester shall create typical user data on the DUT with 
regard to the usage of the device.  
Note: Such data can be personal data, user configuration or cryptographic 
material such as user passwords or keys, which differ from the standard 
configuration.  

✓ b) The tester shall perform each functionality to erase user data 
from the device according to "Target Type" in IXIT 25- 
DelFunc and functionally assess whether the "Initiation and 
Interaction" is consistent with the IXIT.  

✓ c) The tester shall perform each functionality to erase user data 
from the device according to "Target Type" in IXIT 25- 
DelFunc and functionally assess whether the corresponding 
user data still exists after completing the operation.  

Expected result: 

✓ Evaluation of user data erasure functionalities 

Verdict The verdict PASS is assigned if for any functionality to erase user data from the 
device:  

• The initiation and interaction of the user is consistent with the IXIT; AND  

• There is no indication that the corresponding user data is not erased 
successfully.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 
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Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and 
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the 
Service Provider, all of the User's content on the Service will be removed and deleted. 

However, the tester did not find any user logout or deletion of personal data in the application. 

This test failed. 
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6.14.2.2 Provision 5.11-2 

 

R C (25): The consumer should be provided with functionality on the device such that personal data can be 

removed from associated services in a simple manner. 

TC_USER_DELETE_DATA #3 / Test case 5.11-2-1 

Security requirement PROVISION 5.11-2 

Type of work Doc 

Applicability Conditional (Personal data is stored on accociated services.) 

Documentation analysis 
objectives 

 The purpose of this test case is the conceptual assessment of the personal data 
removal functionalities of the DUT.  

Evaluation inputs 
- List of deletion functionalities (IXIT 25-DelFunc) 

- List of personal data (IXIT 21-PersData) 

Documentation analysis 
procedure 

a) For all deletion functionalities in IXIT 25-DelFunc the tester shall assess 
whether at least one functionality is provided, which can be performed by 
the user with limited technical knowledge (cf. ETSI EN 103 701 Annex 
D.3) according to "Description" and "Initiation and Interaction" to 
remove all personal data stored on the associated services according to 
"Target Type".  

b) The tester shall assess whether all associated services storing personal 
data according to "Processing Activities" in IXIT 21-PersData are 
covered by the combination of all deletion functionalities in IXIT 25-
DelFunc. 

Verdict 

The verdict PASS is assigned if:  

• At least one simple functionality to remove personal data from 
associated services is provided to the user; AND  

• Every associated service storing personal data is covered by a simple 
deletion functionality.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 
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Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and 
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the 
Service Provider, all of the User's content on the Service will be removed and deleted. 

However, the tester did not find any user logout or deletion of personal data in the application. 

This test failed. 
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TC_USER_DELETE_DATA #4 / Test case 5.11-2-2 

Security requirement PROVISION 5.11-2 

Type of work Test CAB 

Applicability Conditional (Personal data is stored on accociated services.) 

Test objectives The purpose of this test case is the functional assessment of the personal data 
removal functionalities of the DUT.  

Evaluation inputs - At least one device suitable for testing  

- List of deletion functionalities (IXIT 25-DelFunc) 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) The Tester shall create typical personal data on associated 
services with regard to the usage of the DUT.  

Note: The information from "Processing Activities" IXIT21-PersData can be 
helpful to create personal data which are stored on associated services.  

✓ b) The Tester shall perform each functionality to remove 
personal data according to "Target Type" in IXIT 25-DelFunc 
and functionally assess whether the "Initiation and 
Interaction" is consistent with in the IXIT.  

✓ c) The Tester shall perform each functionality to remove 
personal data according to "Target Type" in IXIT 25-DelFunc 
and functionally assess whether the corresponding personal 
data still exists on the associated services after completing the 
operation.  

Expected result: 

✓ Evaluation of user data erasure functionalities 

Verdict The verdict PASS is assigned if for any functionality to erase user data from the 
device:  

• The initiation and interaction of the user is consistent with the IXIT; AND  

• There is no indication that the corresponding user data is not erased 
successfully.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

 



 
Cybersecurity Assessment   

Test Report No.: HC2407190100GC03  

 

Page 168 of 195 
 

 

Based on the IXIT 25-DelFunc and the User Agreement, no information is provided in the IXIT 25-DelFunc, and 
the User Agreement stipulates that upon termination of the Service for reasons attributable to the User or the 
Service Provider, all of the User's content on the Service will be removed and deleted. 

However, the tester did not find any user logout or deletion of personal data in the application. 

This test failed. 
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6.14.2.3 Provision 5.11-3 

 

R (26):  Users should be given clear instructions on how to delete their personal data. 

TC_USER_DELETE_DATA #5 / Test case 5.11-3-1 

Security requirement PROVISION 5.11-3 

Type of work Doc 

Applicability Conditional (Personal data is stored) 

Documentation analysis 
objectives 

The purpose of this test case is the functional assessment of the user 
documentation for the personal data deletion functionalities of the DUT.  

Evaluation inputs - At least one device suitable for testing  

- List of deletion functionalities & related documentation (IXIT 25-DelFunc) 

Documentation analysis 
procedure 

a) The tester shall create typical personal data with regard to the usage of 
the DUT.  

Note: The information from "Processing Activities" IXIT21-PersData can be helpful to 
create personal data which are stored on the DUT and on associated services.  

b) For each deletion functionality in IXIT 25-DelFunc the tester shall 
perform the functionality according to the "Documentation" and 
functionally assess whether it is described in a concise manner and 
includes all necessary steps to delete the personal data from the device 
or associated service according to "Target Type".  

c) The tester shall functionally assess whether all deletion functionalities in 
IXIT 25-DelFunc are covered by the "Documentation".  

Verdict The verdict PASS is assigned if every deletion functionality:  

• Is documented in a concise manner and includes the necessary steps to 
be taken to delete personal data; AND  

• Is covered by the documentation.  

The verdict FAIL is assigned otherwise.  

Test Result 

N/A 

Testlab Comments 

 

According to the tester's IXIT 25-DelFunc content, the device does not provide user data deletion or user logout 
functionality. 

However, the tester did not find the user logout or to personal data deletion functionality in the application. 

This test, fails. 
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6.14.2.4 Provision 5.11-4 

 

R (26): Users should be provided with clear confirmation that personal data has been deleted from services, 

devices and applications. 

TC_USER_DELETE_DATA #6 / Test Case 5.11-4-1 

Security requirement PROVISION 5.11-4 

Type of work Test CAB 

Applicability Conditional (Personal data is stored) 

Test objectives 
The purpose of this test case is the functional assessment of the personal data 
removal functionalities of the DUT.  

Evaluation inputs 
- At least one device suitable for testing  

- List of deletion functionalities (IXIT 25-DelFunc) 

Test scenario 

Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) The tester shall perform each deletion functionality in IXIT 
25-DelFunc according to "Documentation of deletion" in IXIT 
2-UserInfo 

✓ b) For each deletion functionality in IXIT 25-DelFunc the tester 
shall functionally assess whether the user is provided with a 
clear "Confirmation", that the corresponding data is deleted.  

Test sequence: 

✓ Availability of notification services on deletion functionality  

Verdict 

The verdict PASS is assigned if: 

✓ For every deletion functionality a clear confirmation is provided, 
that the corresponding data is deleted.  

The verdict FAIL is assigned otherwise.  

Test Result 

N/A 

Testlab Comments 

 

According to the tester's IXIT 25-DelFunc content, the device does not provide user data deletion or user logout 
functionality. 

However, the tester did not find the user logout or to personal data deletion functionality in the application. 

This test, fails. 
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6.15 Make installation and maintenance of devices easy 

 

6.15.1 IXIT data 

 

IXIT 2-UserInfo: User Information 

The completed IXIT lists documentations, publications and information provided to users. The pro forma 
contains the following entries, which are independent from each other, and is typically filled out in form of a list. 

Documentation of 
Secure Setup: 

Description of the way the method for securely setting up the DUT is 
documented for the user, including all information to access the documentation. 

Documentation of Setup 
Check: 

Description of the way the method for checking the secure setup of the DUT is 
documented for the user, including all information to access the documentation. 

 

 

IXIT 26-UserDec: User Decisions 

The completed IXIT lists all decisions to be taken by the user during installation and maintenance. The pro 
forma contains the following entries and is typically filled in the form of a table. 

ID:  
Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description:  
Description of the decision to be taken by the user within the installation and 
maintenance flows. Its position within the installation or maintenance flow is 
additionally described. 

Options:  
Description of the security-relevant options the user can take and an indication 
for the default value. 

Triggered By: 
Brief description how the decision is triggered. It is indicated additionally whether 
the decision can be triggered by the user. 
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6.15.2 Evaluation tasks 

 

6.15.2.1 Provision 5.12-1 
 

R: Installation and maintenance of consumer IoT should involve minimal decisions by the user and should follow 
security best practice on usability. 

TC_EASE_OF_USE#1 / Test Case 5.12-1-1 

Security requirement PROVISION 5.12-1 

Type of work IXIT analysis 

Applicability Always 

Test objectives 
The purpose of this test case is the conceptual assessment of the installation 
and maintenance decisions to be taken by the user. 

Evaluation inputs Each decision in IXIT 26-UserDec 

Test scenario 

a) For each decision in IXIT 26-UserDec the tester shall assess whether it 
is necessary regarding the usage in the operational environment. 

b) For each decision in IXIT 26-UserDec the tester shall assess whether 
the default value for the decision according to "Options" follows security 
best practice. 

Verdict 

The verdict PASS is assigned if: 

• Every decision taken by the user is necessary regarding the usage in the 
operational environment AND 

• Every default value for a decision taken by the user follows security best 
practice. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

Based on IXIT 26-UserDec, user login requires a registered account password, and user passwords are 
tested to pass strength requirements. 

The application update installation process is automated and does not require user intervention. 

This test passed. 
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TC_EASE_OF_USE#2  / Test Case 5.12-1-2 

Security requirement PROVISION 5.12-1 

Type of work Test CAB 

Applicability Always 

Test objectives The purpose of this test case is the functional assessment of the installation 
and maintenance decisions to be taken by the user. 

Evaluation inputs Each decision in IXIT 26-UserDec 

Test scenario a) The tester shall trigger all user-based decisions in IXIT 26-UserDec 
according to "Triggered By". 

b) For each decision in IXIT 26-UserDec the tester shall functionally 
assess whether it is prominently requested from the user during the 
installation and maintenance flows. 

c) For each decision in IXIT 26-UserDec the tester shall functionally 
assess whether the decision and its "Options" are understandable for 
a user with limited technical knowledge. 

d) The tester shall functionally assess whether the decisions to be taken 
by the user during installation and maintenance on the DUT are 
conformant to their "Description" and "Options" in IXIT 26-UserDec. 

Verdict The verdict PASS is assigned if: 

• Every decision taken by the user is prominently requested during the 
installation and maintenance flows AND 

• Every decision taken by the user is understandable for a user with 
limited technical knowledge AND 

• Every decision taken by the user during installation or maintenance on 
the DUT is as described in the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 

 

IXIT 26-UserDec does not describe the relevant security settings. 

The service does not provide guidance on application-related security settings. 

This test, failed. 
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6.15.2.2 Provision 5.12-2 

 

R: The manufacturer should provide users with guidance on how to securely set up their device. 

TC_EASE_OF_USE#2 / Test Case 5.12-2-1 

Security 
requirement 

PROVISION 5.12-2 

Type of work IXIT analysis 

Applicability Always 

Documentation 
analysis objectives 

The purpose of this test case is the functional assessment of the user guidance on 
securely setting up the DUT. 

Evaluation inputs "Documentation of Secure Setup" in IXIT 2-UserInfo 

Documentation 
analysis procedure 

a) The tester shall set up the DUT using the "Documentation of Secure Setup" 
described in IXIT 2-UserInfo 

b) The tester shall functionally assess whether in the "Documentation of Secure 
Setup" described in IXIT 2-UserInfo each security-relevant user decision is 
covered by the documentation. 

c) The tester shall functionally assess whether the "Documentation of Secure 
Setup" described in IXIT 2-UserInfo includes recommendations on how to 
take the security-relevant user decisions to achieve a secure setup. 

Verdict The verdict PASS is assigned if: 

• Every security-relevant user decision is covered by the documentation AND 

• For every security-relevant user decision a recommendation on how to achieve 
a secure setup is given. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 

IXIT 2-UserInfo does not describe the relevant security settings. 

The service does not provide guidance on application-related security settings. 

This test, failed. 
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6.15.2.3 Provision 5.12-3 

 

R: The manufacturer should provide users with guidance on how to check whether their device is securely set 
up. 

TC_EASE_OF_USE#3 / Test Case 5.12-3-1 

Security requirement PROVISION 5.12-3 

Type of work IXIT analysis 

Applicability Always 

Documentation analysis 
objectives 

The purpose of this test case is the functional assessment of the user guidance 
on checking whether the DUT is securely set up. 

Evaluation inputs "Documentation of Setup Check" in IXIT 2-UserInfo 

Documentation analysis 
procedure 

a) The tester shall set up the DUT using an example configuration. 
b) The tester shall functionally assess whether in the "Documentation of 

Setup Check" described in IXIT 2-UserInfo each step for checking 
whether the DUT is securely set up is covered by the documentation. 

c) The tester shall functionally assess whether the check applied to the 
example configuration results in a reasonable outcome. 

Verdict The verdict PASS is assigned if: 

• Every step for checking the securely set up is covered by the 
documentation; and 

• The application of the check for securely set up according to the 
documentation results in an outcome and there is an indication that the 
result is reasonable. 

The verdict FAIL is assigned otherwise. 

Test Result 

FAIL 

Testlab Comments 

IXIT 2-UserInfo does not describe the relevant security settings. 

The service does not provide guidance on application-related security settings. 

This test, failed. 
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6.16 Validate input data 

 

6.16.1 IXIT data 

 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

 

IXIT 11-ComMech: Communication Mechanisms: 

The completed IXIT lists all communication mechanisms of the DUT. The pro forma contains the following 
entries and is typically filled out in form of a table. 

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme. 

Description: Brief description of the communication mechanism, including its purpose and a 
description of the used protocol. For standardized protocols a reference is 
sufficient. It is indicated additionally whether the mechanism is remotely 
accessible. 

Note: A possible communication mechanism is the use of Bluetooth®, WiFi® or NFC for a local 
connection between an mobile application and the DUT. 

Security Guarantees: Description of the realized security objectives and the threats the mechanism is 
protected against. 

Note: The most common security guarantees to be considered include authentication of peers, 
authentication of origin, integrity protection, confidentiality protection, and anti-replay. 

Cryptographic Details: Description of the cryptographic methods (protocols, operations, primitives, 
modes and key-sizes) used to secure the communication mechanism 
considering key management, and to facilitate the described "Security 
Guarantees". 

Note: Cryptographic Details contain information such as: the protocol Z-Wave® with Security 2 
Command Class v1 is used for the communication. The transferred data is authenticated 
encrypted with AES-128 CCM to facilitate confidentiality and integrity. The key exchange is based 
on an out-of-band mechanism. 

Resilience Measures: Description of the measures to ensure that the connection establishment is 
performed in an orderly fashion including an expected, operational and stable 
state to achieve a stable connection. 

Note: Resilience measures consider the sequence of the used protocol, the capability of the 
infrastructure, reset and initialization of the protocol and problems caused by mass reconnections. 

  

IXIT 27-UserIntf: User Interfaces 

Description: Brief description of the user interface enabling data input from the user. It is 
indicated additionally how the interface can be accessed by the user. 

 

IXIT 28-ExtAPI: External APIs 

Description: Description of the API enabling data input from external sources of the DUT. 

Note: External APIs are typically used for machine-to-machine communication. 

 

IXIT 29-InpVal: Data Input Validation 

Description: Description of the method for validating the data input via user interfaces, or 
transferred via APIs and between networks in services and devices including 
the handling of unexpected data. It is indicated additionally which of the 
sources for data input are addressed by the method. 

Note: To validate the data input, it can be checked whether it is of an allowed type (format and 
structure), of allowed value, an allowed cardinality or an allowed ordering. 
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6.16.2 Evaluation tasks 

 

6.16.2.1 Provision 5.13-1 

 

M C(27): The consumer IoT device software shall validate data input via user interfaces or transferred via 

Application Programming Interfaces (APIs) or between networks in services and devices.  

TC_VALIDATE_INPUT#1 / Test Case 5.13-1-1 

Security requirement PROVISION 5.13-1 

Type of work IXIT analysis 

Applicability 
Conditional (data input via user interfaces or transferred via APIs or between 
networks in services and devices is supported) 

Documentation analysis 
objectives 

Verify that the device validates input via user interfaces 

Evaluation inputs 
- Collected data input validation methods in IXIT 29-InpVal, data input from 
external sources in IXIT 28-ExtAPI, data input from the user in IXIT 27-
UserIntf , remotely accessible communication methods in IXIT 11-ComMech. 

Documentation analysis 
procedure 

✓ a) Tester assess whether the combination of data input validation 
methods in IXIT 29-InpVal covers all sources for data input including: 

- The user interfaces, which enable data input from the user in 
IXIT 27-UserIntf; AND 

- The application programming interfaces (APIs), which enable 
data input from external sources in IXIT 28-ExtAPI; AND 

- The network communications, which enable data input 
according to the corresponding remotely accessible 
communication methods in IXIT 11-ComMech. 

✓ b) For each data input validation method in IXIT 29-InpVal, assess 
whether it is effective for validating the corresponding data input. 
Note: Validation typically includes checks that data input is of an allowed format and 
structure, of an allowed value, of an allowed cardinality and of an allowed ordering with 
the aim to prevent misuse. 

Verdict 

The verdict PASS is assigned if: 

- The data input validation methods cover data input via user interfaces, 
transmitted via APIs and between networks in services and devices; 
AND 

- Every described data input validation method is effective for validating 
the corresponding data input. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by IXIT 29-InpVal, the testers combined with the DUT inspection and 
confirmed that the interfaces with external injection risk are the registration interface, login interface, password 
change interface, interface for inputting device serial number, and interface for inputting device parameters. 
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For the above interfaces, authentication and authentication have been realized, security protocols have been 
used for transmission, and filtering and type restrictions have been applied to the input data, etc. The service is 
deployed on the Amazon platform, and defense measures such as brute-force cracking have been provided. 

This test is passed. 
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TC_VALIDATE_INPUT#2: 5.13-1-2 

Security requirement PROVISION 5.13-1 

Type of work Test CAB 

Applicability Conditional (data input via user interfaces or transferred via APIs or between 
networks in services and devices is supported) 

Test objectives Verify that the device validates input via user interfaces 

Evaluation inputs - At least one device suitable for testing  

- Collected data input validation methods in IXIT 29-InpVal, data input from 
external sources in IXIT 28-ExtAPI, data input from the user in IXIT 27-UserIntf  

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) Tester assess ssess whether each data input validation method in 
IXIT 29-InpVal prevents the processing of unexpected data input. 

NOTE 1: The tester is free to choose a source of data input for each data input validation 
method. 

NOTE 2: The tester possesses all credentials of a user to attempt the misuses. 

NOTE 3: Automated tools can be used to generate unexpected data which does not suit to 
the expected input, e.g. in format and structure, value, cardinality or ordering. 

✓ b) Tester assess whether all user interfaces of the DUT are described in 
IXIT 27-UserIntf according to the documentation for the user, e.g. user 
manual. 

✓ c) Tester assess whether all remotely accessible APIs of the DUT are 
described in IXIT 28-ExtAPI. 

Expected result: 

✓ Device functionality. 

Verdict The verdict PASS is assigned if: 

- There is no indication that any data input validation does not protect 
against the processing of unexpected data input; AND 

- Every discovered user interface is documented in the IXIT; AND 
- Every discovered remotely accessible API is documented in the IXIT. 

The verdict FAIL is assigned otherwise. 

Test Result 

PASS 

Testlab Comments 

 

Based on the information provided by IXIT 29-InpVal, the testers combined with the DUT inspection and 
confirmed that the interfaces with external injection risk are the registration interface, login interface, password 
change interface, interface for inputting device serial number, and interface for inputting device parameters. 

For the above interfaces, authentication and authentication have been realized, security protocols have been 
used for transmission, and filtering and type restrictions have been applied to the input data, etc. The service is 
deployed on the Amazon platform, and defense measures such as brute-force cracking have been provided. 

This test is passed. 
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6.17 Data protection for consumer IoT 

 

6.17.1 IXIT Data 

According annex A4 of ETSI TS 103 701, the IXIT fileds required for this family of provisions are: 

IXIT 2-UserInfo: User Information: 

The completed IXIT lists documentations, publications and information provided to users.  

Documentation of 
Personal Data: 

Description of the way the information about processing personal data is 
documented for the user, including all information to access the 
documentation.  

 

IXIT 21-PersData: Personal Data  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the category of personal data processed by the DUT.  

Example: Log data on the usage of the DUT, payment information, timestamped location data, 
audio input stream or biometric data.  

Processing Activities: Description of how the personal data is being processed, including all involved 
parties. It is described additionally for what purposes the processing is done.  

Note: Processing personal data can also include storage of such data.  

Communication 
Mechanisms: 

Reference to communication mechanisms in IXIT 11-ComMech that are used 
for communicating the personal data and an indication whether the recipient is 
an associated service (Yes/No). An empty list of communication mechanisms 
indicates that the personal data is not transmitted.  

Sensitive (Yes/No): Indication whether the personal data is sensitive according to the definition in 
the provision 5.8-2 in ETSI TS 103 645 [1]/ETSI EN 303 645 [2].  

Obtaining Consent: If the personal data is processed on the basis of consumer's consent: 
Description of how the consent for the processing is obtained from the 
consumer.  

Withdrawing Consent: If the personal data is processed on the basis of consumer's consent: 
Description of how the consumer can withdraw the consent for processing the 
personal data.  

 

IXIT 24-TelData: Telemetry Data  

ID: Unique per IXIT identifier, that may be assigned using a sequential numbering 
scheme or some other labelling scheme.  

Description: Brief description of the telemetry data being collected and provided to the 
manufacturer by the DUT.  

Purpose: Brief description for what purpose the data is collected.  

Security Examination: If the data is used for security examination: Description of how and by whom 
(device or associated service) the telemetry data is examined for security 
anomalies.  

Note:The security anomaly examination can be realized outside the DUT, i.e. by associated 
services.  

Note:A device telemetry service captures crash logs and data on usage (telemetry data) from the 
DUT in order to enable the developers to determine security flaws (security anomaly detection).  

Personal Data: Reference to personal data in IXIT 21-PersData that are processed in the 
telemetry data.  
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6.17.2 Evaluation tasks 

 

6.17.2.1 Provision 6-1 

 

M C (28):  The manufacturer shall provide consumers with clear and transparent information about what 
personal data is processed, how it is being used, by whom, and for what purposes, for each device and service. 
This also applies to third parties that can be involved, including advertisers. 

TC_DATA_PROTECTION#1 / Test Case 6-1-1 

Security requirement PROVISION 6-1 

Type of work Doc 

Applicability Conditional (Personal data is processed) 

Documentation analysis 
objectives 

The purpose of this test case is the conceptual assessment of the user 
information about the processing of personal data.  

Evaluation inputs Documentation related to personal data (“Documentation of Personal Data” in 
IXIT 2-UserInfo) 

Documentation analysis 
procedure 

a) The tester shall assess whether the "Documentation of Personal Data" in 
IXIT 2-UserInfo is suitable for the consumer to obtain the information about 
processing personal data.  

Verdict The verdict PASS is assigned if: 

✓ The information about processing personal data is suitably provided to 
the consumer.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 
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Based on the Documentation of Personal Data in IXIT 2-UserInfo, the manufacturer does not provide relevant 
information, and according to the user manual, there is an explanation for the collection of the user's cell phone 
and email address. 

The User Agreement stipulates that all content of the Service will be removed and deleted upon termination of 
the Service by the User or the Service Provider. 

However, the service does not provide the user with the function of personal data processing. 

The test fails. 
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TC_DATA_PROTECTION#2 / Test Case 6-1-2 

Security requirement PROVISION 6-1 

Type of work Doc 

Applicability Conditional(Personal data is processed) 

Documentation analysis 
objectives 

The purpose of this test case is the functional assessment of the user 
information about the processing of personal data.  

Evaluation inputs “Documentation of Personal Data” in IXIT 2-UserInfo 

“Processing Activities” in IXIT 21-PersData 

Documentation analysis 
procedure 

a) The tester shall functionally assess whether the provided information 
about processing personal data (obtained information) is consistent to 
the description in "Documentation of Personal Data" in IXIT 2-
UserInfo.  

b) The tester shall functionally assess whether the obtained information 
about processing personal data accessing the "Documentation of 
Personal Data" in IXIT 2-UserInfo match their description in 
"Processing Activities" in IXIT 21- PersData.  

c) The tester shall functionally assess whether the obtained information 
describes what personal data is processed in a way understandable for 
a user with limited technical knowledge (cf. ETSI 103 701 Annex D.3).  

d) d) The tester shall functionally assess whether the obtained information 
describe how personal data is being used, by whom, and for what 
purposes in a way understandable for a user with limited technical 
knowledge (cf.ETSI 103 701 Annex D.3).  

Verdict The verdict PASS is assigned if:  

• The information about processing personal data can be obtained as 
described; AND  

• The obtained information about processing personal data match their 
description; AND  

• The personal data being processed is clearly and transparently 
described; AND  

• It is clearly and transparently described how personal data is being used, 
by whom, AND for what purposes.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 
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Based on the Documentation of Personal Data in IXIT 2-UserInfo, the manufacturer did not provide relevant 
information, according to the user manual, in order to have the convenience of contacting the user, the user's 
cell phone and email will be collected. 

In addition, the application solicits location information, but confirms this with the manufacturer. 

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function 
and weather information, and no location data is stored or displayed. 

This test is passed. 
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6.17.2.2 Provision 6-2 
 

M C (7): Where personal data is processed on the basis of consumers' consent, this consent shall be obtained 
in a valid way. 

TC_DATA_PROTECTION#3 / Test Case 6-2-1 

Security requirement PROVISION 6-2 

Type of work Doc 

Applicability Conditional(Personal data is processed on the basis of consumers’ consent) 

Document analysis 
objectives 

The purpose of this test case is the conceptual assessment of the consumers' 
consent for the processing of personal data.  

Evaluation inputs - At least one device suitable for testing  

- Information related to user consent (“Obtaining Consent” in IXIT 21-
PersData) 

Document analysis  

procedure 

personal data in IXIT 21-PersData that is processed on the basis of 
consumers' consent according to "Obtaining Consent", the tester shall 
assess whether the opt-in choice:  

• Is given freely; AND  

• Is given obviously; AND  

• Is given explicitly  

according to the description of "Obtaining Consent".  

Verdict The verdict PASS is assigned if for each category of personal data that is 
processed on the basis of consumers' consent:  

• It is described how to express consent (opt-in choice) to the processing of 
personal data for specific purposes; AND  

• The opt-in choice is given freely, obviously and explicitly.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

Based on IXIT 21-PersData, it was confirmed that the user account password, phone number and email 
address are personal data. This information is entered by the customer during registration. 

In addition, the application solicits location information, but confirms this with the manufacturer. 

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function 
and weather information, and no location data is stored or displayed. 

This test is passed. 
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TC_DATA_PROTECTION#4 / Test Case 6-2-2 

Security requirement PROVISION 6-2 

Type of work Test CAB 

Applicability Conditional (Personal data is processed on the basis of consumers’ consent) 

Test objectives The purpose of this test case is the functional assessment of the consumers' 
consent for the processing of personal data.  

Evaluation inputs - At least one device suitable for testing  

- Information related to user consent (“Obtaining Consent” in IXIT 21-
PersData) 

Test scenario   Precondition: 

✓ The devices shall be in initial state (before commissioning step) 

Test sequence: 

✓ a) For each personal data in IXIT 21-PersData that is processed on the 
basis of consumers' consent according to "Obtaining Consent", the 
tester shall functionally assess whether consumers' consent to 
processing personal data is obtained as described in the IXIT.  
- Tester shall perform commissioning step on device, often consents 

are asked during this step 

Expected result: 

✓ Ability to device to obtain consent for personal data processing 

Verdict  The verdict PASS is assigned if for each category of personal data that is 
processed on the basis of consumers' consent:  

• The way of obtaining consumers' consent matches the description.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

Based on IXIT 21-PersData, it was confirmed that the user account password, phone number and email 
address are personal data. This information is entered by the customer during registration. 

In addition, the application solicits location information, but confirms this with the manufacturer. 

However, we confirmed with the manufacturer that the location information is used for the Bluetooth function 
and weather information, and no location data is stored or displayed. 

This test is passed. 
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6.17.2.3 Provision 6-3 

 

M C (7):  Consumers who gave consent for the processing of their personal data shall have the capability to 
withdraw it at any time. 

TC_DATA_PROTECTION#5 / Test Case 6-3-1 

Security requirement PROVISION 6-3 

Type of work Doc 

Applicability Conditional (Personal data is processed on the basis of consumers’ consent) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of withdrawing 

consumers' consent for the processing of personal data.  

Evaluation inputs - “Withdrawing Consent” & “Obtaining consent” in IXIT 21-PersData 

Documentation analysis 

procedure 

a) For each personal data in IXIT 21-PersData that is processed on the 

basis of consumers' consent according to "Obtaining Consent", the 

tester shall assess whether the information on "Withdrawing 

Consent" describes how to withdraw consent to the processing of 

personal data at any time by configuring IoT device and service 

functionality appropriately.  

Verdict 

The verdict PASS is assigned if for each category of personal data that is 

processed on the basis of consumers' consent:  

▪ it is described how to withdraw consent to the processing of personal 

data at any time.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

The service does not provide the user with personal data processing functionality. 

This test, failed. 
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TC_DATA_PROTECTION#6 / Test Case 6-3-2 

Security requirement PROVISION 6-3 

Type of work Test CAB 

Applicability Conditional (Personal data is processed on the basis of consumers’ consent) 

Test objectives The purpose of this test case is the functional assessment of withdrawing 

consumers' consent for the processing of personal data.  

Evaluation inputs - At least one device suitable for testing  

- “Withdrawing Consent” & “Obtaining consent” in IXIT 21-PersData 

Test scenario Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) For each personal data in IXIT 21-PersData that is processed on the 

basis of consumers' consent according to "Obtaining Consent", the 

tester shall functionally assess whether consumers' consent to 

processing personal data can be withdrawn as described in 

"Withdrawing Consent".  

Expected result:  

✓ Ability for the user to withdraw consent for the processing of its 

personal data  

Verdict The verdict PASS is assigned if for each category of personal data that is 

processed on the basis of consumers' consent:  

✓ The way of withdrawing consumers' consent matches the description.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

The service does not provide the user with personal data processing functionality. 

This test, failed. 
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6.17.2.4 Provision 6-4 

 

R C (6): If telemetry data is collected from consumer IoT devices and services, the processing of personal data 
should be kept to the minimum necessary for the intended functionality. 

TC_DATA_PROTECTION#7 / Test Case 6-4-1 

Security requirement PROVISION 6-4 

Type of work Doc 

Applicability Conditional (if telemetry data is collected) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the processing 

of telemetry data.  

Evaluation inputs “Personal Data” in IXIT 24-TelData 

Documentation analysis 

procedure 

a) The tester shall assess whether the personal data in IXIT 21-PersData 

that are referenced in "Personal Data" in IXIT 24-TelData is 

necessary for the intended functionality as described in the "Purpose" 

of collecting the data.  

Note: Telemetry data are considered to be necessary for the intended functionality if and 

only if they are needed for achieving the processing purposes.  

Verdict 

The verdict PASS is assigned if for each telemetry data: 

✓ Their processing is necessary for the intended functionality.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

The app solicits location information from the user, however, we confirmed with the manufacturer that the 
location information is only used for Bluetooth functionality and weather information, that no location data is 
stored or displayed, and that the location information is not used for any other purpose. 

This test, passed. 
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6.17.2.5 Provision 6-5 

 

M C (6): If telemetry data is collected from consumer IoT devices and services, consumers shall be provided 
with information on what telemetry data is collected, how it is being used, by whom, and for what purposes. 

TC_DATA_PROTECTION#8 / Test case 6-5-1 

Security requirement PROVISION 6-5 

Type of work Doc 

Applicability Conditional (if telemetry data is collected) 

Documentation analysis 

objectives 

The purpose of this test case is the conceptual assessment of the user 

information about the processing of telemetry data.  

Evaluation inputs “Documentation of Telemetry Data” in IXIT 2-UserInfo 

Documentation analysis 

procedure 

b) The tester shall assess whether the "Documentation of Telemetry 

Data" in IXIT 2-UserInfo is suitable for the consumer to obtain the 

information about processing telemetry data. 

Verdict 

The verdict PASS is assigned if: 

- The information about processing telemetry data is suitably provided to 

the consumer.  

The verdict FAIL is assigned otherwise.  

Test Result 

PASS 

Testlab Comments 

The app solicits location information from the user, however, we confirmed with the manufacturer that the 
location information is only used for Bluetooth functionality and weather information, that no location data is 
stored or displayed, and that the location information is not used for any other purpose. 

This test, passed. 
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TC_DATA_PROTECTION#9 / Test Case 6-5-2 

Security requirement PROVISION 6-5 

Type of work Doc 

Applicability Conditional (Telemetry data being collected) 

Document objectives 
The purpose of this test case is the functional assessment of user the 

information about the processing of telemetry data. 

Evaluation inputs 
- “Documentation of Telemetry Data” in IXIT 2-UserInfo  

- List of telemetry data collected by DUT (IXIT 24-TelData) 

Document analysis 

procedure  

Precondition: 

✓ The devices shall be operating under normal conditions. 

Test sequence: 

✓ a) The tester shall functionally assess whether the provided information 

about processing telemetry data (obtained information) is consistent with 

the description in "Documentation of Telemetry Data" in IXIT 2-

UserInfo.  

✓ b) The tester shall functionally assess whether the obtained information 

about processing telemetry data accessing the "Documentation of 

Telemetry Data" in IXIT 2-UserInfo match their "Purpose" described in 

IXIT 24-TelData.  

✓ c) The tester shall functionally check whether the obtained information 

describes what telemetry data is collected. 

✓ d) The tester shall functionally check whether the obtained information 

describes how telemetry data is being used, by whom, and for what 

purposes.  

Verdict 

The verdict PASS is assigned if:  

• The information about processing telemetry data can be obtained as 

described; and  

• The obtained information about processing telemetry data match their 

description; and  

• The telemetry data being collected is described; and  

• Tt is completely described how telemetry data is being used, by whom, 

and for what purposes.  

The verdict FAIL is assigned otherwise.  

Test Result 

FAIL 

Testlab Comments 

Documentation of Telemetry Data based on IXIT 2-UserInfo, no information provided by manufacturer. So 
there is no description of the location information obtained by the application and the user has no way of 
knowing what the information is used for. 

This test, failed. 
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Annex 1 - Photo of the unit 

 

Enclosure front view 

 

Enclosure side view-1 
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Enclosure side view-2 

 

Enclosure top view 
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Enclosure bottom view 

 

Enclosure rear view 
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